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	ZAKON
	
	INFORMATION SECURITY ACT

	O INFORMACIJSKI VARNOSTI (ZInfV-1)
	
	(ZInfV-1)

	I. SPLOŠNE DOLOČBE
	
	I. GENERAL PROVISIONS

	1. člen
	
	Article 1

	(vsebina zakona)
	
	(Subject of the Act)

	(1) Ta zakon ureja področje informacijske in kibernetske varnosti ter določa nacionalni sistem informacijske varnosti v Republiki Sloveniji. Pri tem ureja pristojnosti, naloge, organizacijo in delovanje pristojnega nacionalnega organa za informacijsko varnost (v nadaljnjem besedilu: pristojni nacionalni organ), organa za obvladovanje incidentov velikih razsežnosti in kriz, enotne kontaktne točke za kibernetsko varnost (v nadaljnjem besedilu: enotna kontaktna točka) in skupin za odzivanje na incidente na področju računalniške varnosti (v nadaljnjem besedilu: skupine CSIRT), ureja sprejetje Strategije kibernetske varnosti Republike Slovenije, kibernetsko obrambo ter sodelovanje pristojnih državnih organov in skupin CSIRT.
	
	(1) This Act regulates information security and cybersecurity and establishes the national information security system in the Republic of Slovenia. It regulates the competences, tasks, organisation and operations of the national competent authority for information security (hereinafter: national competent authority), the authority responsible for the handling of large-scale incidents and crises, the single point of contact for cybersecurity (hereinafter: single point of contact), computer security incident response teams (hereinafter: CSIRTs), governs the adoption of the Cyber Security Strategy of the Republic of Slovenia, cyber defence and cooperation between the national competent authorities and CSIRTs.

	(2) Za ohranitev ključnih družbenih in gospodarskih dejavnosti v Republiki Sloveniji ta zakon določa tudi ukrepe za obvladovanje tveganj za informacijsko in kibernetsko varnost ter obveznost poročanja zavezancev po tem zakonu in prostovoljno priglasitev incidentov. Ureja tudi pravila in obveznosti glede izmenjave informacij o kibernetski varnosti ter nadzor, vključno za certificiranje za kibernetsko varnost.
	
	(2) To maintain critical societal and economic activities in the Republic of Slovenia, this Act also prescribes risk management measures to ensure information security and cybersecurity, and the obligation of reporting by liable entities under this Act and the voluntary notification of incidents. It also regulates the rules and obligations on cybersecurity information sharing and supervision, including for cybersecurity certification.

	2. člen
	
	Article 2

	(namen zakona)
	
	(Purpose of the Act)

	(1) Namena zakona sta sistemska ureditev področja informacijske in kibernetske varnosti in zagotovitev visoke ravni kibernetske varnosti, vključno s krepitvijo zaupanja v proizvode informacijsko-komunikacijske tehnologije (v nadaljnjem besedilu: IKT), storitve IKT in postopke IKT ter krepitvijo njihove varnosti v Republiki Sloveniji na področjih, ki so poglavitna za nemoteno delovanje države ter ohranitev zagotavljanja ključnih družbenih in gospodarskih dejavnosti.
	
	(1) The purpose of this Act is to systemically regulate information security and cybersecurity and to ensure a high level of cybersecurity, including by strengthening trust in information and communications technology (hereinafter: ICT) products, ICT services and ICT processes, and by strengthening their safety in the Republic of Slovenia in areas that are essential to the smooth functioning of the state and for the maintenance of critical societal and economic activities.

	(2) S tem zakonom se v pravni red Republike Slovenije prenaša Direktiva 2022/2555/EU Evropskega parlamenta in Sveta z dne 14. decembra 2022 o ukrepih za visoko skupno raven kibernetske varnosti v Uniji, spremembi Uredbe (EU) št. 910/2014 in Direktive (EU) 2018/1972 ter razveljavitvi Direktive (EU) 2016/1148 (direktiva NIS 2) (UL L št. 333 z dne 27. 12. 2022, str. 80), zadnjič popravljeno s Popravkom (UL L št. 90348 z dne 12. 6. 2024, str. 139), (v nadaljnjem besedilu: Direktiva 2022/2555/EU).
	
	(2) This Act transposes Directive 2022/2555/EU of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive) (OJ L 333, 27.12.2022, p. 80), last corrected by Corrigendum (OJ L 90348, 12.6.2024, p. 139) (hereinafter: Directive 2022/2555/EU), into the legislation of the Republic of Slovenia.

	(3) S tem zakonom se ureja izvajanje Uredbe (EU) 2019/881 Evropskega parlamenta in Sveta z dne 17. aprila 2019 o Agenciji Evropske unije za kibernetsko varnost (ENISA) in o certificiranju informacijske in komunikacijske tehnologije na področju kibernetske varnosti ter razveljavitvi Uredbe (EU) št. 526/2013 (Akt o kibernetski varnosti) (UL L št. 151 z dne 7. 6. 2019, str. 15), zadnjič spremenjeno z Uredbo (EU) 2025/37 Evropskega parlamenta in Sveta z dne 19. decembra 2024 o spremembi Uredbe (EU) 2019/881 glede upravljanih varnostnih storitev (UL L št. 2025/37 z dne 15. 1. 2025), (v nadaljnjem besedilu: Uredba 2019/881/EU).
	
	(3) This Act regulates the implementation of Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act) (OJ L 151, 7.6.2019, p. 15), last amended by Regulation (EU) 2025/37 of the European Parliament and of the Council of 19 December 2024 amending Regulation (EU) 2019/881 as regards managed security services (OJ L 2025/37, 15.1.2025) (hereinafter: Regulation 2019/881/EU).

	(4) S tem zakonom se ureja izvajanje Uredbe (EU) 2021/887 Evropskega parlamenta in Sveta z dne 20. maja 2021 o vzpostavitvi Evropskega industrijskega, tehnološkega in raziskovalnega kompetenčnega centra za kibernetsko varnost ter Mreže nacionalnih koordinacijskih centrov (UL L št. 202 z dne 8. 6. 2021, str. 1), (v nadaljnjem besedilu: Uredba 2021/887/EU).
	
	(4) This Act regulates the implementation of Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021 establishing the European Cybersecurity Industrial, Technology and Research Competence Centre and the Network of National Coordination Centres (OJ L 202, 8.6.2021, p. 1) (hereinafter: Regulation 2021/887/EU).

	(5) S tem zakonom se ureja izvajanje Uredbe (EU) 2025/38 Evropskega parlamenta in Sveta z dne 19. decembra 2024 o določitvi ukrepov za okrepitev solidarnosti in zmogljivosti v Uniji za odkrivanje kibernetskih groženj in incidentov ter pripravo in odzivanje nanje ter spremembi Uredbe (EU) 2021/694 (Akt o kibernetski solidarnosti) (UL L št. 2025/38 z dne 15. 1. 2025), (v nadaljnjem besedilu: Uredba 2025/38/EU).
	
	(5) This Act regulates the implementation of Regulation (EU) 2025/38 of the European Parliament and of the Council of 19 December 2024 laying down measures to strengthen solidarity and capacities in the Union to detect, prepare for and respond to cyber threats and incidents and amending Regulation (EU) 2021/694 (Cyber Solidarity Act) (OJ L 2025/38, 15.1.2025) (hereinafter: Regulation 2025/38/EU).

	3. člen
	
	Article 3

	(izključitev uporabe zakona)
	
	(Exclusion of application of the Act)

	(1) Za bistvene in pomembne subjekte v sektorjih bančništva in infrastrukture finančnega trga iz Priloge 1 tega zakona se IV. in IX. poglavje tega zakona ne uporabljata.
	
	(1) Chapters IV and IX shall not apply to essential and important entities in the sectors of banking and financial market infrastructures set out in Annex 1 of this Act.

	(2) Ta zakon se ne uporablja za subjekte, ki jih Republika Slovenija izvzame s področja uporabe Uredbe (EU) 2022/2554 Evropskega parlamenta in Sveta z dne 14. decembra 2022 o digitalni operativni odpornosti za finančni sektor in spremembi uredb (ES) št. 1060/2009, (EU) št. 648/2012, (EU) št. 600/2014, (EU) št. 909/2014 in (EU) 2016/1011 (UL L št. 333 z dne 27. 12. 2022, str. 1), zadnjič spremenjene z Delegirano uredbo Komisije (EU) 2024/1774 z dne 13. marca 2024 o dopolnitvi Uredbe (EU) 2022/2554 Evropskega parlamenta in Sveta v zvezi z regulativnimi tehničnimi standardi, ki določajo orodja, metode, postopke in politike za obvladovanje tveganj na področju IKT ter poenostavljen okvir za obvladovanje tveganj na področju IKT (UL L št. 2024/1774 z dne 25. 6. 2024), (v nadaljnjem besedilu: Uredba 2022/2554/EU) v skladu s četrtim odstavkom 2. člena navedene uredbe.
	
	(2) This Act shall not apply to entities exempt by the Republic of Slovenia from the application of Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital operational resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014, (EU) No 909/2014 and (EU) 2016/1011 (OJ L 333, 27.12.2022, p. 1), last amended by Commission Delegated Regulation (EU) 2024/1774 of 13 March 2024 supplementing Regulation (EU) 2022/2554 of the European Parliament and of the Council with regard to regulatory technical standards specifying ICT risk management tools, methods, processes, and policies and the simplified ICT risk management framework (OJ L 2024/1774, 25.6.2024) (hereinafter: Regulation 2022/2554/EU) in accordance with paragraph four of Article 2 of the relevant Regulation.

	(3) Ta zakon se ne uporablja za tiste informacijsko-komunikacijske sisteme, v katerih se varujejo tajni podatki, za katere je nacionalni varnostni organ iz zakona, ki ureja tajne podatke, opravil varnostno vrednotenje in izdal varnostno dovoljenje za delovanje sistema v skladu z navedenim zakonom. Za te sisteme se uporabljajo predpisi s področja varovanja tajnih podatkov in pravila varovanja tajnih podatkov mednarodnih zvez ali organizacij, katerih članica je Republika Slovenije, ali mednarodni sporazumi s področja tajnih podatkov, ki jih je sklenila Republika Slovenija.
	
	(3) This Act shall not apply to information and communication systems protecting classified information for which the national security authority referred to in the Act governing classified information conducted a security evaluation and issued a security clearance for the operation of the system in accordance with the relevant Act. Such systems shall be subject to regulations on the protection of classified information and rules on the protection of classified information of international associations or organisations of which the Republic of Slovenia is a member or international agreements on classified information signed by the Republic of Slovenia.

	(4) Ne glede na prejšnji odstavek nacionalni varnostni organ iz zakona, ki ureja tajne podatke, priglaša incidente v informacijsko-komunikacijskih sistemih iz prejšnjega odstavka pristojnemu nacionalnemu organu po tem zakonu.
	
	(4) Notwithstanding the preceding paragraph, the national safety authority referred to in the Act governing classified information shall notify the national competent authority under this Act of incidents in the information and communication systems referred to in the preceding paragraph to the national competent authority under this Act.

	(5) Za avtonomni informacijski in telekomunikacijski sistem iz zakona, ki ureja obrambo, ki ni zajet v tretjem odstavku tega člena, se smiselno uporabljajo ukrepi za obvladovanje tveganj in priglasitve incidentov iz IV. poglavja tega zakona.
	
	(5) The risk management and incident notification measures set out in Chapter IV of this Act shall apply mutatis mutandis to the autonomous information and telecommunication system referred to in the Act governing defence, insofar as it is not covered by paragraph three of this Article.

	4. člen
	
	Article 4

	(obdelava podatkov in informacij)
	
	(Data and information processing)

	(1) Obdelava osebnih podatkov na podlagi tega zakona se izvaja v skladu s predpisi, ki urejajo varstvo osebnih podatkov, ponudniki javnih elektronskih komunikacijskih omrežij ali javno dostopnih elektronskih komunikacijskih storitev pa obdelavo osebnih podatkov izvajajo tudi v skladu s predpisom, ki ureja zasebnost na področju elektronskih komunikacij.
	
	(1) The processing of personal data pursuant to this Act shall be carried out in accordance with regulations governing the protection of personal data, and the providers of public electronic communications networks or of publicly available electronic communications services shall also carry out the processing of personal data in accordance with the regulation governing privacy in electronic communications.

	(2) Podatki in informacije, ki se obdelujejo na podlagi tega zakona in so opredeljeni kot tajni, poslovna skrivnost ali varovani podatki, se obravnavajo v skladu s področnimi predpisi, ki urejajo njihovo obravnavo in varovanje.
	
	(2) Data and information processed under this Act and defined as classified, a business secret or protected information shall be handled in accordance with the relevant regulations governing their treatment and protection.

	(3) Izmenjava varovanih podatkov pristojnega nacionalnega organa mora biti za potrebe izvajanja tega zakona omejena na obseg, ki je ustrezen in sorazmeren glede na namen takšne izmenjave, pri čemer se ohrani zaupnost zadevnih informacij in podatkov ter se zaščitita varnost in poslovni interes zadevnih subjektov. Podrobnejše organizacijske in logično-tehnične postopke ter ukrepe za določanje in varovanje varovanih podatkov pristojnega nacionalnega organa ter vodenje zbirk podatkov, katerih upravljavec je pristojni nacionalni organ in vsebujejo varovane podatke pristojnega nacionalnega organa, določi vlada.
	
	(3) The sharing of protected information of the national competent authority for the implementation of this Act shall be limited to the appropriate and proportionate extent based on the purpose of such sharing, preserving the confidentiality of such information and data and protecting the safety and commercial interests of the relevant entities. Detailed organisational and logical-technical procedures and measures to determine and safeguard the protected information of the national competent authority and the management of databases administered by the national competent authority that contain the protected information of the national competent authority shall be prescribed by the Government.

	(4) Pri pošiljanju ali izmenjavi podatkov in informacij na podlagi tega zakona se upoštevajo tudi (neformalni) sporazumi o nerazkritju informacij, kot je semaforski protokol.
	
	(4) The sending or sharing of data and information on the basis of this Act shall also be subject to (amicable) agreements on non-disclosure, such as the Traffic Light Protocol.

	(5) Obveznost izmenjave podatkov in informacij zunaj Republike Slovenije na podlagi tega zakona ne velja za subjekte javne uprave, ki izvajajo dejavnosti s področja nacionalne varnosti, pri čemer bi razkritje teh podatkov in informacij ogrozilo vitalne interese Republike Slovenije.
	
	(5) The obligation of sharing data and information outside the Republic of Slovenia on the basis of this Act shall not apply to public administration entities that carry out national security activities where the disclosure of such data and information would jeopardise the vital interests of the Republic of Slovenia.

	5. člen
	
	Article 5

	(pomen izrazov)
	
	(Definitions)

	Izrazi, uporabljeni v tem zakonu, pomenijo:
	
	For the purposes of this Act, the following definitions shall apply:

	1. centralni državni informacijsko-komunikacijski sistem je osrednje državno informacijsko-komunikacijsko omrežje ali sistem v upravljanju ministrstva, pristojnega za upravljanje informacijsko-komunikacijskih sistemov, in je namenjeno povezovanju lokalnih omrežij organov državne uprave in drugih subjektov za namene izvrševanja njihovih zakonskih obveznosti ter dostopa do skupnih informacijskih rešitev in informacijsko-komunikacijske infrastrukture na podlagi centraliziranega upravljanja in nadzora;
	2. 
	1. Central state information and communication system shall mean the main national information and communications network or management system of the ministry responsible for the management of information and communication systems, whose aim is to connect local networks of state administration bodies and other entities for the purposes of fulfilling their statutory obligations and ensuring access to joint information solutions and information and communication infrastructure based on centralised management and supervision;

	3. CSIRT je skupina, ki se odziva na incidente na področju računalniške varnosti, sprejema prijave o kršitvah varnosti, izvaja analize in pomaga priglasiteljem pri obvladovanju incidentov;
	4. 
	2. CSIRT shall mean a team that responds to computer security incidents, receives reports on security breaches, carries out analyses and assists notifying parties in incident handling;

	5. digitalna storitev je katera koli storitev informacijske družbe ali katera koli storitev, ki se običajno opravi odplačno, na daljavo, elektronsko in na posamezno zahtevo prejemnika storitev;
	6. 
	3. Digital service shall mean any information society service or any service normally provided for remuneration, at a distance, by electronic means and at the individual request of a recipient of services.

	7. dnevniški zapisi so strukturirani ali nestrukturirani zapisi dogodkov v omrežnih in informacijskih sistemih, ki omogočajo analizo in rekonstrukcijo incidentov ali skorajšnjih incidentov;
	8. 
	4. Log files shall mean structured or unstructured logs concerning network and information system events that enable the analysis and reconstruction of incidents or near misses;

	9. elektronska komunikacijska storitev je storitev, ki se navadno izvaja za plačilo prek elektronskih komunikacijskih omrežij, razen storitev, s katerimi se zagotavljajo vsebine ali se izvaja uredniški nadzor nad vsebinami, ki se pošiljajo po elektronskih komunikacijskih omrežjih in z elektronskimi komunikacijskimi storitvami, ter zajema naslednje storitve:
	10. 
	5. Electronic communications service shall mean a service normally provided for remuneration via electronic communications networks, excluding services which provide content or exercise editorial control over content transmitted using electronic communications networks and services, and shall encompass the following types of services:

	storitev dostopa do interneta: ki je javno dostopna elektronska komunikacijska storitev, ki omogoča dostop do interneta in s tem povezljivost s tako rekoč vsemi končnimi točkami interneta, ne glede na uporabljeno omrežno tehnologijo in terminalsko opremo,
	
	Internet access service: a publicly available electronic communications service that provides access to the internet, and in principle to all the end-points thereof, irrespective of the network technology and terminal equipment used,

	medosebno komunikacijsko storitev in
	
	Interpersonal communications service, and

	storitve, ki so v celoti ali pretežno sestavljene iz prenosa signalov, kot so storitve prenosa, ki se uporabljajo za opravljanje storitev stroj–stroj in za radiodifuzijo;
	
	Services consisting wholly or mainly in the conveyance of signals such as transmission services used for the provision of machine-to-machine services and for broadcasting;

	11. Evropska organizacijska mreža za povezovanje v kibernetski krizi (v nadaljnjem besedilu: mreža EU-CyCLONe) je skupnost, ki podpira usklajeno obvladovanje kibernetskih incidentov velikih razsežnosti in kriz na operativni ravni in zagotavlja redno izmenjavo relevantnih informacij med državami članicami Evropske unije ter institucijami, organi, uradi in agencijami Evropske unije ter je sestavljena iz predstavnikov organov članic za obvladovanje kibernetskih kriz in v nekaterih primerih tudi predstavnikov Evropske komisije, ki sodeluje kot opazovalka;
	12. 
	6. The European cyber crisis liaison organisation network (hereinafter: EU-CyCLONe) shall mean a community that supports the coordinated management of large-scale cybersecurity incidents and crises at operational level and ensures the regular exchange of relevant information among EU Member States and EU institutions, bodies, offices and agencies and is composed of the representatives of Member States’ cyber crisis management authorities as well as in some cases the Commission participating as an observer;

	13. evropski certifikat kibernetske varnosti je dokument, ki potrjuje, da je bil zadevni proizvod IKT, storitev IKT ali postopek IKT ocenjen glede skladnosti s specifičnimi varnostnimi zahtevami, določenimi v evropski certifikacijski shemi za kibernetsko varnost;
	14. 
	7. European cybersecurity certificate shall mean a document attesting that the relevant ICT product, ICT service or ICT process was assessed in terms of compliance with specific security requirements under the European cybersecurity certification scheme;

	15. finančna spodbuda je izvajanje financiranja v obliki nepovratnih sredstev, kritje stroškov za dobavo blaga ali storitev oziroma sofinanciranje stroškov za dobavo blaga ali storitev za zvišanje ravni kibernetske varnosti;
	16. 
	8. Financial incentive shall mean financing in the form of grants, covering the costs of the supply of goods or services or the co-financing of costs for the supply of goods or services to raise the level of cybersecurity;

	17. incident je dogodek, ki je ogrozil razpoložljivost, avtentičnost, celovitost ali zaupnost shranjenih, prenesenih ali obdelanih podatkov ali storitev, ki jih omrežni in informacijski sistemi zagotavljajo ali so prek njih dostopni;
	18. 
	9. Incident shall mean an event compromising the availability, authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services offered by, or accessible via, network and information systems;

	19. informacijska varnost pomeni zaščito in varovanje omrežnih in informacijskih sistemov ter pripadajočih podatkov pred nedovoljenim dostopom, uporabo, razkritjem, motenjem, spreminjanjem ali uničenjem, in sicer za zagotavljanje zaupnosti, avtentičnosti, celovitosti in razpoložljivosti navedenih sistemov in podatkov;
	20. 
	10. Information security shall mean the protection and security of network and information systems and associated data from unauthorised access, use, disclosure, disruption, modification or destruction, namely to ensure the confidentiality, authenticity, integrity and availability of information of the systems and data in question;

	21. inšpekcijski varnostni pregled je postopek, v katerem inšpektor oziroma inšpektorica (v nadaljnjem besedilu: inšpektor) pri zavezancu v postopku inšpekcijskega nadzora izvede identifikacijo in oceno morebitnih ranljivosti v omrežnih in informacijskih sistemih ter preizkus učinkovitosti varnostnih ukrepov oziroma mehanizmov in izpostavljenosti kibernetskim grožnjam, poleg tega preveri ustreznost učinkovitega zaznavanja in obravnavanja kibernetskih incidentov;
	22. 
	11. Safety inspection shall mean a procedure in which the inspector conducting an inspection procedure against a liable entity identifies and assesses potential vulnerabilities in network and information systems and tests the efficiency of safety measures or mechanisms and exposure to cyber threats, as well as verifies the appropriateness of effective detection and handling of cyber incidents;

	23. javno elektronsko komunikacijsko omrežje je elektronsko komunikacijsko omrežje, ki se v celoti ali pretežno uporablja za zagotavljanje javno dostopnih elektronskih komunikacijskih storitev, ki podpirajo prenos informacij med omrežnimi priključnimi točkami;
	24. 
	12. Public electronic communications network shall mean an electronic communications network used wholly or mainly for the provision of publicly available electronic communications services which support the transfer of information between network termination points;

	25. kibernetska grožnja je vsaka potencialna okoliščina, dogodek ali dejanje, ki bi lahko poškodovalo, prekinilo ali drugače škodljivo vplivalo na omrežja in informacijske sisteme, uporabnike takih sistemov in druge osebe;
	26. 
	13. Cyber threat shall mean any potential circumstance, event or act that could damage, disrupt or otherwise adversely impact network and information systems, the users of such systems and other persons;

	27. kibernetska higiena je dobra praksa ohranjanja varnosti in zaščite informacij v digitalnem okolju. To vključuje ukrepe in postopke, namenjene zaščiti računalniških sistemov, omrežij in podatkov pred varnostnimi grožnjami;
	28. 
	14. Cyber hygiene shall mean the good practice of maintaining information safety and protection in a digital environment. This includes measures and procedures aimed at protecting computer systems, networks and data against security threats.

	29. kibernetski incident velikih razsežnosti je incident, ki povzroči motnjo, ki presega zmožnost Republike Slovenije za odziv nanj, ali incident, ki pomembno vpliva na vsaj dve državi članici Evropske unije;
	30. 
	15. Large-scale cybersecurity incident shall mean an incident which causes a level of disruption that exceeds the capacity of the Republic of Slovenia to respond to it or which has a significant impact on at least two EU Member States;

	31. kibernetska obramba je celota ukrepov, dejavnosti in zmogljivosti državnih organov, organov lokalne samouprave, gospodarskih družb, zavodov in drugih organizacij ter državljanov in državljank, ki so potrebni za zaščito in varovanje kibernetskega prostora pred kibernetskimi grožnjami in incidenti;
	32. 
	16. Cyber defence shall mean a set of measures, activities and capacities of state authorities, local authorities, companies, institutes and other organisations and citizens required for the security and protection of cyberspace against cyber threats and incidents;

	33. kibernetski prostor je globalno informacijsko okolje, ki ga tvorijo informacijski sistemi in omrežja, podatki, digitalne naprave in njihovi uporabniki;
	34. 
	17. Cyberspace shall mean the global information environment consisting of information systems and networks, data, digital devices and their users;

	35. kibernetska varnost so dejavnosti, ki so potrebne za zaščito omrežnih in informacijskih sistemov, uporabnikov takih sistemov in drugih oseb, na katere vplivajo kibernetske grožnje;
	36. 
	18. Cybersecurity shall mean the activities necessary to protect network and information systems, the users of such systems, and other persons affected by cyber threats;

	37. ključni deli nacionalnega varnostnega sistema so sistemi obrambe, notranje varnosti, varstva pred naravnimi in drugimi nesrečami in podsistemi sistema nacionalne varnosti, ki vključuje tudi zunanjepolitične, gospodarske, informacijske in druge dejavnosti, ki neposredno vplivajo na nacionalno varnost;
	38. 
	19. Critical parts of the national security system shall mean the systems of defence, internal security, protection against natural and other disasters and the subsystems of the national security system, which also includes foreign policy, economic, information and other activities that have a direct effect on national security;

	39. ključni informacijski sistemi so vsi omrežni in informacijski sistemi s pripadajočimi podatki zavezanca, brez katerih ta ne more neprekinjeno izvajati storitev iz Priloge 1 ali 2 tega zakona, katerih motnje bi lahko pomembno negativno vplivale na ključne družbene ali gospodarske dejavnosti;
	40. 
	20. Critical information systems shall mean all network and information systems with the liable entity’s associated data, without which such entity is unable to ensure the continuous provision of the services from Annex 1 or 2 of this Act, whose disruptions could have a significant adverse effect on critical societal and economic activities;

	41. kriza je resna grožnja temeljnim vrednotam in družbenim normam, za katero so značilni časovni pritisk in negotove okoliščine, ki zahtevajo hitro odločanje in izvajanje ukrepov, ki odstopajo od običajnih in predpisanih institucionalnih poti ter zahtevajo uporabo mehanizmov kriznega upravljanja;
	42. 
	21. Crisis shall mean a serious threat to fundamental values and social norms, characterised by time pressure and uncertain circumstances requiring swift decisions and measures that differ from the standard and prescribed institutional paths and necessitate the use of crisis management mechanisms;

	43. krmilni informacijski sistemi so informacijski sistemi, ki omogočajo nadzor, regulacijo, avtomatizacijo ali optimizacijo delovanja ključnih industrijskih, tehnoloških ali infrastrukturnih procesov subjekta;
	44. 
	22. Control information systems shall mean information systems that enable the monitoring, regulation, automation or optimisation of the operation of the entity’s critical industrial, technological or infrastructural processes;

	45. kvalificirana storitev zaupanja je storitev zaupanja, ki izpolnjuje zadevne zahteve iz zakona, ki ureja elektronsko identifikacijo in storitve zaupanja;
	46. 
	23. Qualified trust service shall mean a trust service that meets the applicable requirements laid down in the Act governing electronic identification and trust services;

	47. medsektorske skupnosti zavezancev so skupnosti zavezancev, ki presegajo delovanje sektorskih skupnosti zavezancev in vključujejo sodelovanje med njimi z namenom združevanja znanja in izkušenj, da bi rešili izzive, ki presegajo okvire posameznih sektorjev;
	48. 
	24. Cross-sectoral communities of liable entities shall mean communities of liable entities that exceed the operation of sectoral communities of liable entities and include mutual cooperation with the aim of combining knowledge and experience to overcome the challenges exceeding the scope of individual sectors;

	49. mreža skupin CSIRT je skupnost, ki prispeva h krepitvi zaupanja ter spodbuja hitro in učinkovito operativno sodelovanje med državami članicami Evropske unije, v kateri sodelujejo skupine CSIRT iz držav članic Evropske unije, skupina za odzivanje na računalniške grožnje za evropske institucije, organe in agencije Unije (CERT-EU) in Evropska komisija kot opazovalka;
	50. 
	25. CSIRTs network shall mean a community that contributes to the development of confidence and trust and promotes swift and effective operational cooperation among EU Member States, composed of CSIRTs from EU Member States, the computer emergency response team for the Union’s institutions, bodies and agencies (CERT-EU) and the Commission as an observer;

	51. nadzorni informacijski sistemi so informacijski sistemi, v katerih se izvajata upravljanje in nadzor delovanja omrežij in informacijskih sistemov subjekta, vključno z zaznavanjem varnostnih dogodkov, anomalij in groženj ter odzivanjem nanje;
	52. 
	26. Monitoring information systems shall mean information systems for managing and monitoring the functioning of the entity’s networks and information systems, including the detection of security events, anomalies and threats and response thereto;

	53. notranji revizor oziroma notranja revizorka (v nadaljnjem besedilu: notranji revizor) je preizkušeni notranji revizor oziroma preizkušena notranja revizorka (v nadaljnjem besedilu: preizkušeni notranji revizor), ki je pridobil strokovni naziv pri Slovenskem inštitutu za revizijo in je vpisan v njegov register aktivnih preizkušenih notranjih revizorjev ali oseba, ki je pridobila naziv državni notranji revizor ali preizkušeni državni notranji revizor;
	54. 
	27. Internal auditor shall mean a qualified internal auditor who has obtained the title from the Slovenian Institute of Auditors and is entered in its register of active qualified internal auditors or a person who has obtained the title of state internal auditor or qualified state internal auditor;

	55. obvladovanje incidentov so vsa dejanja in postopki, namenjeni preprečevanju, odkrivanju, analizi in zajezitvi incidentov ali odzivanju nanje ter okrevanju po njih;
	56. 
	28. Incident handling shall mean any actions and procedures aiming to prevent, detect, analyse and contain, or to respond to and recover from an incident;

	57. ogrožanje vitalnih interesov Republike Slovenije je ogrožanje njene ustavne ureditve, neodvisnosti, ozemeljske celovitosti, obrambne sposobnosti in javne varnosti;
	58. 
	29. Threat to the vital interests of the Republic of Slovenia shall mean a threat to its constitutional order, independence, territorial integrity, defence capability and public security;

	59. omrežje za dostavo vsebin je mreža geografsko porazdeljenih strežnikov za zagotavljanje visoke razpoložljivosti, dostopnosti ali hitre dostave digitalnih vsebin in storitev uporabnikom interneta v imenu ponudnikov vsebin in storitev;
	60. 
	30. Content delivery network shall mean a network of geographically distributed servers for the purpose of ensuring high availability, accessibility or fast delivery of digital content and services to internet users on behalf of content and service providers;

	61. omrežni in informacijski sistem:
	62. 
	31. Network and information system shall mean:

	je elektronsko komunikacijsko omrežje, kot je opredeljeno v zakonu, ki ureja elektronske komunikacije,
	
	An electronic communications network as defined in the Act governing electronic communications,

	je vsaka naprava ali skupina med seboj povezanih ali sorodnih naprav, od katerih ena ali več na podlagi programa opravlja samodejno obdelavo digitalnih podatkov, ali
	
	Any device or group of interconnected or related devices, one or more of which, pursuant to a program, carry out automatic processing of digital data, or

	zajema digitalne podatke, ki jih elementi iz prve in druge alineje te točke shranjujejo, obdelujejo, pridobivajo ali prenašajo za namene njihovega delovanja, uporabe, varovanja in vzdrževanja;
	
	Digital data stored, processed, retrieved or transmitted by elements covered under points indents 1 and 2 of this point for the purposes of their operation, use, protection and maintenance;

	63. organ za ugotavljanje skladnosti za potrebe tega zakona je organ za ugotavljanje skladnosti iz zakona, ki ureja tehnične zahteve za proizvode in ugotavljanje skladnosti, ki izpolnjuje dodatne zahteve iz priloge Uredbe 2019/881/EU;
	64. 
	32. Conformity assessment body for the purposes of this Act shall mean the body from the Act governing the technical requirements for products and conformity assessment meeting the additional requirements from the Annex to Regulation 2019/881/EU;

	65. platforma za storitve družbenega mreženja je platforma, ki končnim uporabnikom omogoča, da se povezujejo, si izmenjujejo vsebine, se spoznavajo in komunicirajo med seboj prek več naprav ter zlasti s klepeti, objavami videoposnetki in sporočili;
	66. 
	33. Social networking services platform shall mean a platform that enables end-users to connect, share, discover and communicate with each other across multiple devices, in particular via chats, posts, videos and messages;

	67. pomembna kibernetska grožnja je kibernetska grožnja, za katero se glede na njene tehnične značilnosti lahko domneva, da bi lahko resno negativno vplivala na omrežne in informacijske sisteme subjekta ali na uporabnike njegovih storitev, tako da bi povzročila znatno premoženjsko ali nepremoženjsko škodo;
	68. 
	34. Significant cyber threat shall mean a cyber threat which, based on its technical characteristics, can be assumed to have the potential to have a severe impact on the network and information systems of an entity or the users of the entity’s services by causing considerable material or non-material damage;

	69. ponudnik kvalificiranih storitev zaupanja je ponudnik storitev zaupanja, ki zagotavlja eno ali več storitev zaupanja in mu nadzorni organ dodeli kvalificirani status;
	70. 
	35. Qualified trust service provider shall mean a trust service provider who provides one or more qualified trust services and is granted the qualified status by the supervisory body;

	71. ponudnik storitev sistema domenskih imen (v nadaljnjem besedilu: ponudnik storitev DNS) je subjekt, ki opravlja:
	72. 
	36. Domain name system service provider (hereinafter: DNS service provider) shall mean an entity that provides:

	javno dostopne storitve rekurzivnega razreševanja domenskih imen za končne uporabnike interneta ali
	
	Publicly available recursive domain name resolution services for internet end-users, or

	storitve avtoritativnega razreševanja domenskih imen za uporabo s strani tretjih oseb, razen za korenske imenske strežnike.
	
	Authoritative domain name resolution services for third-party use, with the exception of root name servers;

	73. ponudnik storitev zaupanja je fizična ali pravna oseba, ki zagotavlja eno ali več storitev zaupanja, kot ponudnik kvalificiranih ali nekvalificiranih storitev zaupanja;
	74. 
	37. Trust service provider shall mean a natural or a legal person who provides one or more trust services either as a qualified or as a non-qualified trust service provider;

	75. ponudnik upravljanih storitev je subjekt, ki opravlja storitve v zvezi z namestitvijo, upravljanjem, delovanjem ali vzdrževanjem proizvodov IKT, omrežij, infrastrukture, aplikacij ali katerih koli drugih omrežnih in informacijskih sistemov, in sicer s pomočjo ali aktivnim upravljanjem, ki se izvaja bodisi v prostorih strank bodisi na daljavo;
	76. 
	38. Managed service provider shall mean an entity that provides services related to the installation, management, operation or maintenance of ICT products, networks, infrastructure, applications or any other network and information systems via assistance or active administration carried out either on customers’ premises or remotely;

	77. ponudnik upravljanih varnostnih storitev je ponudnik upravljanih storitev, ki izvaja ali opravlja pomoč za dejavnosti, povezane z obvladovanjem tveganj za kibernetsko varnost;
	78. 
	39. Managed security service provider shall mean a managed service provider that carries out or provides assistance for activities relating to cybersecurity risk management;

	79. postopek IKT je sklop dejavnosti, ki se izvaja za zasnovo, razvoj, dobavo ali vzdrževanje proizvoda ali storitve IKT;
	80. 
	40. ICT process shall mean a set of activities carried out to design, develop or maintain an ICT product or ICT service;

	81. povezani subjekt je subjekt, ki se povezuje s centralnim državnim informacijsko-komunikacijskim sistemom;
	82. 
	41. Connected entity shall mean an entity connected to the central state information and communication system;

	83. proizvod IKT je element ali skupina elementov omrežja ali informacijskega sistema;
	84. 
	42. ICT product shall mean an element or a group of elements of a network or information system;

	85. predstavnik iz V. poglavja tega zakona je fizična ali pravna oseba s sedežem v državi članici Evropske unije, pri čemer je ta oseba izrecno imenovana, da deluje v imenu ponudnika storitev DNS, registra vrhnjih domenskih (v nadaljnjem besedilu: TLD) imen, subjekta, ki opravlja storitve registracije domenskih imen, ponudnika storitev računalništva v oblaku, ponudnika storitev podatkovnega centra, ponudnika omrežja za dostavo vsebine, ponudnika upravljanih storitev, ponudnika upravljanih varnostnih storitev ali ponudnika spletne tržnice, spletnega iskalnika ali platforme za storitve družbenega mreženja, ki nima sedeža v državi članici Evropske unije, s katerim lahko pristojni organ ali skupina CSIRT vzpostavi stik namesto z zadevnim subjektom v zvezi z obveznostmi zadevnega subjekta na podlagi tega zakona;
	86. 
	43. Representative referred to in Chapter V of this Act shall mean a natural or legal person established in an EU Member State explicitly designated to act on behalf of a DNS service provider, a top-level domain (hereinafter: TLD) name registry, an entity providing domain name registration services, a cloud computing service provider, a data centre service provider, a content delivery network provider, a managed service provider, a managed security service provider, or a provider of an online marketplace, of an online search engine or of a social networking services platform that is not established in an EU Member State, which may be addressed by a competent authority or a CSIRT in the place of the entity itself with regard to the obligations of that entity under this Act;

	87. ranljivost je pomanjkljivost, dovzetnost ali napaka proizvoda ali storitve IKT, ki jo kibernetska grožnja lahko izkoristi;
	88. 
	44. Vulnerability shall mean a weakness, susceptibility or flaw of ICT products or ICT services that can be exploited by a cyber threat;

	89. raziskovalna organizacija je, ne glede na zakon, ki ureja znanstvenoraziskovalno dejavnost, subjekt, ki poglavitni del svojih dejavnosti namenja izvajanju uporabnih raziskav ali eksperimentalnemu razvoju z namenom uporabe rezultatov teh raziskav v komercialne namene, vendar ne vključuje akademskih in drugih izobraževalnih ustanov;
	90. 
	45. Research organisation shall mean, notwithstanding the Act governing scientific research activity, an entity which has as its primary goal to conduct applied research or experimental development with a view to exploiting the results of that research for commercial purposes, but which does not include academic and other educational institutions;

	91. register vrhnjih domenskih imen (v nadaljnjem besedilu: register TLD imen) je subjekt, ki mu je bila dodeljena določena vrhnja domena in je odgovoren za njeno upravljanje, vključno z registracijo domenskih imen pod vrhnjo domeno in tehničnim upravljanjem vrhnje domene, vključno z upravljanjem njenih imenskih strežnikov, vzdrževanjem njenih podatkovnih zbirk in porazdelitvijo datotek območij vrhnje domene po imenskih strežnikih, ne glede na to, ali katero od teh dejavnosti subjekt izvaja sam ali jo izvajajo zunanji izvajalci, izključeni pa so primeri, v katerih register TLD imen uporablja vrhnja domenska imena zgolj za lastne potrebe;
	92. 
	46. Top-level domain name registry (hereinafter: TLD name registry) shall mean an entity which has been delegated a specific TLD and is responsible for administering the TLD including the registration of domain names under the TLD and the technical operation of the TLD, including the operation of its name servers, the maintenance of its databases and the distribution of TLD zone files across name servers, irrespective of whether any of those operations are carried out by the entity itself or are outsourced, but excluding situations where TLD names are used by a registry only for its own use;

	93. revizijska sled je nespremenljiva sled oziroma niz podatkov o dogodku, ki se je zgodil v informacijskem sistemu ali napravi, z natančnim časovnim zapisom;
	94. 
	47. Audit trail shall mean an immutable trace or a data set about an event that occurred in an information system or a device with an accurate time record;

	95. revizor informacijskih sistemov je preizkušeni revizor informacijskih sistemov z ustreznim revizijskim znanjem, ki je strokovni naziv pridobil pri Slovenskem inštitutu za revizijo in je vpisan v njegov register aktivnih preizkušenih revizorjev informacijskih sistemov;
	96. 
	48. Information system auditor shall mean a qualified information system auditor with appropriate auditing knowledge who obtained the title from the Slovenian Institute of Auditors and is entered in its register of active qualified information system auditors;

	97. sektorske skupnosti zavezancev so skupine zavezancev, ki delujejo v istem sektorju in se osredotočajo na posamični sektor z namenom izmenjave informacij, sodelovanja in reševanja skupnih izzivov;
	98. 
	49. Sectoral communities of liable entities shall mean groups of liable entities that are active in the same sector and focus on an individual sector for the purposes of sharing information, cooperation and overcoming common challenges;

	99. semaforski protokol je skupek pravil in dogovorov o omejitvah v zvezi z nadaljnjim širjenjem prejetih ali deljenih informacij, kot ga uporabljajo pri izmenjavi informacij skupine CSIRT;
	100. 
	50. Traffic Light Protocol shall mean a set of rules and agreements about limitations with regard to the further spreading of received or shared information, as used in CSIRT information sharing;

	101. sistem domenskih imen (v nadaljnjem besedilu: DNS) je hierarhično porazdeljen sistem poimenovanja, ki omogoča identifikacijo internetnih storitev in virov ter napravam končnih uporabnikov omogoča, da z uporabo internetnih storitev usmerjanja in povezljivosti dostopajo do teh storitev in virov;
	102. 
	51. Domain name system (hereinafter: DNS) shall mean a hierarchical distributed naming system which enables the identification of internet services and resources, allowing end-user devices to use internet routing and connectivity services to reach those services and resources;

	103. skorajšnji incident je dogodek, ki bi lahko ogrozil razpoložljivost, avtentičnost, celovitost ali zaupnost shranjenih, prenesenih ali obdelanih podatkov ali storitev, ki jih omrežni in informacijski sistemi zagotavljajo ali so prek njih dostopni, vendar se je uspešno preprečilo, da bi se ta dogodek uresničil, ali se ni uresničil;
	104. 
	52. Near miss shall mean an event that could have compromised the availability, authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services offered by, or accessible via, network and information systems, but that was successfully prevented from materialising or that did not materialise;

	105. skrbnik informacijsko-komunikacijskega sistema je oseba, odgovorna za upravljanje, vzdrževanje in zaščito informacijskega sistema v organizaciji;
	106. 
	53. Information communications system administrator shall mean a person responsible for the management, maintenance and protection of the organisation’s information system;

	107. Skupina za sodelovanje je skupina, ki podpira in olajšuje strateško sodelovanje in izmenjavo informacij med državami članicami Evropske unije ter krepi zaupanje med njimi in jo sestavljajo predstavniki držav članic Evropske unije, Evropske komisije in Agencije Evropske unije za kibernetsko varnost (v nadaljnjem besedilu: agencija ENISA) ter Evropske službe za zunanje delovanje kot opazovalke;
	108. 
	54. A Cooperation Group shall mean a group that supports and facilitates strategic cooperation and the exchange of information among EU Member States, as well as strengthens mutual trust and confidence, composed of representatives of EU Member States, the European Commission and the European Network and Information Security Agency (hereinafter: ENISA) and the European External Action Service as an observer;

	109. spletni iskalnik je digitalna storitev, ki uporabnikom omogoča vnos poizvedb za izvedbo iskanja po vseh spletiščih ali vseh spletiščih v določenem jeziku, na podlagi poizvedbe na katero koli temo v obliki ključne besede, glasovne zahteve, fraze ali drugega vnosa, poda pa rezultate v katerem koli formatu z informacijami o zahtevani vsebini;
	110. 
	55. Online search engine shall mean a digital service that allows users to input queries in order to perform searches of, in principle, all websites, or all websites in a particular language, on the basis of a query on any subject in the form of a keyword, voice request, phrase or other input, and returns results in any format in which information related to the requested content can be found;

	111. spletna tržnica je storitev, ki uporablja programsko opremo, vključno s spletno stranjo, delom spletne strani ali aplikacije, ki jo upravlja trgovec ali nekdo v njegovem imenu, in ki potrošnikom omogoča, da sklepajo pogodbe na daljavo z drugimi trgovci ali potrošniki;
	112. 
	56. Online marketplace shall mean a service using software, including a website, part of a website or an application, operated by or on behalf of a trader that allows consumers to conclude distance contracts with other traders or consumers;

	113. standard je tehnična specifikacija, ki jo je sprejel priznani organ za standardizacijo za večkratno ali stalno uporabo, s katero ni obvezna skladnost in spada v eno izmed naslednjih kategorij:
	114. 
	57. Standard shall mean a technical specification, adopted by a recognised standardisation body, for repeated or continuous application, with which compliance is not compulsory, and which is one of the following:

	mednarodni standard pomeni standard, ki ga je sprejel mednarodni organ za standardizacijo,
	
	International standard shall mean a standard adopted by an international standardisation body,

	evropski standard pomeni standard, ki ga je sprejela evropska organizacija za standardizacijo,
	
	European standard shall mean a standard adopted by a European standardisation organisation,

	harmonizirani standard pomeni evropski standard, sprejet na podlagi zahteve Evropske komisije za uporabo usklajevalne zakonodaje Evropske unije,
	
	Harmonised standard shall mean a European standard adopted on the basis of a request made by the Commission for the application of Union harmonisation legislation,

	nacionalni standard pomeni standard, ki ga je sprejel nacionalni organ za standardizacijo;
	
	National standard shall mean a standard adopted by a national standardisation body;

	115. stičišče omrežij je omrežna zmogljivost, ki omogoča medsebojno povezavo več kot dveh neodvisnih omrežij (avtonomnih sistemov), predvsem zaradi izmenjave internetnega prometa, ter ki zagotavlja medsebojno povezavo zgolj avtonomnim sistemom, ne zahteva, da izmenjava internetnega prometa med katerima koli sodelujočima avtonomnima sistemoma prehaja prek tretjega avtonomnega sistema, in ne spreminja takšnega prometa ali kako drugače posega vanj;
	116. 
	58. Internet exchange point shall mean a network facility which enables the interconnection of more than two independent networks (autonomous systems), primarily for the purpose of facilitating the exchange of internet traffic, which provides interconnection only for autonomous systems and which neither requires the internet traffic passing between any pair of participating autonomous systems to pass through any third autonomous system nor alters or otherwise interferes with such traffic;

	117. storitev IKT je storitev, ki v celoti ali pretežno zajema prenos, shranjevanje, priklic ali obdelavo informacij prek omrežij in informacijskih sistemov;
	118. 
	59. ICT service shall mean a service consisting fully or mainly in the transmission, storing, retrieving or processing of information by means of network and information systems;

	119. storitev podatkovnega centra je storitev, ki vključuje strukture ali skupine struktur, namenjene centralizirani namestitvi, medsebojnemu povezovanju in delovanju opreme za informacijsko tehnologijo in omrežne opreme, za storitve shranjevanja, obdelave in prenosa podatkov, skupaj z vsemi zmogljivostmi in infrastrukturami za zagotavljanje nemotene dobave električne energije in zagotavljanje zahtevanih okoljskih razmer v podatkovnem centru;
	120. 
	60. Data centre service shall mean a service that encompasses structures, or groups of structures, dedicated to the centralised accommodation, interconnection and functioning of IT and network equipment providing data storage, processing and transport services together with all the facilities and infrastructures to ensure a steady power distribution and required environmental conditions in the data centre;

	121. storitev v oblaku je digitalna storitev, ki omogoča upravljanje na zahtevo in širok oddaljeni dostop do prožnega in po obsegu prilagodljivega nabora deljivih računalniških virov, tudi kadar so ti viri porazdeljeni na več lokacijah;
	122. 
	61. Cloud computing service shall mean a digital service that enables on-demand administration and broad remote access to a scalable and elastic pool of shareable computing resources, including where such resources are distributed across several locations;

	123. storitev zaupanja je elektronska storitev, ki se praviloma opravlja za plačilo in vključuje:
	124. 
	62. Trust service shall mean an electronic service normally provided for remuneration which consists of:

	ustvarjanje, preverjanje in potrjevanje veljavnosti elektronskih podpisov, elektronskih žigov ali elektronskih časovnih žigov, storitev elektronske priporočene dostave in potrdil, povezanih s temi storitvami, ali
	
	The creation, verification, and validation of electronic signatures, electronic seals or electronic time stamps, electronic registered delivery services and certificates related to those services, or

	ustvarjanje, preverjanje in potrjevanje veljavnosti potrdil za avtentikacijo spletišč ali
	
	The creation, verification and validation of certificates for website authentication, or

	hrambo elektronskih podpisov, žigov ali potrdil, povezanih s temi storitvami;
	
	The preservation of electronic signatures, seals or certificates related to those services;

	125. subjekt, ki opravlja storitve registracije domenskih imen, je registrar ali zastopnik, ki deluje v imenu registrarja, kot je ponudnik storitev registracije za zasebnost ali pooblaščenec ali preprodajalec;
	126. 
	63. Entity providing domain name registration services shall mean a registrar or an agent acting on behalf of registrars, such as a privacy or proxy registration service provider or reseller;

	127. subjekt je oseba javnega ali zasebnega prava;
	128. 
	64. An entity shall mean an entity of public or private law;

	129. subjekti javne uprave so subjekti javne uprave na državni in lokalni ravni, ki so ustanovljeni z javnopravnim aktom, razen pravosodnih organov, državnega tožilstva, Ustavnega sodišča Republike Slovenije, Državnega zbora Republike Slovenije, Državnega sveta Republike Slovenije in Banke Slovenije;
	130. 
	65. Public administration entities shall mean public administration entities at state and local levels established with a public legal act, except judicial authorities, the state prosecution, the Constitutional Court of the Republic of Slovenia, the National Assembly of the Republic of Slovenia, the National Council of the Republic of Slovenia and the Bank of Slovenia;

	131. subjekti javne uprave na državni ravni so ministrstva, organi v njihovi sestavi, vladne službe in upravne enote ter tisti javni infrastrukturni zavodi, ki so ustanovljeni v skladu z zakonom, ki ureja znanstvenoraziskovalno in inovacijsko dejavnost. Mednje spadajo tudi drugi subjekti javne uprave iz Priloge 3, ki je kot Priloga sestavni del tega zakona;
	132. 
	66. Public administration entities at state level shall mean ministries, bodies within ministries, government offices and administrative units and those public infrastructure institutes that are established in accordance with the Act governing scientific research and innovation activities. These also include other public administration entities from Annex 3 which are enclosed as an integral part of this Act.

	133. subjekti javne uprave na lokalni ravni so občine;
	134. 
	67. Public administration entities at local level shall mean municipalities;

	135. tehnična specifikacija je tehnična specifikacija za informacijsko-komunikacijsko tehnologijo;
	136. 
	68. Technical specification shall mean technical specification for information and communications technology;

	137. tretja država je država, ki ni članica Evropske unije, ali država, ki ni podpisnica Sporazuma o ustanovitvi Evropskega gospodarskega prostora (UL L št. 1 z dne 3. 1. 1994, str. 3);
	138. 
	69. Third country shall mean a country that is not a Member State of the European Union or a signatory to the Agreement on the European Economic Area (OJ L 1, 3.1.1994, p. 3);

	139. tveganje je možnost izgube ali motnje zaradi incidenta ter je izraženo kot kombinacija razsežnosti izgube ali motnje in verjetnosti, da bi se incident zgodil;
	140. 
	70. Risk shall mean the potential for loss or disruption caused by an incident and is to be expressed as a combination of the magnitude of such loss or disruption and the likelihood of occurrence of the incident;

	141. varni kraj je lokacija, odporna proti okoljskim vplivom, podnebnim spremembam in drugim tveganjem, ki bi lahko ogrozili varno obravnavo incidentov ter zaščito informacij in sistemskih virov;
	142. 
	71. Safe place shall mean a location resistant to environmental effects, climate change and other risks that could jeopardise the safe treatment of incidents and the protection of information and system resources;

	143. varnost omrežnih in informacijskih sistemov je zmožnost omrežnih in informacijskih sistemov, da na določeni ravni zaupanja preprečijo vsak dogodek, ki lahko ogrozi razpoložljivost, avtentičnost, celovitost ali zaupnost shranjenih, prenesenih ali obdelanih podatkov ali storitev, ki jih ti omrežni in informacijski sistemi zagotavljajo ali so prek njih dostopni;
	144. 
	72. Security of network and information systems shall mean the ability of network and information systems to resist, at a given level of confidence, any event that may compromise the availability, authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services offered by, or accessible via, those network and information systems;

	145. varnostno-operativni center organa državne uprave je notranja organizacijska enota posameznega organa državne uprave, ki se odziva na incidente na področju informacijske varnosti in izpolnjuje pogoje iz tega zakona;
	146. 
	73. Security Operations Centre of a state administration body shall mean an internal organisational unit of an individual state administration authority which responds to information security incidents and meets the conditions from this Act;

	147. varovani podatek pristojnega nacionalnega organa je podatek o ranljivostih ali stanju informacijskih sistemov in omrežij zavezancev ter njihovi identiteti, ki ni tajen ali poslovna skrivnost, njegovo razkritje nepoklicanim osebam pa bi lahko pristojnemu nacionalnemu organu povzročilo motnje pri delovanju in izvajanju nalog oziroma bi lahko škodovalo zavezancem.
	148. 
	74. Protected information of the national competent authority shall mean information about the vulnerabilities or state of the liable entities’ information systems and networks and their identity, which is not classified information or a business secret and whose unauthorised disclosure could cause disruptions in the national competent authority’s functioning or performance of tasks or harm to liable entities.

	II. ZAVEZANCI
	
	II. LIABLE ENTITIES

	6. člen
	
	Article 6

	(zavezanci)
	
	(Liable entities)

	(1) Zavezanci po tem zakonu so subjekti, ki spadajo med vrste subjektov iz Prilog 1 ali Priloge 2, ki sta kot Prilogi sestavni del tega zakona (v nadaljnjem besedilu: Priloga 1 ali 2 tega zakona), če imajo:
	
	(1) Liable entities under this Act shall mean entities that fall under the types of entities from Annexes 1 or 2, which are enclosed as an integral part of this Act (hereinafter: Annexes 1 or 2 of this Act), if they have:

	· vsaj 50 zaposlenih in
	· 
	· At least 50 employees, and

	· letni promet ali letno bilančno vsoto vsaj 10 milijonov eurov.
	· 
	· An annual turnover or annual balance sheet total of at least EUR 10 million.

	(2) Subjekti iz prejšnjega odstavka so zavezanci po tem zakonu ne glede na število zaposlenih ali letni promet ali letno bilančno vsoto, če:
	
	(2) The entities referred to in the preceding paragraph shall be liable entities under this Act irrespective of the number of employees or annual turnover or annual balance sheet, if:

	149. storitev opravljajo kot:
	150. 
	1. They perform services as:

	ponudniki javnih elektronskih komunikacijskih omrežij ali javno dostopnih elektronskih komunikacijskih storitev,
	
	Providers of public electronic communications networks or of publicly available electronic communications services,

	ponudniki storitev zaupanja,
	
	Trust service providers,

	registri TLD imen in ponudniki storitev DNS;
	
	TLD name registries and DNS service providers;

	151. je subjekt edini ponudnik storitve ali dejavnosti v Republiki Sloveniji, katere izvajanje ga uvršča med vrste subjektov iz Priloge 1 ali 2;
	152. 
	2. The entity is the sole provider of a service or activity in the Republic of Slovenia which places it among the types of entities from Annexes 1 or 2;

	153. bi motnja pri opravljanju storitve subjekta lahko pomembno vplivala na javni red, javno varnost ali javno zdravje;
	154. 
	3. The disruption of the entity’s service could significantly affect public order, public safety or public health;

	155. bi motnja pri opravljanju storitve subjekta lahko povzročila sistemsko tveganje, zlasti za sektorje iz Priloge 1 ali 2, v katerih bi lahko taka motnja imela čezmejni vpliv;
	156. 
	4. The disruption of the entity’s service could cause a systemic risk, especially for sectors from Annexes 1 or 2, where such disruption could have a cross-border impact;

	157. ima subjekt poseben pomen na državni ali lokalni ravni za posamezni sektor iz Priloge 1 ali 2 ali za izvajanje posamezne storitve, ki ga uvršča med vrste subjektov iz Priloge 1 ali 2 ali zaradi medsebojne odvisnosti z drugimi sektorji iz Prilog 1 ali 2 v Republiki Sloveniji;
	158. 
	5. The entity is of particular importance at the state or local levels for a sector from Annexes 1 or 2, or for the performance of a service which places it among the types of entities from Annexes 1 or 2, or due to its interdependence with other sectors from Annexes 1 or 2 in the Republic of Slovenia;

	159. gre za subjekt javne uprave na državni ravni.
	160. 
	6. It is a public administration entity at state level.

	(3) Ne glede na prvi in drugi odstavek tega člena so zavezanci po tem zakonu tudi:
	
	(3) Notwithstanding paragraphs one and two of this Article, the liable entities under this Act shall also be:

	161. subjekti, ki so določeni kot kritični na podlagi zakona, ki ureja kritično infrastrukturo;
	162. 
	1. Entities defined as critical pursuant to the Act governing critical infrastructure;

	163. subjekti, ki opravljajo storitve registracije domenskih imen, ne glede na njihovo velikost;
	164. 
	2. Entities providing domain name registration services, irrespective of their size;

	165. subjekti, ki so v državnih načrtih zaščite in reševanja opredeljeni kot službe državnega pomena, če bi nedelovanje njihovih omrežnih in informacijskih sistemov ogrozilo izvajanje nalog zaščite in reševanja iz prej navedenih načrtov, in
	166. 
	3. Entities defined as services of national importance in national protection and rescue plans if a failure of their network and information systems would jeopardise the performance of protection and rescue tasks from the plans in question, and

	167. mestne občine kot subjekti javne uprave na lokalni ravni.
	168. 
	4. Urban municipalities as public administration entities at local level.

	(4) Ne glede na prejšnje odstavke so za izvajanje 27. člena tega zakona, ki se nanaša na certificiranje za kibernetsko varnost, zavezane tudi druge fizične in pravne osebe, ki spadajo na področje uporabe Uredbe 2019/881/EU, in sicer v delu navedene uredbe, ki ureja certifikacijski okvir za kibernetsko varnost.
	
	(4) Notwithstanding the preceding paragraphs, other natural and legal persons falling within the scope of Regulation 2019/881/EU shall also be subject to Article 27 of this Act pertaining to cybersecurity certification, namely in the part of the Regulation governing the cybersecurity certification framework.

	(5) Ne glede na prejšnje odstavke Banka Slovenije ni zavezanec po tem zakonu.
	
	(5) Notwithstanding the preceding paragraphs, the Bank of Slovenia shall not be a liable entity under this Act.

	7. člen
	
	Article 7

	(bistveni in pomembni subjekti)
	
	(Essential and important entities)

	(1) Zavezanci iz prejšnjega člena, razen subjektov iz 2. točke tretjega odstavka in četrtega odstavka, se delijo na bistvene in pomembne subjekte.
	
	(1) The liable entities from the preceding Article, other than entities from point 2 of paragraph three and paragraph four, shall be divided into essential and important entities.

	(2) Bistveni subjekti so:
	
	(2) Essential entities are:

	169. vrste subjektov iz Priloge 1, ki imajo vsaj 250 zaposlenih ali letni promet vsaj 50 milijonov eurov ali letno bilančno vsoto vsaj 43 milijonov eurov,
	170. 
	1. The types of entities from Annex 1 that have at least 250 employees or an annual turnover of at least EUR 50 million or an annual balance sheet total of at least EUR 43 million;

	171. ponudniki kvalificiranih storitev zaupanja in registri TLD imen ter ponudniki storitev DNS, ne glede na njihovo velikost,
	172. 
	2. Qualified trust service providers and TLD name registries and DNS service providers, irrespective of their size;

	173. ponudniki javnih elektronskih komunikacijskih omrežij ali javno dostopnih elektronskih komunikacijskih storitev, ki imajo vsaj 50 zaposlenih in letni promet ali letno bilančno vsoto vsaj 10 milijonov eurov,
	174. 
	3. Providers of public electronic communications networks or of publicly available electronic communications services that have at least 50 employees and an annual turnover or annual balance sheet total of at least EUR 10 million;

	175. subjekti javne uprave na državni ravni,
	176. 
	4. Public administration entities at state level;

	177. vse druge vrste subjektov iz Priloge 1 tega zakona, ki jih na podlagi 2. do 5. točke drugega odstavka prejšnjega člena in na predlog pristojnega nacionalnega organa določi vlada z odločbo,
	178. 
	5. All other types of entities from Annex 1 of this Act which are designated by the Government by way of a decision pursuant to points 2 to 5 of paragraph two of the preceding Article and on the proposal of the national competent authority;

	179. subjekti, ki so določeni kot kritični na podlagi zakona, ki ureja kritično infrastrukturo;
	180. 
	6. Entities defined as critical pursuant to the Act governing critical infrastructure;

	181. subjekti iz sektorja 9. Upravljanje storitev IKT iz Priloge 1 in niso subjekti iz 1. do 6. točke tega odstavka, ki jih na predlog pristojnega nacionalnega organa določi vlada.
	182. 
	7. Entities from sector 9 ICT service management from Annex 1 other than entities from points 1 to 6 of this paragraph which are designated by the Government on the proposal of the national competent authority.

	(3) Pomembni subjekti so:
	
	(3) Important entities are:

	· vrste subjektov iz Priloge 2 tega zakona, vključno s tistimi, ki jih na podlagi 2. do 5. točke drugega odstavka prejšnjega člena in na predlog pristojnega nacionalnega organa določi vlada z odločbo,
	· 
	· The types of entities from Annex 2 of this Act, including those designated by the Government by way of a decision pursuant to points 2 to 5 of paragraph two of the preceding Article and on the proposal of the national competent authority,

	· subjekti iz 3. točke tretjega odstavka prejšnjega člena, ki jih na predlog pristojnega nacionalnega organa določi vlada z odločbo. Pristojni nacionalni organ pripravi predlog na podlagi pobude Uprave Republike Slovenije za zaščito in reševanje, ki vsebuje poimenski seznam zadevnih subjektov, in
	· 
	· The entities from point 3 of paragraph three of the preceding Article which are designated by the Government by way of a decision on the proposal of the national competent authority. The national competent authority shall draft a proposal based on the initiative of the Administration of the Republic of Slovenia for Civil Protection and Disaster Relief, which contains a list of names of the relevant entities, and

	· drugi subjekti ali organi iz prejšnjega člena, ki niso bistveni subjekti na podlagi prejšnjega odstavka.
	· 
	· Other entities and bodies from the preceding Article that are not essential entities based on the preceding paragraph.

	(4) Za izvajanje 7. točke drugega odstavka tega člena Banka Slovenije, Agencija za trg vrednostnih papirjev in Agencija za zavarovalni nadzor pošljejo pristojnemu nacionalnemu organu poimenski seznam subjektov, ki izvajajo storitve upravljanja storitev IKT iz Priloge 1 tega zakona na področju sektorja 3. Bančništvo ali 4. Infrastrukture finančnega trga iz Priloge 1.
	
	(4) For the implementation of point 7 of paragraph two of this Article, the Bank of Slovenia, the Securities Market Agency and the Insurance Supervision Agency shall submit to the national competent authority a list of names of entities that provide ICT service management services from Annex 1 of this Act in sector 3 Banking or sector 4 Financial market infrastructures from Annex 1.

	(5) Zoper odločbe iz 5. točke drugega odstavka in iz prve ter druge alineje tretjega odstavka tega člena ni dovoljena pritožba, dovoljen pa je upravni spor.
	
	(5) No appeal shall be allowed against decisions referred to in point 5 of paragraph two and indents 1 and 2 of paragraph three of this Article, while an administrative dispute shall be allowed.

	8. člen
	
	Article 8

	(samoregistracija in seznam zavezancev)
	
	(Self-registration and list of liable entities)

	(1) Pristojni nacionalni organ vzpostavi mehanizem za samoregistracijo zavezancev iz 6. člena tega zakona, razen za zavezance iz četrtega odstavka 6. člena tega zakona in za subjekte iz prvega odstavka 3. člena tega zakona.
	
	(1) The national competent authority shall establish a mechanism for the self-registration of liable entities from Article 6 of this Act, except for liable entities from paragraph four of Article 6 of this Act and entities from paragraph one of Article 3 of this Act.

	(2) Zavezanci, za katere je vzpostavljen mehanizem za samoregistracijo iz prejšnjega odstavka, se morajo prek tega mehanizma registrirati v tridesetih dneh od dneva, ko so nastopile okoliščine, na podlagi katerih izpolnjujejo merila iz 6. in 7. člena tega zakona. Ne glede na to tridesetdnevni rok za samoregistracijo za tiste zavezance, ki jim je bila vročena odločba iz 5. točke drugega odstavka ali iz prve ali druge alineje tretjega odstavka prejšnjega člena, teče od dneva vročitve odločbe. Zavezanci ob samoregistraciji podajo vsaj naslednje informacije:
	
	(2) Entities for which the self-registration mechanism from the preceding paragraph has been established must register via this mechanism within 30 days from the occurrence of circumstances based on which they meet the requirements from Articles 6 and 7 of this Act. Nevertheless, the 30-day time limit for self-registration for liable entities who were served a decision from point 5 of paragraph two or indent 1 or 2 of paragraph three of the preceding Article shall commence on the date of service of the decision. Upon self-registration, liable entities shall provide at least the following information:

	183. o imenu in naslovu, kontaktnih podatkih, matični številki in elektronskem naslovu zavezanca za vročanje,
	184. 
	1. The name and address, contact information, registration number and the e-mail address of the liable entity for service,

	185. o ustreznem sektorju in podsektorju iz Priloge 1 ali 2 tega zakona, v katerem zavezanec izvaja vrste storitev iz teh prilog, ali kategorijo zavezancev, ki niso vključeni v navedenih prilogah, so pa zavezanci na podlagi tretjega odstavka 6. člena tega zakona,
	186. 
	2. The relevant sector and subsector from Annexes 1 or 2 of this Act in which the liable entity provides the services from these annexes or the category of liable entities that are not included in the annexes in question but are liable entities pursuant to paragraph three of Article 6 of this Act,

	187. navedbo, ali ima subjekt vsaj 50 zaposlenih in letni promet ali bilančno vsoto vsaj 10.000.000,00 eura,
	188. 
	3. An indication whether the entity has at least 50 employees and an annual turnover or balance sheet total of at least EUR 10,000,000.00,

	189. navedbo, ali ima subjekt vsaj 250 zaposlenih ali letni promet vsaj 50.000.000,00 eura ali letno bilančno vsoto vsaj 43.000.000,00 eura,
	190. 
	4. An indication whether the entity has at least 250 employees or an annual turnover of at least EUR 50,000,000.00 or an annual balance sheet total of at least EUR 43,000,000.00,

	191. o kontaktni osebi za informacijsko varnost in njenem namestniku ter njune kontaktne podatke, vključno z elektronskimi naslovi in telefonskimi številkami,
	192. 
	5. The information security contact person and their deputy, together with their contact details, including email addresses and telephone numbers,

	193. o dodeljenih blokih javnih naslovov IP,
	194. 
	6. IP ranges,

	195. o seznamu držav članic Evropske unije, kjer opravljajo storitve, ki spadajo na področje uporabe tega zakona, ter
	196. 
	7. A list of EU Member States where they provide the services that fall within the scope of this Act, and

	197. o registriranih številkah avtonomnih sistemov in vseh domenskih imenih, ki jih zavezanec uporablja pri poslovanju.
	198. 
	8. The registered numbers of autonomous systems and all domain names used by the liable entity in conducting its business.

	(3) Ne glede na nabor informacij iz prejšnjega odstavka subjekti iz prvega odstavka 32. člena tega zakona ob samoregistraciji iz prejšnjega odstavka podajo v njem navedeni nabor informacij.
	
	(3) Notwithstanding the set of information from the preceding paragraph, the entities from paragraph one of Article 32 of this Act shall, upon the self-registration from the previous paragraph, provide the set of information prescribed therein.

	(4) Na podlagi informacij zavezancev iz drugega ali tretjega odstavka tega člena in ob upoštevanju drugega in tretjega odstavka prejšnjega člena pristojni nacionalni organ vzpostavi seznam bistvenih in pomembnih subjektov ter subjektov, ki opravljajo storitve registracije domenskih imen. Ta seznam, ki vsebuje informacije zavezancev iz drugega ali tretjega odstavka tega člena, je varovani podatek pristojnega nacionalnega organa in ga pristojni nacionalni organ redno ali vsaj vsaki dve leti pregleda in po potrebi posodobi. Pristojni nacionalni organ omogoči dostop do seznama v delu, ki se nanaša na zavezance iz njihove pristojnosti, tudi pristojnim skupinam CSIRT.
	
	(4) Based on the information of liable entities from paragraph two or three of this Article and taking into consideration paragraphs two and three of the preceding Article, the national competent authority shall establish a list of essential and important entities and entities providing domain name registration services. This list, which contains the information of liable entities from paragraph two or three of this Article, shall be the protected information of the national competent authority and shall be reviewed regularly or at least every two years by the latter and updated if necessary. The national competent authority shall enable access to the list in the part pertaining to the liable entities within its remit, including CSIRTs.

	(5) Zavezanci iz drugega odstavka tega člena z uporabo mehanizma za samoregistracijo sporočijo morebitne spremembe podatkov, ki so jih predložili na podlagi drugega ali tretjega odstavka tega člena, najpozneje v desetih delovnih dneh od datuma spremembe. Na seznam iz prejšnjega odstavka se zadevne spremembe prenesejo nemudoma.
	
	(5) The liable entities from paragraph two of this Article shall communicate any changes to the data submitted on the basis of paragraph two or three of this Article by means of the self-registration mechanism within no later than ten days from the date of change. The relevant changes shall be entered in the list from the preceding paragraph immediately.

	(6) Ne glede na prejšnji odstavek subjekt iz drugega odstavka tega člena, ki presodi, da ne spada več med zavezance, o tem in razlogih za takšno presojo obvesti pristojni nacionalni organ, ki preveri njegove navedbe in ob potrditvi razlogov v mehanizmu za samoregistracijo in na seznamu iz četrtega odstavka tega člena pri zadevnem subjektu zaznamuje, da ta subjekt ni več zavezanec, in o tem obvesti zadevni subjekt. V primeru, da zavezanec, ki mu je bila izdana odločba iz 5. točke drugega odstavka ali iz prve ali druge alineje tretjega odstavka prejšnjega člena, meni, da ne izpolnjuje več pogojev za njeno izdajo, o tem obvesti pristojni nacionalni organ, ki ob potrditvi prenehanja teh pogojev predlaga vladi razveljavitev njene zadevne odločbe. Če vlada zadevno odločbo razveljavi, pristojni nacionalni organ po tem, ko mu je razveljavitvena odločba vročena, pri zadevnem subjektu zaznamuje, da ta subjekt ni več zavezanec, in o tem obvesti zadevni subjekt.
	
	(6) Notwithstanding the preceding paragraph, an entity from paragraph two of this Article which considers that it no longer qualifies as a liable entity shall notify the national competent authority of this assessment and the reasons therefor, and the former shall verify its claims and, upon the confirmation of the reasons in the self-registration mechanism, mark in the list from paragraph four of this Article that such entity is no longer a liable entity. If a liable entity to which a decision from point 5 of paragraph two or indent 1 or 2 of paragraph three of the preceding Article has been issued considers that it no longer meets the conditions for such decision, it shall notify the competent national authority, which, upon confirmation that such conditions no longer exist, shall propose to the Government that the decision in question be revoked. If the Government revokes the decision in question, the national competent authority shall, after being served the revoked decision, mark that the relevant entity is no longer a liable entity, and notify the relevant entity thereof.

	(7) Ne glede na drugi odstavek tega člena Banka Slovenije, Agencija za trg vrednostnih papirjev in Agencija za zavarovalni nadzor pošljejo pristojnemu nacionalnemu organu poimenski seznam finančnih subjektov iz Uredbe 2022/2554/EU, ki so subjekti iz prvega odstavka 3. člena tega zakona, v tridesetih dneh od njihove prepoznave. V enakem roku obvestijo pristojni nacionalni organ o spremembi seznama.
	
	(7) Notwithstanding paragraph two of this Article, the Bank of Slovenia, the Securities Market Agency and the Insurance Supervision Agency shall submit to the national competent authority a list of names of financial entities from Regulation 2022/2554/EU that are entities from paragraph one of Article 3 of this Act within 30 days of their identification. They shall notify the national competent authority of the change to the list within the same time limit.

	(8) Pristojni nacionalni organ informacije iz prejšnjega odstavka nemudoma vključi na seznam iz četrtega odstavka tega člena.
	
	(8) The national competent authority shall include the information from the preceding paragraph in the list from paragraph four of this Article immediately.

	(9) Za potrebe izvajanja tega člena pristojni nacionalni organ brezplačno pridobiva podatke zavezancev iz drugega odstavka tega člena iz zbirke podatkov Poslovni register Slovenije upravljavca Agencije Republike Slovenije za javnopravne evidence in storitve.
	
	(9) For the implementation of this Article, the national competent authority shall obtain the information of liable entities from paragraph two of this Article free of charge from the Slovenian Business Register database of the Agency of the Republic of Slovenia for Public Legal Records and Related Services.

	III. ORGANIZACIJA NACIONALNEGA SISTEMA INFORMACIJSKE VARNOSTI
	
	III. ORGANISATION OF THE NATIONAL INFORMATION SECURITY SYSTEM

	9. člen
	
	Article 9

	(strategija kibernetske varnosti)
	
	(Cybersecurity strategy)

	(1) Vlada sprejme strategijo kibernetske varnosti (v nadaljnjem besedilu: strategija), ki je okvir za izvedbo ukrepov za vzpostavitev učinkovitega nacionalnega sistema zagotavljanja informacijske oziroma kibernetske varnosti. V strategijo se vključijo:
	
	(1) The Government shall adopt a cybersecurity strategy (hereinafter: strategy), which constitutes a framework for implementing measures to establish an effective national system for ensuring information security and cybersecurity. The strategy shall include:

	199. cilji in prednostne naloge strategije;
	200. 
	1. The objectives and priorities of the strategy;

	201. okvir upravljanja za dosego ciljev in izvedbo prednostnih nalog iz prejšnje točke, vključno s politikami iz drugega odstavka tega člena;
	202. 
	2. A governance framework to achieve the objectives and priorities referred to in the preceding point, including the policies referred to in paragraph two of this Article;

	203. okvir upravljanja, ki opredeljuje vloge in odgovornosti ustreznih zainteresiranih deležnikov kibernetske varnosti na državni ravni, podpira sodelovanje in usklajevanje na državni ravni med pristojnim nacionalnim organom, enotno kontaktno točko in skupinami CSIRT iz tega zakona ter podpira usklajevanje in sodelovanje med temi organi in pristojnimi organi na podlagi področnih pravnih aktov Evropske unije oziroma področne zakonodaje, ki te akte prenaša v slovenski pravni red;
	204. 
	3. A governance framework defining the roles and responsibilities of relevant cybersecurity stakeholders at national level, underpinning the cooperation and coordination at the national level between the national competent authority, the single point of contact and the CSIRTs under this Act, as well as coordination and cooperation between those bodies and competent authorities under sector-specific EU legal acts or sector-specific legislation transposing such acts into Slovenian law;

	205. mehanizem za opredelitev ustreznih virov in oceno tveganj;
	206. 
	4. A mechanism to identify relevant resources and an assessment of the risks;

	207. opredelitev ukrepov za zagotovitev pripravljenosti na odzivanje na incidente in okrevanje po njih, vključno s sodelovanjem med javnim in zasebnim sektorjem;
	208. 
	5. An identification of the measures ensuring preparedness for, responsiveness to and recovery from incidents, including cooperation between the public and private sectors;

	209. seznam organov, organizacij in deležnikov, vključenih v izvajanje strategije;
	210. 
	6. A list of the authorities, organisations and stakeholders involved in the implementation of the strategy;

	211. okvir politike za okrepljeno usklajevanje med pristojnim nacionalnim organom iz tega zakona in pristojnim nacionalnim organom iz zakona, ki ureja kritično infrastrukturo, za namene izmenjave informacij o tveganjih, kibernetskih grožnjah in incidentih ter o nekibernetskih tveganjih, grožnjah in incidentih ter izvajanju nadzornih nalog;
	212. 
	7. A policy framework for enhanced coordination between the national competent authority under this Act and the national competent authority under the Act governing critical infrastructure for the purpose of information sharing on risks, cyber threats, and incidents as well as on non-cyber risks, threats and incidents and the exercise of supervisory tasks;

	213. okvir politike za okrepljeno usklajevanje med pristojnim nacionalnim organom iz tega zakona in organom, ki je po odločitvi vlade osrednji organ za spremljanje in koordinacijo odzivanja na hibridne grožnje v Republiki Sloveniji (v nadaljnjem besedilu: osrednji organ za odzivanje na hibridne grožnje), za namene izmenjave informacij o tveganjih, kibernetskih grožnjah in incidentih ter o nekibernetskih tveganjih, grožnjah in incidentih, ki bi nakazovali hibridno delovanje;
	214. 
	8. A policy framework for enhanced coordination between the national competent authority under this Act and the authority that, following a Government decision, is the central authority for the monitoring and coordination of response to hybrid threats in the Republic of Slovenia (hereinafter: the central authority for hybrid threat response) for the purpose of information sharing on risks, cyber threats and incidents, as well as on non-cyber risks, threats and incidents indicating hybrid activity;

	215. načrt, vključno s potrebnimi ukrepi, za povečanje splošne ozaveščenosti državljanov o kibernetski varnosti.
	216. 
	9. A plan, including necessary measures, to enhance the general level of cybersecurity awareness among citizens.

	(2) Strategija vključuje naslednje politike:
	
	(2) The strategy shall include policies:

	217. o obravnavanju kibernetske varnosti v dobavni verigi proizvodov in storitev IKT, ki jih subjekti uporabljajo za opravljanje svojih storitev;
	218. 
	1. Addressing cybersecurity in the supply chain for ICT products and ICT services used by entities for the provision of their services;

	219. o vključitvi in specifikaciji zahtev za proizvode in storitve IKT pri javnem naročanju, povezanih s kibernetsko varnostjo, vključno v zvezi s certificiranjem za kibernetsko varnost, šifriranjem in uporabo odprtokodnih proizvodov za kibernetsko varnost;
	220. 
	2. On the inclusion and specification of cybersecurity-related requirements for ICT products and ICT services in public procurement, including in relation to cybersecurity certification, encryption and the use of open-source cybersecurity products;

	221. o obvladovanju ranljivosti, vključno s spodbujanjem in omogočanjem usklajenega razkrivanja ranljivosti na podlagi prvega odstavka 17. člena tega zakona;
	222. 
	3. Managing vulnerabilities, encompassing the promotion and facilitation of coordinated vulnerability disclosure under paragraph one of Article 17 of this Act;

	223. povezane z ohranjanjem splošne razpoložljivosti, celovitosti in zaupnosti javnega jedra odprtega interneta, vključno s kibernetsko varnostjo podmorskih komunikacijskih kablov;
	224. 
	4. Related to sustaining the general availability, integrity and confidentiality of the public core of the open internet, including the cybersecurity of undersea communications cables;

	225. o spodbujanju razvoja in vključevanja ustreznih naprednih tehnologij za izvajanje najsodobnejših ukrepov za obvladovanje tveganj na področju kibernetske varnosti;
	226. 
	5. Promoting the development and integration of relevant advanced technologies aiming to implement state-of-the-art cybersecurity risk-management measures;

	227. o spodbujanju in razvoju izobraževanja in usposabljanja na področju kibernetske varnosti, spretnosti na področju kibernetske varnosti, okrepitve ozaveščanja, raziskovalnih in razvojnih pobud na področju kibernetske varnosti ter smernic o dobrih praksah in nadzoru kibernetske higiene, namenjenih državljanom, deležnikom in subjektom;
	228. 
	6. Promoting and developing education and training on cybersecurity, cybersecurity skills, awareness raising and research and development initiatives, as well as guidance on good cyber hygiene practices and controls, aimed at citizens, stakeholders and entities;

	229. o podpiranju akademskih in raziskovalnih institucij pri razvoju in izboljševanju orodij kibernetske varnosti in varne omrežne infrastrukture ter spodbujanju njihovega uvajanja;
	230. 
	7. Supporting academic and research institutions to develop, enhance and promote the deployment of cybersecurity tools and secure network infrastructure;

	231. o vključevanju ustreznih postopkov in primernih orodij za podpiranje prostovoljne izmenjave informacij o kibernetski varnosti med subjekti v skladu s pravom Evropske unije;
	232. 
	8. Including relevant procedures and appropriate tools to support voluntary cybersecurity information sharing between entities in accordance with EU law;

	233. o krepitvi kibernetske odpornosti in osnovne kibernetske higiene malih in srednjih podjetij, zlasti tistih, ki so izključena s področja uporabe tega zakona, z zagotavljanjem lahko dostopnih smernic in pomoči za njihove posebne potrebe;
	234. 
	9. Strengthening the cyber resilience and the cyber hygiene baseline of small and medium-sized enterprises, in particular those excluded from the scope of this Act, by providing easily accessible guidance and assistance for their specific needs;

	235. o spodbujanju aktivne kibernetske zaščite.
	236. 
	10. Promoting active cyber protection.

	(3) Pristojni nacionalni organ v treh mesecih od sprejetja strategije iz tega člena o tem obvesti Evropsko komisijo. Pri tem lahko izključi informacije iz 5., 7. in 8. točke prvega odstavka, ki so pomembne za nacionalno varnost.
	
	(3) The national competent authority shall notify the European Commission within three months of the adoption of the strategy from this Article. Information from points 5, 7 and 8 of paragraph one relevant to national security may be excluded from such notifications.

	(4) Pristojni nacionalni organ sprotno in redno vsaj vsakih pet let oceni strategijo na podlagi ključnih kazalnikov uspešnosti, ki izhajajo iz doseganja ciljev in prednostnih nalog strategije.
	
	(4) The national competent authority shall assess the strategy on a regular basis and at least every five years on the basis of the key performance indicators based on the achieved objectives and priorities of the strategy.

	10. člen
	
	Article 10

	(pristojni nacionalni organ)
	
	(National competent authority)

	(1) Pristojni nacionalni organ je Urad Vlade Republike Slovenije za informacijsko varnost.
	
	(1) The national competent authority shall be the Government Information Security Office.

	(2) Pristojni nacionalni organ izvaja naslednje naloge:
	
	(2) The national competent authority shall perform the following tasks:

	237. koordinira delovanje nacionalnega sistema informacijske varnosti;
	238. 
	1. Coordinate the operation of the information security system;

	239. razvija zmogljivosti za izvajanje kibernetske obrambe;
	240. 
	2. Develop cyber defence capabilities;

	241. vsem zavezancem pri izvajanju njihovih nalog nudi strokovno podporo na področju informacijske varnosti;
	242. 
	3. Provide expertise in information security to support all liable entities in the performance of their tasks;

	243. zagotavlja analize, metodološko podporo in preventivno delovanje na področju informacijske varnosti ter daje mnenja s področja svojih pristojnosti;
	244. 
	4. Provide analyses, methodological support and preventive activities in the field of information security, and give opinions within its areas of competence;

	245. sodeluje z organi in organizacijami, ki delujejo na področju informacijske varnosti, predvsem s skupinami CSIRT, z varnostno-operativnimi centri, z regulatorji ali nadzorniki sektorjev iz Prilog 1 in 2 tega zakona, z Informacijskim pooblaščencem, z organi kazenskega pregona in s ponudniki varnostnih rešitev;
	246. 
	5. Cooperate with authorities and organisations involved in information security, particularly with CSIRTs, Security Operations Centres, regulators or supervisors acting in the sectors from Annexes 1 and 2 of this Act, the Information Commissioner, law enforcement authorities and providers of security solutions;

	247. zavezance ozavešča o pomembnosti prijave incidenta z vsemi znaki kaznivega dejanja, ki se preganja po uradni dolžnosti, organom kazenskega pregona, v skladu s Kazenskim zakonikom;
	248. 
	6. Raise awareness among liable entities of the importance of reporting to law enforcement authorities any incident containing all the constituent elements of a criminal offence prosecuted ex officio, in accordance with the Criminal Code;

	249. koordinira usposabljanje, vaje in izobraževanje na področju informacijske varnosti ter skrbi za okrepitev zavedanja javnosti o informacijski varnosti, lahko pa tudi sam organizira in izvaja usposabljanja s področja informacijske in kibernetske varnosti;
	250. 
	7. Coordinate training, exercises and education in the field of information security and be responsible for raising public awareness of information security, or on its own initiative, organise and carry out training in the field of information security and cybersecurity;

	251. spodbuja in podpira raziskave in razvoj na področju informacijske varnosti;
	252. 
	8. Promote and support research and development in information security;

	253. skrbi za pripravo in izvajanje strategije;
	254. 
	9. Be responsible for the development and implementation of the strategy;

	255. izdela in vzdržuje nacionalni načrt odzivanja na kibernetske incidente, kibernetske incidente velikih razsežnosti in krize ob upoštevanju strategije, načrtov skupin CSIRT, drugih pristojnih organov in varnostne dokumentacije zavezancev;
	256. 
	10. Draft and maintain the national response plan for cybersecurity incidents, large-scale cybersecurity incidents and crises, taking into consideration the strategy, the plans of CSIRTs and other competent authorities, and the security documents of liable entities;

	257. pregleduje ustreznost določitve zavezancev iz 5. točke drugega odstavka in prve ter druge alineje tretjega odstavka 7. člena tega zakona vsaj vsaki dve leti in lahko vladi predlaga posodobitev seznama zavezancev;
	258. 
	11. Review the adequacy of the designation of liable entities from point 5 of paragraph two and indents 1 and 2 of paragraph three of Article 7 of this Act at least every two years, and may propose to the Government an amendment of the list of liable entities;

	259. za statistične namene in namene seznanjanja javnosti dvakrat letno pripravi anonimizirane informacije o priglašenih incidentih, te nato javno objavi na osrednjem spletnem mestu državne uprave;
	260. 
	12. For statistical and public information purposes, prepare anonymised information about reported incidents at least twice per year and publish it on the central website of the state administration;

	261. strokovne in svetovalne naloge in naloge koordinatorja na področju odnosov z javnostmi, ki zajemajo komunikacijo z zunanjimi in notranjimi javnostmi ter krizno komuniciranje v primeru incidenta;
	262. 
	13. Perform expert, advisory and coordination tasks in the field of public relations, consisting of communication with internal and external audiences and crisis communication in the event of an incident;

	263. v sodelovanju s službo vlade, pristojno za komuniciranje z javnostmi, izdela in vzdržuje nacionalni načrt komuniciranja v primeru incidentov;
	264. 
	14. In cooperation with the Government office responsible for communication with the public, draft and maintain the national communication plan in the event of incidents;

	265. je enotna kontaktna točka, ki ima na področju kibernetske varnosti in obrambe povezovalno vlogo za zagotavljanje čezmejnega sodelovanja z drugimi državami in mednarodnimi organizacijami;
	266. 
	15. Be a point of single contact exercising a liaison function in cybersecurity and defence to ensure cross-border cooperation of other countries and international organisations;

	267. predstavlja in zastopa interese Republike Slovenije v delovnih skupinah na področju kibernetske varnosti in obrambe v okviru Sveta Evropske unije, Evropske komisije, agencije ENISA, zveze NATO in drugih mednarodnih organizacij;
	268. 
	16. Present and represent the interests of the Republic of Slovenia in cybersecurity and defence working groups as part of the Council of the European Union, the European Commission, ENISA, NATO and other international organisations;

	269. imenuje in napotuje svoje predstavnike v delovne skupine, odbore in mreže na področju kibernetske varnosti in obrambe v okviru Sveta Evropske unije, Evropske komisije, agencije ENISA, zveze NATO in drugih mednarodnih organizacij;
	270. 
	17. Appoint and refer its representatives to cybersecurity and defence working groups, committees and networks as part of the Council of the European Union, the European Commission, ENISA, NATO and other international organisations;

	271. je član Skupine za sodelovanje, v katero imenuje svoje predstavnike, in zagotovi razmere za njihovo učinkovito in uspešno delovanje;
	272. 
	18. Be a member of the Cooperation group to which it shall appoint its representatives and ensure conditions for their effective and successful work;

	273. imenuje predstavnike v mrežo EU-CyCLONe;
	274. 
	19. Appoint representatives to EU-CyCLONe;

	275. sodeluje pri aktivaciji nudenja in sprejemanja pomoči za obvladovanje kriz v skladu z mednarodnimi pogodbami in dogovori;
	276. 
	20. Participate in the activation of providing and accepting crisis management assistance in accordance with international treaties and agreements;

	277. imenuje predstavnika v upravni odbor agencije ENISA in sodeluje pri njenem delu;
	278. 
	21. Appoint a representative to the ENISA Management Board and participate in its work;

	279. izpolnjuje druge obveznosti iz neposredno uporabljivih aktov Evropske unije s področja kibernetske varnosti;
	280. 
	22. Comply with other obligations from directly applicable EU cybersecurity acts;

	281. izpolnjuje obveznosti obveščanja Evropske komisije, agencije ENISA, zveze NATO in Skupine za sodelovanje ter obveznosti obveščanja preostalih mednarodnih organizacij;
	23. 
	24. Comply with the obligations to notify the European Commission, ENISA, NATO and the Cooperation Group, as well as obligations to inform other international organisations;

	282. vodi medresorsko koordinacijsko delovno skupino za mednarodno sodelovanje na področju kibernetske varnosti in obrambe;
	283. 
	25. Lead an inter-ministerial coordination working group for international cooperation on cybersecurity and defence;

	284. opravlja druge naloge mednarodnega sodelovanja;
	285. 
	26. Perform other international cooperation tasks;

	286. opravlja naloge inšpekcijskega nadzora po tem zakonu prek Inšpekcije za informacijsko varnost, ki je njegova notranja organizacijska enota;
	287. 
	27. Perform inspection tasks under this Act via the Information Security Inspection Service, which is its internal organisational unit;

	288. pripravlja predloge predpisov s področja informacijske in kibernetske varnosti;
	289. 
	28. Draft proposals for regulations governing information security and cybersecurity;

	290. opravlja naloge nacionalnega certifikacijskega organa za kibernetsko varnost;
	291. 
	29. Perform the tasks of the national cybersecurity certification authority;

	292. je Nacionalni koordinacijski center za kibernetsko varnost;
	293. 
	30. Be the National Cybersecurity Coordination Centre;

	294. kot prejemnik ali dodeljevalec sredstev se vključuje v programe financiranja na nacionalni ravni in na ravni Evropske unije ter drugih mednarodnih povezav za področje informacijske in kibernetske varnosti;
	295. 
	31. As a recipient or allocator of funds, participate in financing programmes at national and EU levels and in other international networks in the field of information security and cybersecurity;

	296. dodeljuje finančne spodbude za izvedbo izbranih projektov za področje informacijske in kibernetske varnosti;
	297. 
	32. Allocate financial incentives to carry out selected information security and cybersecurity projects;

	298. financira kadrovske štipendije za delo v pristojnem nacionalnem organu, v skladu z zakonom, ki ureja štipendiranje;
	299. 
	33. Fund scholarships to work at the national competent authority in accordance with the Act governing scholarships;

	300. odloča o sodelovanju pri medsebojnih strokovnih pregledih;
	301. 
	34. Decide on participation in peer reviews;

	302. določi enotno informacijsko varnostno politiko, razen za informacijsko-komunikacijske sisteme, namenjene področjem obrambe, varstva pred naravnimi in drugimi nesrečami, policije, internega informacijskega sistema notranjih zadev, obveščevalno-varnostne dejavnosti, zunanjih zadev, preprečevanja in odkrivanja pranja denarja in financiranja terorizma ter opravljanja plačilnega prometa za proračunske uporabnike, in
	303. 
	35. Establish a unified information security policy, except for information and communication systems intended for the fields of defence, protection against natural and other disasters, the police, the internal information system for internal affairs, intelligence and security activities, foreign affairs, the prevention and detection of money laundering and terrorist financing, and the provision of payment services to budget users;

	304. je Nacionalno kibernetsko vozlišče v skladu s prvim, drugim in tretjim odstavkom 4. člena Uredbe 2025/38/EU, ki sodeluje v čezmejnem kibernetskem vozlišču na podlagi četrtega odstavka navedenega člena te uredbe in v evropskem sistemu za opozarjanje na področju kibernetske varnosti iz 3. člena navedene uredbe, in
	305. 
	36. Be the National Cyber Hub in accordance with paragraphs one, two and three of Article 4 of Regulation 2025/38/EU, which participates in a Cross-Border Cyber Hub pursuant to paragraph four of the aforementioned Article of this Regulation and in the European Cybersecurity Alert System from Article 3 of the aforementioned Regulation, and

	306. opravlja druge naloge, določene s tem zakonom ali z drugimi predpisi.
	307. 
	37. Perform other tasks stipulated in this Act or other regulations.

	11. člen
	
	Article 11

	(nacionalni koordinacijski center za kibernetsko varnost)
	
	(National Cybersecurity Coordination Centre)

	(1) Pristojni nacionalni organ je Nacionalni koordinacijski center za kibernetsko varnost (v nadaljnjem besedilu: NCC-SI) in je v tej vlogi pristojen za izvajanje nalog iz Uredbe (EU) 2021/887 Evropskega parlamenta in Sveta z dne 20. maja 2021 o vzpostavitvi Evropskega industrijskega, tehnološkega in raziskovalnega kompetenčnega centra za kibernetsko varnost ter Mreže nacionalnih koordinacijskih centrov (UL L št. 202 z dne 8. 6. 2021, str. 1).
	
	(1) The national competent authority shall be the National Cybersecurity Coordination Centre (hereinafter: NCC-SI), which in this capacity shall be responsible for performing the tasks from Regulation (EU) 2021/887 of the European Parliament and of the Council of 20 May 2021 establishing the European Cybersecurity Industrial, Technology and Research Competence Centre and the Network of National Coordination Centres (OJ L 202, 8.6.2021, p. 1).

	(2) NCC-SI v skladu z uredbo EU iz prejšnjega odstavka izvaja naloge za krepitev kibernetske varnosti, vključno s spodbujanjem raziskav, tehnološkega razvoja in industrijske zmogljivosti na tem področju, ter sodeluje z Evropskim centrom za kibernetsko varnost in drugimi nacionalnimi koordinacijskimi centri za kibernetsko varnost držav članic Evropske unije.
	
	(2) In accordance with the EU Regulation from the preceding paragraph, the NCC-SI shall perform tasks to strengthen cybersecurity, including by promoting research, technological development and industrial capacities in this field, and cooperate with the European Cybersecurity Centre and other national coordination centres of EU Member States.

	12. člen
	
	Article 12

	(organ za obvladovanje kibernetskih kriz)
	
	(Cyber crisis management authority)

	(1) Pristojni organ za obvladovanje kibernetskih incidentov velikih razsežnosti in kriz (v nadaljnjem besedilu: organ za obvladovanje kibernetskih kriz) v Republiki Sloveniji je pristojni nacionalni organ, ki je v tej vlogi pristojen za sodelovanje v mreži EU-CyCLONe.
	
	(1) The competent authority for the management of large-scale cybersecurity incidents and crises (hereinafter: the cyber crisis management authority) in the Republic of Slovenia shall be the national competent authority that in this function is responsible for cooperation in EU-CyCLONe.

	(2) Organ za obvladovanje kibernetskih kriz izdela nacionalni načrt odzivanja na kibernetske incidente, kibernetske incidente velikih razsežnosti in krize (v nadaljnjem besedilu: nacionalni načrt odzivanja).
	
	(2) The cyber crisis management authority shall draft the national response plan for cybersecurity incidents, large-scale cybersecurity incidents and crises (hereinafter: national response plan).

	(3) Vlada sprejme nacionalni načrt odzivanja, v katerem so opredeljeni cilji in ureditve obvladovanja kibernetskih incidentov, kibernetskih incidentov velikih razsežnosti in kriz. V tem načrtu se določijo zlasti:
	
	(3) The Government shall adopt the national response plan, where the objectives of and arrangements for the management of cybersecurity incidents, large-scale cybersecurity incidents and crises are set out. The plan shall lay down, in particular:

	308. cilji nacionalnih ukrepov in dejavnosti za pripravljenost,
	309. 
	1. The objectives of national preparedness measures and activities,

	310. naloge in odgovornosti organov za obvladovanje kibernetskih incidentov, kibernetskih incidentov velikih razsežnosti in kriz,
	311. 
	2. The tasks and responsibilities of authorities responsible for the management of cybersecurity incidents, large-scale cybersecurity incidents and crises,

	312. postopki za obvladovanje kibernetskih incidentov in kibernetskih incidentov velikih razsežnosti,
	313. 
	3. Procedures for the management of cybersecurity incidents and large-scale cybersecurity incidents,

	314. postopki za obvladovanje kibernetskih kriz na način, da se upošteva predpis s področja kriznega upravljanja in vodenja kriz,
	315. 
	4. Procedures for the management of cybersecurity crises, taking into consideration the regulation on crisis management and governance,

	316. ukrepi za pripravljenost, vključno z vajami in usposabljanjem,
	317. 
	5. Preparedness measures, including exercises and training,

	318. ustrezni javni in zasebni deležniki ter vključena infrastruktura,
	319. 
	6. The relevant public and private stakeholders and infrastructure involved,

	320. postopki sodelovanja med organom za obvladovanje kibernetskih kriz in organi iz predpisa s področja kriznega upravljanja in vodenja kriz z namenom učinkovitega sodelovanja Republike Slovenije ter njene podpore pri usklajenem obvladovanju kibernetskih incidentov velikih razsežnosti in kriz na ravni Evropske unije in
	321. 
	7. Procedures for cooperation between the cyber crisis management authority and the authorities referred to in the regulation on crisis management and governance, with a view to ensuring the effective participation of the Republic of Slovenia and its support in the coordinated management of large-scale cybersecurity incidents and crises at EU level, and

	322. postopki sodelovanja med organom za obvladovanje kibernetskih kriz in osrednjim organom za odzivanje na hibridne grožnje z namenom učinkovitega usklajevanja pri odzivanju na hibridne grožnje.
	323. 
	8. Procedures for cooperation between the cyber crisis management authority and the central authority for hybrid threat response, with a view to ensuring effective coordination in hybrid threat responses.

	(4) Organ za obvladovanje kibernetskih kriz ob zaznavi kibernetskih incidentov, za katere presodi, da lahko povzročijo krizo, nemudoma obvesti Svet za nacionalno varnost (v nadaljnjem besedilu: SNAV) in osrednji organ za odzivanje na hibridne grožnje. V sodelovanju s prizadetimi zavezanci po tem zakonu, pristojnimi področnimi regulatorji in zadevnimi nosilci sektorjev kritične infrastrukture iz zakona, ki ureja kritično infrastrukturo, in osrednjim organom za odzivanje na hibridne grožnje analizira stanje ter z ugotovitvami seznanja SNAV in mu po potrebi predlaga ukrepe. SNAV na podlagi predpisa, ki ureja področje kriznega upravljanja in vodenja kriz, izdela oceno situacije. Na podlagi ocene svetuje vladi o nadaljnjih ukrepih.
	
	(4) Upon detecting cyber incidents that it assesses could cause a crisis, the cyber crisis management authority shall immediately notify the National Security Council (hereinafter: the NSC) and the central authority for hybrid threat response. In cooperation with the affected liable entities under this Act, the competent regulators and the relevant operators of critical infrastructure sectors from the Act governing critical infrastructure, and the central authority for hybrid threat response, it shall analyse the situation and inform the NSC with its findings and propose any measures, if necessary. Pursuant to the regulation governing crisis management and governance, the NSC shall draft an assessment of the situation. Based on the assessment, it shall advise the Government on further steps.

	(5) Vlada lahko na predlog SNAV sprejme odločitev o vključitvi drugih državnih zmogljivosti v obvladovanje krize, razglasi krizo ter po potrebi sprejme odločitev o izvajanju kriznega upravljanja in vodenja v kompleksni krizi v skladu z zakonom, ki ureja Vlado Republike Slovenije.
	
	(5) Following a proposal of the NSC, the Government may adopt a decision to include other state capacities into crisis management, declare a crisis and, if necessary, adopt a decision to perform crisis management and governance in a complex crisis in accordance with the Act governing the Government of the Republic of Slovenia.

	(6) Pristojni nacionalni organ o imenovanju organa za obvladovanje kibernetskih kriz in ob vsakokratnih spremembah o tem uradno obvesti Evropsko komisijo. Evropski komisiji in mreži EU-CyCLONe predloži ustrezne informacije o sprejetju nacionalnega načrta odzivanja v zvezi z zahtevami iz tretjega odstavka tega člena. Iz posredovanja se izključijo podatki in informacije iz petega odstavka 4. člena tega zakona.
	
	(6) The national competent authority shall notify the European Commission of the appointment of the cyber crisis management authority and any changes thereof. It shall provide the European Commission and the EU-CyCLONe with appropriate information on the adoption of the national response plan with regard to the requirements from paragraph three of this Article. The data and information from paragraph five of Article 4 of this Act shall be excluded from the submission.

	(7) Če je treba v zvezi z izvajanjem tega člena obvestiti tudi javnost, pristojni nacionalni organ skupaj s službo vlade, pristojno za komuniciranje z javnostjo, pripravi sporočilo za javno objavo, ki ga smejo mediji objaviti le v nespremenjeni obliki.
	
	(7) If it is necessary to inform the public with regard to the implementation of this Article, the national competent authority shall, together with the Government office responsible for communication with the public, draft a press release that may be published by the media only in an unchanged form.

	13. člen
	
	Article 13

	(skupine za odzivanje na incidente na področju računalniške varnosti)
	
	(Computer security incident response teams)

	(1) Skupine CSIRT in njihove pristojnosti za obravnavo incidentov posameznih skupin zavezanih subjektov določi vlada. Med tako določenimi skupinami CSIRT vlada določi tudi skupino CSIRT, ki je koordinator za usklajeno razkrivanje ranljivosti v Republiki Sloveniji po 17. členu tega zakona.
	
	(1) The CSIRTs and their competences to address the incidents of individual groups of liable entities shall be designated by the Government. Among the CSIRTs thus determined, the Government shall also determine a CSIRT that is the coordinator responsible for coordinated vulnerability disclosure under Article 17 of this Act.

	(2) Skupine CSIRT morajo izpolnjevati zahteve iz 14. člena tega zakona in so pristojne za obravnavo incidentov v skladu s postopkom, določenim s tem zakonom.
	
	(2) The CSIRTs must meet the requirements from Article 14 of this Act and shall be responsible for dealing with incidents in accordance with the procedure prescribed by this Act.

	(3) Skupine CSIRT izmenjujejo informacije z bistvenimi in pomembnimi subjekti ter drugimi ustreznimi deležniki z uporabo ustrezne, varne in odporne komunikacijske in informacijske infrastrukture, ki jo vzpostavi pristojni nacionalni organ, poleg tega sodelujejo s pristojnim nacionalnim organom pri uvajanju in uporabi orodij za varno izmenjavo informacij.
	
	(3) The CSIRTs shall exchange information with essential and important entities and other relevant stakeholders by means of an appropriate, secure and resilient communication and information infrastructure established by the national competent authority, and cooperate with the national competent authority in the deployment and use of secure information-sharing tools.

	(4) Skupine CSIRT medsebojno sodelujejo in si v skladu s 34. členom tega zakona izmenjujejo ustrezne informacije s sektorskimi ali medsektorskimi skupnostmi zavezancev.
	
	(4) The CSIRTs shall cooperate and, in accordance with Article 34 of this Act, exchange relevant information with sectoral or cross-sectoral communities of liable entities.

	(5) Skupine CSIRT sodelujejo pri medsebojnih strokovnih pregledih v skladu z 19. členom tega zakona.
	
	(5) The CSIRTs shall participate in peer reviews in accordance with Article 19 of this Act.

	(6) Skupine CSIRT sodelujejo v mreži skupin CSIRT, lahko pa tudi v drugih mrežah za mednarodno sodelovanje.
	
	(6) The CSIRTs shall participate in the network of CSIRTs and may also participate in other international cooperation networks.

	(7) Skupine CSIRT lahko sodelujejo s skupinami CSIRT iz tretjih držav. Pri tem s temi skupinami iz tretjih držav lahko izmenjujejo informacije z uporabo ustreznih protokolov, vključno s semaforskim protokolom, da se zagotovi uspešen, učinkovit in varen način izmenjave informacij. Skupine CSIRT si lahko izmenjujejo ustrezne informacije s skupinami CSIRT iz tretjih držav, vključno z osebnimi podatki, v skladu z določbami 10. poglavja Zakona o varstvu osebnih podatkov (Uradni list RS, št. 163/22).
	
	(7) The CSIRTs may cooperate with third-country CSIRTs. They may exchange information with such third-country CSIRTs using appropriate protocols, including the Traffic Light Protocol, in order to ensure the successful, effective and secure exchange of information. The CSIRTs may exchange relevant information with third-country CSIRTs, including personal data, in accordance with the provisions of Chapter 10 of the Personal Data Protection Act (Official Gazette of the RS [Uradni list RS], No 163/22).

	(8) Skupine CSIRT lahko sodelujejo s skupinami CSIRT iz tretjih držav ali enakovrednimi organi tretjih držav, zlasti za zagotavljanje pomoči na področju kibernetske varnosti.
	
	(8) The CSIRTs may cooperate with third-country CSIRTs or equivalent third-country bodies, in particular for the purpose of providing cybersecurity assistance.

	(9) Pristojni nacionalni organ o identiteti skupin CSIRT iz prvega odstavka tega člena ter pristojnosti iz drugega in tretjega odstavka tega člena in vsakokratnih spremembah identitet in pristojnosti glede bistvenih in pomembnih subjektov nemudoma obvesti Evropsko komisijo. Evropsko komisijo obvesti tudi o identiteti skupine CSIRT, ki je imenovana za koordinatorja iz prvega odstavka 17. člena tega zakona.
	
	(9) The national competent authority shall immediately notify the European Commission of the identity of the CSIRTs referred to in paragraph one of this Article and the competences referred to in paragraphs two and three of this Article and of any subsequent changes to the identities and competences in relation to essential and important entities. Furthermore, it shall inform the European Commission of the identity of the CSIRT designated as coordinator pursuant to paragraph one of Article 17 of this Act.

	14. člen
	
	Article 14

	(zahteve in tehnične zmogljivosti skupin CSIRT)
	
	(Requirements and technical capabilities of CSIRTs)

	Skupine CSIRT iz prvega odstavka prejšnjega člena morajo izpolnjevati naslednje zahteve:
	
	The CSIRTs referred to in paragraph one of the previous Article shall comply with the following requirements:

	324. zagotavljajo visoko stopnjo razpoložljivosti lastnih komunikacijskih kanalov, tako da preprečujejo posamezne točke odpovedi in imajo na voljo več načinov, na katere se drugi lahko kadar koli obrnejo nanje in one obrnejo na druge. Pri tem jasno opredelijo komunikacijske kanale ter o njih obvestijo uporabnike in partnerje;
	325. 
	1. They shall ensure a high level of availability of their own communication channels by avoiding single points of failure, and shall have several means for being contacted and for contacting others at all times. In doing so, they shall clearly specify the communication channels and make them known to constituency and cooperative partners;

	326. prostori in podporni informacijski sistemi so na varnih krajih;
	327. 
	2. Their premises and the supporting information systems shall be located at secure sites;

	328. imajo ustrezen sistem za upravljanje in usmerjanje zahtevkov, zlasti da se poenostavi njihova učinkovita in uspešna predaja;
	329. 
	3. They shall be equipped with an appropriate system for managing and routing requests, in particular to facilitate effective and successful handovers;

	330. zagotovijo zaupnost in zanesljivost svojih dejavnosti;
	331. 
	4. They shall ensure the confidentiality and reliability of their activities;

	332. imajo dovolj osebja za zagotavljanje neprekinjene razpoložljivosti storitev, pri čemer zagotavljajo, da je to osebje ustrezno usposobljeno, in
	333. 
	5. They shall be adequately staffed to ensure the availability of their services at all times, and they shall ensure that their staff is trained appropriately, and

	334. imajo nadomestne sisteme in nadomestni delovni prostor, da se zagotovi neprekinjeno izvajanje njihovih storitev.
	335. 
	6. They shall be equipped with redundant systems and backup working space to ensure continuity of their services.

	15. člen
	
	Article 15

	(naloge skupin CSIRT)
	
	(The tasks of CSIRTs)

	(1) Skupine CSIRT iz prvega odstavka 13. člena tega zakona na področjih, za katera so pristojne, izvajajo naslednje naloge:
	
	(1) In matters within their competence, the CSIRTs from paragraph one of Article 13 of this Act shall have the following tasks:

	336. spremljanje in analiziranje kibernetskih groženj, ranljivosti in incidentov na državni ravni, na zahtevo bistvenih in pomembnih subjektov pa jim nudijo pomoč v zvezi s sprotnim spremljanjem njihovih omrežnih in informacijskih sistemov;
	337. 
	1. Monitoring and analysing cyber threats, vulnerabilities and incidents at national level and, at the request of essential and important entities, providing assistance regarding the ongoing monitoring of their network and information systems;

	338. zagotavljanje zgodnjega opozarjanja, opozoril, obvestil in razširjanja informacij o kibernetskih grožnjah, ranljivostih in incidentih zadevnim bistvenim in pomembnim subjektom, pristojnemu nacionalnemu organu in drugim pristojnim organom, osrednjim organom za odzivanje na hibridne grožnje in drugim ustreznim deležnikom, če je mogoče, takoj;
	339. 
	2. Providing early warnings, alerts, announcements and dissemination of information on cyber threats, vulnerabilities and incidents to essential and important entities, the national competent authority and other competent authorities, the central authority for hybrid threat response and other relevant stakeholders, if possible, immediately;

	340. odzivanje na incidente in zagotavljanje pomoči zadevnim bistvenim in pomembnim subjektom;
	341. 
	3. Responding to incidents and providing assistance to essential and important entities;

	342. zbiranje in analiziranje forenzičnih podatkov in opravljanje dinamičnih analiz tveganja in incidentov ter situacijsko zavedanje na področju kibernetske varnosti;
	343. 
	4. Collecting and analysing forensic data and providing dynamic risk and incident analysis and situational awareness regarding cybersecurity;

	344. na zahtevo bistvenega ali pomembnega subjekta opravljanje proaktivnega pregleda omrežnih in informacijskih sistemov zadevnega subjekta, da se odkrijejo ranljivosti, ki bi lahko imele pomemben negativen vpliv;
	345. 
	5. Providing, upon the request of an essential or important entity, proactive scanning of the network and information systems of the entity concerned to detect vulnerabilities with a potential significant negative impact;

	346. sodelovanje v mreži skupin CSIRT in zagotavljanje medsebojne pomoči v skladu z zmožnostmi in pristojnostmi drugim članicam mreže skupin CSIRT na njihovo zahtevo;
	347. 
	6. Participating in the CSIRTs network and providing mutual assistance in accordance with their capacities and competencies to other members of the CSIRTs network upon their request;

	348. prispevanje k uporabi orodij za varno izmenjavo informacij na podlagi tretjega odstavka 13. člena tega zakona in
	349. 
	7. Contributing to the deployment of secure information-sharing tools pursuant to paragraph three of Article 13 of this Act, and

	350. zagotavljanje medsebojne pomoči in sodelovanje z drugimi organi, ki so na podlagi predpisov pristojni za obravnavanje incidentov.
	351. 
	8. Providing mutual assistance and cooperation with other bodies responsible for incident handling based on regulations.

	(2) Skupine CSIRT lahko z namenom odkrivanja ranljivosti omrežnih in informacijskih sistemov, ki niso konfigurirani na varen način, ter za obveščanje zadevnih subjektov s ciljem odpravljanja varnostnih groženj izvajajo proaktivno in nevsiljivo pregledovanje javno dostopnih omrežnih in informacijskih sistemov bistvenih in pomembnih subjektov, za katere so pristojne. Takšno pregledovanje ne sme negativno vplivati na delovanje storitev teh subjektov.
	
	(2) For the purpose of detecting vulnerabilities in network and information systems that are not securely configured and of informing the entities concerned with the aim of remedying security threats, the CSIRTs may carry out proactive non-intrusive scanning of publicly accessible network and information systems of the essential and important entities within their competence. Such scanning shall not have any negative impact on the functioning of the entities’ services.

	(3) Pri izvajanju nalog iz prvega odstavka tega člena lahko skupine CSIRT na podlagi pristopa, ki temelji na tveganjih, prednostno razvrščajo naloge.
	
	(3) When carrying out the tasks referred to in paragraph one of this Article, the CSIRTs may prioritise particular tasks on the basis of a risk-based approach.

	(4) Skupine CSIRT pristojnemu nacionalnemu organu pošljejo tedensko in četrtletno poročilo o izvajanju svojih nalog, v katero vključijo informacije o vseh priglašenih incidentih, ki so jih obravnavale.
	
	(4) The CSIRTs shall submit to the national competent authority weekly and quarterly reports on the performance of their tasks, including information on all notified incidents they have handled.

	(5) Skupine CSIRT nemudoma obvestijo pristojni nacionalni organ o lastnem incidentu, ki bi lahko vplival ali vpliva na delovanje in razpoložljivost njihovih storitev, ki jih zagotavljajo zavezancem in prostovoljnim priglasiteljem.
	
	(5) CSIRTs shall immediately notify the national competent authority of their own incident that affects or could affect the functioning and availability of their services provided to liable entities and voluntary notifying parties.

	(6) V skladu z usmeritvami pristojnega nacionalnega organa skupina CSIRT v primeru razglasitve ocene ogroženosti visoko ali kritično izda varnostno obvestilo ali navodilo v skladu s petim in šestim odstavkom 37. člena tega zakona.
	
	(6) Pursuant to the guidelines of the national competent authority, the CSIRT shall issue, in the event of a major or critical threat assessment being issued, a security notification or instruction in accordance with paragraphs five and six of Article 37 of this Act.

	(7) Skupina CSIRT iz prvega odstavka 13. člena, ki je pristojna za obravnavo incidentov subjektov javne uprave na državni in lokalni ravni, je za namen učinkovitega izvajanja nalog informacijske in kibernetske varnosti ter kibernetske obrambe pooblaščena za neposredni, nujni in sorazmerni vpogled v delovanje informacijske infrastrukture centralnega državnega informacijsko-komunikacijskega sistema. Upravljavec centralnega državnega informacijsko-komunikacijskega sistema mu mora to omogočiti.
	
	(7) For the purpose of the effective performance of information security and cybersecurity and cyber defence, the CSIRT from paragraph one of Article 13 that is responsible for handling the incidents of public administration entities at state and local levels shall be authorised for direct, necessary and proportionate insight into the functioning of the information infrastructure of the central state information and communication system. The administrator of the central state information and communication system shall enable this.

	(8) Za namen pravočasnega odzivanja na kibernetske grožnje in preprečevanja škodljivih posledic morebitnega težjega ali kritičnega incidenta ter za izvajanje kibernetske obrambe je skupina CSIRT iz prejšnjega odstavka pooblaščena, da upravljavcu centralnega državnega informacijsko-komunikacijskega sistema odredi ustrezne, nujne in sorazmerne ukrepe, ki jih mora ta nemudoma oziroma v postavljenem roku izvesti v svojem informacijsko-komunikacijskem sistemu.
	
	(8) To ensure timely response to cyber threats and prevent the adverse effects of any major or critical incident and for the purposes of cyber defence, the CSIRT from the preceding paragraph shall be authorised to impose appropriate, necessary and proportionate measures on the administrator of the central state information and communication system that the latter must take on its information and communication system immediately or within the set time limit.

	(9) Skupine CSIRT iz prvega odstavka 13. člena tega zakona izvajajo tudi programe ozaveščanja v skladu s strategijo kibernetske varnosti.
	
	(9) The CSIRTs from paragraph one of Article 13 of this Act shall also carry out awareness-raising programmes in accordance with the cybersecurity strategy.

	16. člen
	
	Article 16

	(sodelovanje skupin CSIRT z deležniki iz zasebnega sektorja)
	
	(Cooperation of CSIRTs with stakeholders in the private sector)

	(1) Skupine CSIRT iz prvega odstavka 13. člena tega zakona za dosego ciljev tega zakona sodelujejo s subjekti iz zasebnega sektorja. V ta namen lahko sklepajo tudi dogovore o sodelovanju.
	
	(1) In order to achieve the objectives of this Act, the CSIRTs from paragraph one of Article 13 of this Act shall cooperate with stakeholders in the private sector. To that end, they may conclude cooperation agreements.

	(2) Za olajšanje sodelovanja iz prejšnjega odstavka skupine CSIRT spodbujajo sprejetje in uporabo skupnih ali uveljavljenih praks, sistemov razvrščanja in taksonomij v zvezi s:
	
	(2) In order to facilitate cooperation referred to in the preceding paragraph, the CSIRTs shall promote the adoption and use of common or standardised practices, classification schemes and taxonomies in relation to:

	· postopki obvladovanja incidentov,
	· 
	· Incident handling procedures,

	· obvladovanjem kriz in
	· 
	· Crisis management, and

	· usklajenim razkrivanjem ranljivosti na podlagi prvega odstavka 17. člena tega zakona.
	· 
	· Coordinated vulnerability disclosure under paragraph one of Article 17 of this Act.

	(3) Skupina CSIRT, ki zazna ranljivost informacijsko-komunikacijskega sistema subjekta iz prvega odstavka tega člena, tega o tem nemudoma obvesti.
	
	(3) A CSIRT that detects a vulnerability in the information and communication of an entity from paragraph one of this Article shall immediately notify such entity thereof.

	17. člen
	
	Article 17

	(usklajeno razkrivanje ranljivosti in evropska podatkovna zbirka ranljivosti)
	
	(Coordinated vulnerability disclosure and a European vulnerability database)

	(1) Skupina CSIRT iz prvega odstavka 13. člena tega zakona, ki je določena za koordinatorja za usklajeno razkrivanje ranljivosti v Republiki Sloveniji (v nadaljnjem besedilu: koordinator), deluje kot zaupanja vreden posrednik in po potrebi olajšuje sodelovanje med fizično ali pravno osebo, ki poroča o ranljivostih, in proizvajalcem ali ponudnikom proizvodov ali storitev IKT, ki naj bi zajemali ranljivost, in sicer na pobudo katere koli stranke.
	
	(1) The CSIRT from paragraph one of Article 13 of this Act that was designated as coordinator for the purposes of coordinated vulnerability disclosure in the Republic of Slovenia (hereinafter: coordinator) shall act as a trusted intermediary, facilitating, where necessary, the interaction between the natural or legal person reporting a vulnerability and the manufacturer or provider of the potentially vulnerable ICT products or ICT services, upon the request of either party.

	(2) Naloge koordinatorja vključujejo:
	
	(2) The tasks of the coordinator shall include:

	· identifikacijo zadevnih subjektov in vzpostavitev stika z njimi,
	· 
	· Identifying and contacting the entities concerned,

	· podpiranje fizičnih ali pravnih oseb, ki poročajo o ranljivosti, in
	· 
	· Assisting the natural or legal persons reporting a vulnerability, and

	· pogajanja o časovnicah razkrivanja in obvladovanju ranljivosti, ki vplivajo na več subjektov.
	· 
	· Negotiating disclosure timelines and managing vulnerabilities that affect multiple entities.

	(3) Fizične ali pravne osebe iz prvega odstavka tega člena lahko koordinatorju o ranljivostih poročajo anonimno. Koordinator zagotovi skrbno nadaljnje ukrepanje v zvezi s sporočenimi ranljivostmi in anonimnost fizične ali pravne osebe, ki je o ranljivosti poročala. Kadar bi lahko sporočena ranljivost pomembno vplivala na subjekte tudi v drugih državah članicah Evropske unije, koordinator po potrebi sodeluje z drugimi skupinami CSIRT, ki so kot koordinatorke imenovane v okviru mreže skupin CSIRT.
	
	(3) The natural or legal persons from paragraph one of this Article may report a vulnerability to the coordinator anonymously. The coordinator shall ensure diligent follow-up on reported vulnerabilities and safeguard the anonymity of the natural or legal person reporting the vulnerability. Where a reported vulnerability could also have a significant impact on entities in other EU Member States, the coordinator shall, where appropriate, cooperate with other CSIRTs designated as coordinators within the CSIRTs network.

	(4) Koordinator v zvezi s sporočenimi ranljivostmi sodeluje tudi z agencijo ENISA.
	
	(4) The coordinator shall also cooperate with the ENISA with regard to the notified vulnerabilities.

	(5) Koordinator pristojnemu nacionalnemu organu pošlje tedensko poročilo o izvajanju svojih nalog iz tega člena, v katero vključi informacije o vseh zaznanih ranljivostih iz prvega odstavka tega člena.
	
	(5) The coordinator shall submit to the national competent authority weekly reports on the performance of tasks from this Article, including information on all detected vulnerabilities from paragraph one of this Article.

	18. člen
	
	Article 18

	(sodelovanje na nacionalni ravni)
	
	(Cooperation at national level)

	(1) Za zagotovitev učinkovitega opravljanja nalog in obveznosti pristojnega nacionalnega organa, enotne kontaktne točke in skupine CSIRT iz tega zakona pristojni nacionalni organ vzpostavi ustrezno sodelovanje na nacionalni ravni na način, da ti subjekti:
	
	(1) In order to ensure that the tasks and obligations of the competent national authority, the single point of contact and the CSIRT from this Act are carried out effectively, the national competent authority shall establish appropriate cooperation at national level so that these entities:

	352. med seboj sodelujejo pri izpolnjevanju obveznosti;
	353. 
	1. Cooperate with each other with regard to the fulfilment of obligations;

	354. sodelujejo z Javno agencijo za civilno letalstvo Republike Slovenije, Upravo Republike Slovenije za jedrsko varnost, Inšpekcijo za informacijsko družbo, Banko Slovenije, Agencijo za komunikacijska omrežja in storitve Republike Slovenije in pristojnim nacionalnim organom iz zakona, ki ureja kritično infrastrukturo, ter pristojnimi organi oziroma sektorskimi regulatorji iz drugih področnih zakonov s področij, ki jim pripadajo zavezanci iz 6. člena tega zakona;
	355. 
	2. Cooperate with the Civil Aviation Agency of the Republic of Slovenia, the Slovenian Nuclear Safety Administration, the Information Society Inspection Service, the Bank of Slovenia, the Agency for Communication Networks and Services of the Republic of Slovenia and the national competent authority from the Act governing critical infrastructure, and the competent authorities or sector regulators from other sector-specific regulations governing the fields of work of liable entities from Article 6 of this Act;

	356. sodelujejo z organi kazenskega pregona in Informacijskim pooblaščencem, če to ne škoduje izvajanju pristojnosti nadzora ali odločanja teh organov;
	357. 
	3. Cooperate with law enforcement authorities and the Information Commissioner, provided that this does not impair the supervision or decision-making functions of such bodies;

	358. redno sodelujejo s pristojnim nacionalnim organom iz zakona, ki ureja kritično infrastrukturo, in si izmenjujejo informacije o identifikaciji kritičnih subjektov, o tveganjih, kibernetskih grožnjah in incidentih ter o nekibernetskih tveganjih, grožnjah in izrednih dogodkih na področju kritične infrastrukture, ki vplivajo na bistvene subjekte, opredeljene kot kritični subjekti na podlagi zakona, ki ureja kritično infrastrukturo, ter o ukrepih, sprejetih v odziv na takšna tveganja, grožnje, incidente in izredne dogodke;
	359. 
	4. Cooperate on a regular basis with the national competent authority from the Act governing critical infrastructure and exchange information with regard to the identification of critical entities, on risks, cyber threats, and incidents as well as on non-cyber risks, threats and emergencies regarding critical infrastructure affecting essential entities identified as critical entities under the Act governing critical infrastructure, and the measures taken in response to such risks, threats, incidents and emergencies;

	360. redno sodelujejo z osrednjim organom za odzivanje na hibridne grožnje in si izmenjujejo informacije o tveganjih, kibernetskih grožnjah in incidentih ter o nekibernetskih tveganjih, grožnjah in incidentih, ki bi nakazovali hibridno delovanje, ter o ukrepih, sprejetih v odziv na takšna tveganja, grožnje in incidente, in
	361. 
	5. Cooperate on a regular basis with the central authority responsible for hybrid threat response and exchange information on risks, cyber threats and incidents, as well as on non-cyber risks, threats and incidents indicating hybrid activity, and the measures taken in response to such risks, threats and incidents; and

	362. redno izmenjujejo informacije, tudi o relevantnih incidentih in kibernetskih grožnjah z Inšpekcijo za informacijsko družbo, Informacijskim pooblaščencem, Banko Slovenije, Javno agencijo za civilno letalstvo Republike Slovenije, Agencijo za komunikacijska omrežja in storitve Republike Slovenije, nacionalnim varnostnim organom za varovanje tajnih podatkov na podlagi zakona, ki ureja tajne podatke, in drugimi področnimi regulatorji.
	363. 
	6. Exchange information on a regular basis, including on relevant incidents and cyber threats, with the Information Society Inspection Service, the Information Commissioner, the Bank of Slovenia, the Civil Aviation Agency of the Republic of Slovenia, Agency for Communication Networks and Services of the Republic of Slovenia, the National Security Authority for the protection of classified information pursuant to the Act governing classified information, and other sector-specific regulators.

	(2) Medsebojna izmenjava informacij o incidentih, kibernetskih grožnjah in skorajšnjih incidentih iz 29. in 35. člena tega zakona med pristojnim nacionalnim organom, enotno kontaktno točko, skupinami CSIRT iz tega zakona in pristojnimi organi iz 4., 5. in 6. točke prejšnjega odstavka se izvaja z uporabo digitalne platforme pristojnega nacionalnega organa iz desetega odstavka 30. člena tega zakona.
	
	(2) The mutual exchange of information on incidents, cyber threats and near misses from Articles 29 and 35 of this Act between the national competent authority, the single point of contact, the CSIRTs from this Act and the competent authorities from points 4, 5 and 6 of the preceding paragraph shall be carried out by means of the digital platform of the national competent authority from paragraph ten of Article 30 of this Act.

	19. člen
	
	Article 19

	(medsebojni strokovni pregled)
	
	(Peer review)

	(1) Pristojni nacionalni organ lahko z namenom učenja iz skupnih izkušenj, okrepitve medsebojnega zaupanja, doseganja visoke skupne ravni kibernetske varnosti ter okrepitve zmogljivosti in politike na področju kibernetske varnosti pristopi k medsebojnim strokovnim pregledom, ki jih izvajajo imenovani strokovnjaki s področja kibernetske varnosti iz drugih držav članic Evropske unije.
	
	(1) The national competent authority may, with a view to learning from shared experiences, strengthening mutual trust, achieving a high common level of cybersecurity, as well as enhancing cybersecurity capabilities and policies, participate in peer reviews carried out by designated cybersecurity experts from other EU Member States.

	(2) Medsebojni strokovni pregled iz prejšnjega odstavka vključuje vsaj eno izmed naslednjega:
	
	(2) The peer review from the preceding paragraph shall cover at least one of the following:

	364. raven izvajanja zahtev glede obvladovanja tveganj za kibernetsko varnost in obveznosti poročanja iz 21., 22., 29. in 30. člena tega zakona,
	365. 
	1. The level of implementation of the cybersecurity risk-management measures and reporting obligations laid down in Articles 21, 22, 29 and 30 of this Act,

	366. raven zmogljivosti, vključno z razpoložljivimi finančnimi, tehničnimi in človeškimi viri, in učinkovitost opravljanja nalog pristojnega nacionalnega organa,
	367. 
	2. The level of capabilities, including the available financial, technical and human resources, and the effectiveness of the exercise of the tasks of the national competent authority,

	368. operativne zmogljivosti skupin CSIRT,
	369. 
	3. The operational capabilities of the CSIRTs,

	370. raven izvajanja medsebojne pomoči iz 51. člena tega zakona,
	371. 
	4. The level of implementation of mutual assistance referred to in Article 51 of this Act,

	372. raven izvajanja dogovorov o izmenjavi informacij o kibernetski varnosti iz 34. člena tega zakona in
	373. 
	5. The level of implementation of the cybersecurity information-sharing arrangements referred to in Article 34 of this Act, and

	374. posebni čezmejni ali medsektorski vidiki, ki jih opredeli pristojni nacionalni organ.
	375. 
	6. Specific issues of cross-border or cross-sector nature determined by the national competent authority.

	(3) Za izvajanje medsebojnih strokovnih pregledov iz prvega odstavka tega člena se uporablja metodologija Skupine za sodelovanje, pri čemer pristojni nacionalni organ to metodologijo objavi na osrednjem spletnem mestu državne uprave.
	
	(3) Peer reviews from paragraph one of this Article shall be subject to the methodology of the Cooperation Group published by the national competent authority on the central website of the state administration.

	(4) Pristojni nacionalni organ pred začetkom medsebojnega strokovnega pregleda iz prvega odstavka tega člena prek enotne kontaktne točke sodelujočim enotnim kontaktnim točkam drugih držav članic Evropske unije sporoči obseg pregleda, vključno z vidiki iz drugega odstavka tega člena.
	
	(4) Before commencing a peer review as referred to in paragraph one of this Article, the national competent authority shall notify, via its single point of contact, the participating single points of contact of other EU Member States of the scope of the peer review, including the specific issues from paragraph two of this Article.

	(5) Pristojni nacionalni organ lahko pred začetkom medsebojnega strokovnega pregleda izvede samooceno vidikov, ki bodo pregledani ob upoštevanju metodologije za samoocenjevanje držav članic Evropske unije, ki jo Skupina za sodelovanje določi ob pomoči Evropske komisije in agencije ENISA. Rezultate samoocene nato pošlje imenovanim strokovnjakom za kibernetsko varnost.
	
	(5) Prior to the commencement of the peer review, the national competent authority may carry out a self-assessment of the reviewed aspects, taking into consideration the methodology for the self-assessment of EU Member States laid down by the Cooperation Group with the assistance of the European Commission and ENISA. The self-assessment results shall then be sent to the designated cybersecurity experts.

	(6) Medsebojni strokovni pregledi obsegajo fizične ali virtualne obiske na kraju samem in izmenjave na daljavo. V primerih iz prvega odstavka tega člena pristojni nacionalni organ ne glede na 4. člen tega zakona in v zaščito temeljnih državnih funkcij, kot je nacionalna varnost, ob upoštevanju načela dobrega sodelovanja imenovanim strokovnjakom za kibernetsko varnost zagotovi informacije, potrebne za njihovo oceno.
	
	(6) Peer reviews shall entail physical or virtual on-site visits and off-site exchanges of information. In cases from paragraph one of this Article, the national competent authority shall, without prejudice to Article 4 of this Act and to the safeguarding of essential state functions, such as national security, in line with the principle of good cooperation, provide the designated cybersecurity experts with the information necessary for the assessment.

	(7) Vse informacije, pridobljene v okviru medsebojnega strokovnega pregleda, se uporabljajo izključno v ta namen. Strokovnjaki za kibernetsko varnost, ki sodelujejo pri medsebojnem strokovnem pregledu, občutljivih ali zaupnih informacij, pridobljenih med zadevnim pregledom, ne smejo razkriti tretjim osebam. Kot podlago za delovne metode strokovnjakov za kibernetsko varnost upoštevajo tudi kodekse ravnanja, ki jih je pripravila Skupina za sodelovanje in jih je pristojni nacionalni organ objavil na osrednjem spletnem mestu državne uprave.
	
	(7) Any information obtained through the peer review shall be used solely for that purpose. The cybersecurity experts participating in the peer review must not disclose any sensitive or confidential information obtained in the course of that peer review to any third parties. The working methods of designated cybersecurity experts shall also be based on the codes of conduct developed by the Cooperation Group and published by the national competent authority on the central website of the state administration.

	(8) Pristojni nacionalni organ z namenom sodelovanja pri izvajanju medsebojnih strokovnih pregledov v drugih državah članicah Evropske unije imenuje strokovnjake za kibernetsko varnost na podlagi meril iz metodologije iz tretjega odstavka tega člena. V zvezi z imenovanimi strokovnjaki za kibernetsko varnost državam članicam Evropske unije, skupini za sodelovanje, Evropski komisiji in agenciji ENISA pred začetkom postopka medsebojnega strokovnega pregleda razkrije vsa tveganja nasprotja interesov v zvezi s strokovnjaki za kibernetsko varnost na način iz četrtega odstavka tega člena.
	
	(8) In order to participate in peer reviews in other EU Member States, the national competent authority shall designate cybersecurity experts based on the methodology criteria from paragraph three of this Article. Before the commencement of the peer review, any risk of conflict of interest concerning the designated cybersecurity experts shall be revealed to other Member States, the Cooperation Group, the European Commission and ENISA in the manner referred to in paragraph four of this Article.

	(9) V primerih iz prvega odstavka tega člena pristojni nacionalni organ lahko nasprotuje imenovanju posameznih strokovnjakov za kibernetsko varnost iz druge države članice Evropske unije in jo o tem obvesti na način iz prejšnjega odstavka. Pri tem pristojni nacionalni organ sporoči razloge za nasprotovanje imenovanju posameznih strokovnjakov, razen če so razlogi povezani z nacionalno varnostjo.
	
	(9) In cases from paragraph one of this Article, the national competent authority may object to the designation of particular cybersecurity experts from another EU Member State and notify it thereof in the manner referred to in the preceding paragraph. In so doing, the national competent authority shall communicate the reasons for objecting to the designation of particular experts, unless the reasons are related to national security.

	(10) Strokovnjaki za kibernetsko varnost, ki sodelujejo v medsebojnih strokovnih pregledih, pripravijo poročila o ugotovitvah in sklepih medsebojnih strokovnih pregledov. Poročila vsebujejo priporočila za izboljšanje vidikov, vključenih v medsebojni strokovni pregled. Poročila se predložijo Skupini za sodelovanje in po potrebi mreži skupin CSIRT.
	
	(10) Cybersecurity experts participating in peer reviews shall draft reports on the findings and conclusions of the peer reviews. The reports shall include recommendations to enable improvement on the aspects covered by the peer review. The reports shall be submitted to the Cooperation Group and the CSIRTs network where relevant.

	(11) Pristojni nacionalni organ lahko predloži pripombe na osnutek poročila, ki se nanaša na primere iz prvega odstavka tega člena. Pristojni nacionalni organ se v primerih iz prvega odstavka tega člena lahko odloči, da poročilo na osrednjem spletnem mestu državne uprave objavi v celoti ali njegovo redigirano različico.
	
	(11) The national competent authority may provide comments on the draft report pertaining to the cases referred to in paragraph one of this Article. In cases from paragraph one of this Article, the national competent authority may decide to publish the whole report or a redacted version of it on the central website of the state administration.

	IV. UKREPI ZA OBVLADOVANJE TVEGANJ IN PRIGLASITVE INCIDENTOV
	
	IV. RISK-MANAGEMENT MEASURES AND INCIDENT NOTIFICATIONS

	20. člen
	
	Article 20

	(upravljanje)
	
	(Governance)

	(1) Za izvajanje ukrepov iz 21. in 22. člena tega zakona so odgovorni predstojniki subjektov javne uprave, in odgovorne osebe pravnih oseb, to so fizične osebe, ki vodijo, nadzorujejo ali upravljajo poslovanje pravne osebe oziroma so po zakonu, aktu o ustanovitvi ali pooblastilu pristojne in dolžne zagotoviti zakonito delovanje (v nadaljnjem besedilu: odgovorne osebe) bistvenih ali pomembnih subjektov.
	
	(1) The heads of public administration entities and the responsible persons of legal entities, namely natural persons who run, oversee or manage the operations of the legal entity or who, by law, the articles of association or authorisation, are competent and obliged to ensure the lawful functioning (hereinafter: responsible persons) of essential or important entities, shall be responsible for the implementation of the measures from Articles 21 and 22 of this Act.

	(2) Odgovorne osebe iz prejšnjega odstavka odobrijo ukrepe za obvladovanje tveganj iz 22. člena tega zakona, ki jih subjekt izvaja zaradi izpolnjevanja obveznosti, določenih s tem zakonom, in nadzirajo njihovo izvajanje.
	
	(2) The responsible persons from the preceding paragraph shall approve the risk management measures from Article 22 of this Act implemented by the entity to fulfil the obligations prescribed by this Act and oversee their implementation.

	(3) Odgovorne osebe iz prvega odstavka tega člena se najmanj vsaka štiri leta izobražujejo oziroma usposabljajo na področju obvladovanja tveganj informacijske in kibernetske varnosti ter njihovega vpliva na dejavnosti ali storitve, ki jih izvaja subjekt.
	
	(3) At least every four years, the responsible persons from paragraph one of this Article shall attend an education or training programme on managing information security and cybersecurity risks and their impact on the activities or services performed by the entity.

	(4) Odgovorne osebe zagotavljajo redno usposabljanje zaposlenih, da pridobijo dovolj znanj in spretnosti, s katerimi se usposobijo za prepoznavanje tveganj za informacijsko in kibernetsko varnost ter njihovega vpliva na storitve, ki jih opravlja subjekt. Pristojni nacionalni organ objavi na osrednjem spletnem mestu državne uprave priporočene vsebine rednega usposabljanja zaposlenih.
	
	(4) The responsible persons shall provide regular training to employees in order that they gain sufficient knowledge and skills to enable them to identify information security and cybersecurity risks and their impact on the services provided by the entity. The national competent authority shall publish the recommended content of regular employee training on the central website of the state administration.

	(5) Odgovorne osebe zagotavljajo, da vsi skrbniki informacijsko-komunikacijskih sistemov zavezanca opravijo redno letno usposabljanje, da pridobijo in ohranijo raven znanj in spretnosti ter so usposobljeni za prepoznavanje in ocenjevanje tveganj ter za oceno praks obvladovanja tveganj za informacijsko in kibernetsko varnost ter njihovega vpliva na storitve, ki jih opravlja subjekt.
	
	(5) The responsible persons shall ensure that all information communications system administrators of the liable entity attend the regular annual training in order that they attain and maintain the level of knowledge and skills to enable them to identify and assess risks and the practices of managing information security and cybersecurity risks and their impact on the services provided by the entity.

	(6) Pristojni nacionalni organ je pristojen za organiziranje usposabljanja odgovornih oseb iz prvega odstavka tega člena. Program in način izvajanja usposabljanja odgovornih oseb na področju informacijske in kibernetske varnosti določi vlada na predlog pristojnega nacionalnega organa.
	
	(6) The national competent authority shall be responsible for organising the training for the responsible persons from paragraph one of this Article. The programme and manner of training for responsible persons on information security and cybersecurity shall be designated by the Government on the proposal of the national competent authority.

	(7) Pristojni nacionalni organ vodi seznam odgovornih oseb iz prvega odstavka tega člena, ki so opravile usposabljanje iz prejšnjega odstavka. Seznam obsega ime in priimek osebe, enotno matično številko občana in datum opravljenega usposabljanja.
	
	(7) The national competent authority shall maintain a list of the responsible persons from paragraph one of this Article who underwent the training from the preceding paragraph. The list shall include the person’s name and surname, personal identification number (EMŠO) and the date of training.

	21. člen
	
	Article 21

	(varnostna dokumentacija)
	
	(Security documentation)

	(1) Bistveni in pomembni subjekti za zagotavljanje visoke ravni informacijske in kibernetske varnosti ter odpornosti svojih omrežnih in informacijskih sistemov vzpostavijo in vzdržujejo dokumentirani sistem upravljanja varovanja informacij in sistem upravljanja neprekinjenega poslovanja, ki temeljita na pristopu upoštevanja vseh nevarnosti in morata obsegati najmanj:
	
	(1) To ensure a high level of information security and cybersecurity and resilience of its network and information systems, the essential and important entities shall establish and maintain a documented information security management system and a business continuity management system, which shall be based on an all-hazards approach and must include at least:

	376. politiko ali področne politike o varnosti omrežnih in informacijskih sistemov,
	377. 
	1. A policy or sector-specific policies on network and information system security;

	378. natančen in posodobljen popis informacijskih in drugih sredstev in podatkov, potrebnih za nemoteno delovanje omrežnih in informacijskih sistemov, ki jih uporabljajo za svoje delovanje ali opravljanje storitev, ter njihove upravljavce;
	379. 
	2. A detailed and updated inventory of information and other assets and data necessary for the smooth functioning of the network and information systems used for their functioning or the provision of services, and their administrators;

	380. analizo obvladovanja tveganj, vključno z določitvijo sprejemljive ravni tveganja in opisom uporabljene metodologije;
	381. 
	3. A risk management analysis, including the determination of the acceptable risk level and a description of the methodology used;

	382. politiko in načrt neprekinjenega poslovanja, vključno z oceno vpliva na poslovanje, navedbo postopkov zagotavljanja neprekinjenega poslovanja, določitvijo minimalne ravni poslovanja, upravljanjem varnostnih kopij ter določitvijo vlog in odgovornosti;
	383. 
	4. A business continuity policy and plan, including a business impact assessment, an indication of procedures to ensure business continuity, a determination of the minimum level of business operations, the management of backups and the determination of roles and responsibilities;

	384. načrt obnovitve in ponovne vzpostavitve delovanja omrežnih in informacijskih sistemov, ki jih potrebujejo za svoje delovanje ali opravljanje storitev, vključno z opisom odgovornosti in postopkov za obnovitev delovanja teh sistemov po dogodku, ki povzroči prekinitev njihovega delovanja;
	385. 
	5. A plan for the recovery and restoration of the functioning of the network and information systems required for their functioning or the provision of services, including a description of responsibilities and procedures for the recovery of such systems following an event that causes their functioning to be interrupted;

	386. načrt odzivanja na incidente s protokolom obveščanja pristojne skupine CSIRT, vključno z opisom sistema za zaznavo in odziv na incidente ter opisom vlog in odgovornosti za odzivanje na incidente;
	387. 
	6. An incident response plan with a protocol for the notification of the competent CSIRT, including a description of the incident detection and response system and a description of incident response roles and responsibilities;

	388. načrt varnostnih ukrepov za zagotavljanje celovitosti, avtentičnosti, zaupnosti in razpoložljivosti omrežnih in informacijskih sistemov oziroma za obvladovanje tveganj za informacijsko in kibernetsko varnost, pri čemer ta načrt upošteva tveganja in področne posebnosti bistvenega ali pomembnega subjekta in
	389. 
	7. A plan of security measures to ensure the integrity, authenticity, confidentiality and availability of network and information systems or to manage information security and cybersecurity risks, taking into consideration the risks and sectoral specificities of the essential o important entity, and

	390. politiko s postopki za presojo učinkovitosti varnostnih ukrepov za obvladovanje tveganj za informacijsko in kibernetsko varnost, vključno z določitvijo kazalnikov učinkovitosti in izvedeno analizo zbranih podatkov.
	391. 
	8. A policy with procedures to assess the effectiveness of information security and cybersecurity risk-management measures, including a determination of performance indicators and an analysis of collected data.

	(2) Bistveni in pomembni subjekti določijo obseg sistema upravljanja in varovanja informacij ter neprekinjenega poslovanja ob upoštevanju rezultatov analize vpliva na poslovanje, pri čemer mora ta sistem obsegati najmanj tista informacijska, komunikacijska in druga sredstva, podatke in procese, ki so potrebni za njihovo delovanje ali opravljanje storitev.
	
	(2) Essential and important entities shall determine the scope of the information management and protection system and business continuity, taking into account the results of the business impact assessment. This system must include at least those information, communication and other assets, data and processes required for their operation or provision of services.

	(3) Če ima bistveni ali pomembni subjekt za zagotavljanje varnosti svojih omrežij in informacijskih sistemov že izdelano varnostno dokumentacijo na podlagi drugih predpisov, jo za potrebe izvajanja tega zakona dopolni, kot je to potrebno.
	
	(3) If an essential or important entity has already produced the relevant security documentation to ensure the security of its networks and information systems based on other regulations, it shall supplement it for the purposes of this Act where necessary.

	(4) Bistveni subjekt, ki je povezani subjekt po tem zakonu, in zanj ministrstvo, pristojno za upravljanje informacijsko-komunikacijskih sistemov, na podlagi prvega odstavka v povezavi z drugim odstavkom 74.a člena Zakona o državni upravi (Uradni list RS, št. 113/05 – uradno prečiščeno besedilo, 89/07 – odl. US, 126/07 – ZUP-E, 48/09, 8/10 – ZUP-G, 8/12 – ZVRS-F, 21/12, 47/13, 12/14, 90/14, 51/16, 36/21, 82/21, 189/21, 153/22 in 18/23; v nadaljnjem besedilu: ZDU-1) izvaja naloge iz prvega odstavka 74.a člena ZDU-1, izvede popis informacijskih sredstev iz 1. točke prvega odstavka tega člena in vanj vključi najmanj tista informacijska sredstva, ki podpirajo njegove glavne ali pomembne storitve in procese za zagotovitev povezave s centralnim državnim informacijsko-komunikacijskim omrežjem ali sistemom. Bistveni subjekt izvede popis v sodelovanju z ministrstvom, pristojnim za upravljanje informacijsko-komunikacijskih sistemov, ki mu mora na zahtevo poslati ustrezne podatke, s katerimi razpolaga, in sicer v tridesetih dneh od prejema posamičnega zahtevka.
	
	(4) An essential entity that is a connected entity under this Act, and the ministry responsible on its behalf for the management of information and communication systems, pursuant to paragraph one in conjunction with paragraph two of Article 74a of the State Administration Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 113/05 – official consolidated version, 89/07 – Dec. of the CC, 126/07 – ZUP-E, 48/09, 8/10 – ZUP-G, 8/12 – ZVRS-F, 21/12, 47/13, 12/14, 90/14, 51/16, 36/21, 82/21, 189/21, 153/22 and 18/23; hereinafter: ZDU-1), shall perform the tasks from paragraph one of Article 74a of the ZDU-1, draw up an inventory of the information assets from point 1 of paragraph one of this Article, including at least those information assets that support its main or important services and processes to ensure connection to the central state information and communications network or system. An essential entity shall draw up the inventory in cooperation with the ministry responsible for the management of information and communication systems, and shall provide, at the ministry’s request the appropriate data at its disposal, namely within 30 days from receiving a request.

	(5) Ne glede na določbe tega člena bistveni in pomembni subjekti, na katere se nanašajo izvedbeni akti Evropske komisije iz prvega pododstavka petega odstavka 21. člena Direktive 2022/2555/EU ali iz drugega pododstavka petega odstavka 21. člena Direktive 2022/2555/EU, uporabljajo določbe izvedbenega akta glede varnostne dokumentacije zadevnih subjektov.
	
	(5) Notwithstanding the provisions of this Article, the essential and important entities referenced in the implementing acts of the European Commission from paragraph five of Article 21 of Directive 2022/2555/EU or subparagraph 2 of paragraph five of Article 21 of Directive 2022/2555/EU shall be subject to the provisions of the implementing act regarding the security documentation of the entities in question.

	22. člen
	
	Article 22

	(ukrepi za obvladovanje tveganj)
	
	(Risk-management measures)

	(1) Bistveni in pomembni subjekti morajo sprejeti tehnične, operativne in organizacijske ukrepe za zagotavljanje celovitosti, avtentičnosti, zaupnosti in razpoložljivosti omrežnih in informacijskih sistemov oziroma za obvladovanje tveganj za varnost omrežnih in informacijskih sistemov, ki jih uporabljajo za svoje delovanje ali opravljanje storitev ter za preprečevanje ali zmanjšanje vpliva incidentov na prejemnike svojih storitev in druge storitve (v nadaljnjem besedilu: varnostni ukrepi).
	
	(1) Essential and important entities must take technical, operational and organisational measures to ensure the integrity, authenticity, confidentiality and availability of network and information systems or to manage the risks posed to the security of network and information systems that they use for their operations or for the provision of their services, and to prevent or minimise the impact of incidents on recipients of their services and on other services (hereinafter: security measures).

	(2) Varnostni ukrepi morajo temeljiti na pristopu upoštevanja vseh nevarnosti, katerega namen je zaščita omrežnih in informacijskih sistemov ter njihovega fizičnega okolja pred incidenti, in morajo obsegati najmanj:
	
	(2) The security measures must be based on an all-hazards approach that aims to protect network and information systems and their physical environment from incidents, and must include at least the following:

	392. podporo vodstva subjekta pri zagotavljanju informacijske in kibernetske varnosti ter vključitev področja informacijske in kibernetske varnosti v letni načrt poslovanja ali letni program dela,
	393. 
	1. The support of the entity’s management in ensuring information security and cybersecurity and the inclusion of information security and cybersecurity in the annual business plan or annual work programme,

	394. zagotavljanje integritete kadrov v povezavi z informacijsko in kibernetsko varnostjo pred zaposlitvijo, med zaposlitvijo in ob prenehanju ali spremembi zaposlitve v skladu s 23. členom tega zakona,
	395. 
	2. Ensuring staff integrity in relation to information security and cybersecurity before and during employment and upon the termination or change of employment in accordance with Article 23 of this Act,

	396. osnovne prakse kibernetske higiene in usposabljanje na področju informacijske in kibernetske varnosti,
	397. 
	3. Basic cyber hygiene practices and information and cybersecurity training,

	398. varnost človeških virov, preverjanje identitete uporabnikov, zagotavljanje ravni dostopnosti informacij in upravljanje pooblastil za dostop,
	399. 
	4. Human resources security, the verification of user identity, ensuring the level of information accessibility and access authorisation management;

	400. izvajanje in upravljanje varnostnih kopij podatkov,
	401. 
	5. Creating and managing data backups,

	402. zagotavljanje in ohranjanje dnevniških zapisov o delovanju omrežnih in informacijskih sistemov v skladu s 24. členom tega zakona,
	403. 
	6. Ensuring and maintaining log files on the functioning of network and information systems in accordance with Article 24 of this Act,

	404. upravljanje omrežnih in informacijskih sistemov, ki jih uporabljajo za svoje delovanje ali opravljanje storitev, z določitvijo ustrezne odgovornosti za njihovo zaščito,
	405. 
	7. Managing network and information systems used for their operation or provision of services by determining appropriate responsibility for their protection,

	406. politike in postopke v zvezi z uporabo kriptografije in po potrebi s šifriranjem,
	407. 
	8. Policies and procedures relating to the use of cryptography and, if necessary, encryption,

	408. upravljanje prometa in komunikacij,
	409. 
	9. Managing traffic and communications,

	410. varnost dobavne verige z določitvijo ustreznih minimalnih zahtev, povezanih z informacijsko in kibernetsko varnostjo, za ključne dobavitelje ali ponudnike storitev, pri čemer se zahteve nanašajo na odnose med posameznim subjektom in njegovimi neposrednimi dobavitelji ali ponudniki storitev, in to v skladu s četrtim odstavkom tega člena,
	411. 
	10. Securing the supply chain by determining the appropriate minimum requirements relating to information security and cybersecurity for key suppliers or service providers, with requirements concerning the relationships between each entity and its direct suppliers or service providers, in accordance with paragraph four of this Article,

	412. fizično in tehnično varovanje prostorov ter dostopov do prostorov, kjer so ključni deli omrežnih in informacijskih sistemov, ki jih uporabljajo za svoje delovanje ali opravljanje storitev,
	413. 
	11. Physical and technical protection of premises and access to premises containing the key parts of network and information systems used for their operation or provision of services,

	414. varnostne mehanizme v posamezni aplikativni programski opremi za izvajanje dejavnosti, vključno z varnostjo pri pridobivanju, razvoju in vzdrževanju omrežnih in informacijskih sistemov ter obravnavanjem in razkrivanjem ranljivosti,
	415. 
	12. Security mechanisms in individual application software to carry out activities, including network and information systems acquisition, development and maintenance, and vulnerability handling and disclosure,

	416. upravljanje in preprečevanje izrab tehničnih ranljivosti,
	417. 
	13. Managing and preventing the abuse of technical vulnerabilities,

	418. zaščito pred zlonamerno programsko kodo ter način zaznavanja poskusov vdorov in preprečevanja incidentov,
	419. 
	14. Protection against malicious code and the manner of detecting intrusion attempts and preventing incidents,

	420. uporabo večfaktorske avtentikacije ali rešitev neprekinjene avtentikacije, kadar je to potrebno zaradi obvladovanja tveganj,
	421. 
	15. The use of multi-factor authentication or continuous authentication solutions, where necessary to manage risks,

	422. uporabo varovanih glasovnih, video in besedilnih komunikacij in varnih sistemov za komunikacije v sili v subjektu, kadar je to glede na dejavnost subjekta primerno, in
	423. 
	16. The use of secured voice, video and text communications and secured emergency communication systems within the entity, where appropriate based on the entity’s activity, and

	424. politike in postopke v zvezi z uporabo oblačnih storitev, ki jih uporabljajo za svoje delovanje ali opravljanje storitev.
	425. 
	17. Policies and procedures relating to the use of cloud services used for their operations or the provision of services.

	(3) Varnostni ukrepi iz prejšnjega odstavka morajo ob upoštevanju najsodobnejših in ustreznih evropskih in mednarodnih standardov ter stroškov izvajanja zagotavljati raven varnosti omrežnih in informacijskih sistemov, ki ustreza obstoječim ali prepoznanim tveganjem. Pri ocenjevanju sorazmernosti varnostnih ukrepov bistveni in pomembni subjekti ustrezno upoštevajo:
	
	(3) Taking into account the state of the art, relevant European and international standards, and the cost of implementation, the security measures referred to in the preceding paragraph must ensure a level of security of network and information systems appropriate to the existing or identified risks. In assessing the proportionality of security measures, the essential and important entities shall give due consideration to:

	· stopnjo izpostavljenosti tveganjem,
	· 
	· The degree of exposure to risks,

	· velikost subjekta,
	· 
	· The entity’s size,

	· verjetnost pojava incidentov in
	· 
	· The likelihood of occurrence of incidents, and

	· resnost morebitnih incidentov, vključno z njihovim družbenim in gospodarskim vplivom.
	· 
	· The severity of potential incidents, including their societal and economic impact.

	(4) Bistveni in pomembni subjekti morajo pri presoji in izvedbi ustreznih varnostnih ukrepov za varnost dobavne verige upoštevati ranljivosti, ki so specifične za posameznega neposrednega dobavitelja in ponudnika storitev, ter splošno kakovost proizvodov in praks svojih dobaviteljev in ponudnikov storitev na področju kibernetske varnosti, vključno z njihovimi varnimi razvojnimi postopki. Ugotavljati morajo, kateri varnostni ukrepi so ustrezni in primerni za zagotovitev varnosti dobavne verige, poleg tega lahko preverjajo njihovo izvajanje pri dobaviteljih in ponudnikih storitev. Pri tem upoštevajo rezultate morebitnih usklajenih ocen tveganja za kritične dobavne verige, ki jih Skupina za sodelovanje pripravi v sodelovanju z Evropsko komisijo in agencijo ENISA v skladu s prvim odstavkom 22. člena Direktive 2022/2555/EU.
	
	(4) When considering and taking appropriate security measures to ensure supply chain security, essential and important entities must take into account the vulnerabilities specific to each direct supplier and service provider and the overall quality of products and cybersecurity practices of their suppliers and service providers, including their secure development procedures. They must determine which security measures and appropriate and suitable to ensure supply chain security. They may also check their implementation at suppliers and service providers. In so doing, they shall consider the results of any coordinated security risk assessments of critical supply chains prepared by the Cooperation Group in cooperation with the European Commission and ENISA in accordance with paragraph one of Article 22 of Directive 2022/2555/EU.

	(5) Bistveni ali pomembni subjekti morajo najmanj enkrat letno ali v rednih obdobjih, ki jih opredelijo v politiki in postopkih za presojo učinkovitosti ukrepov za obvladovanje tveganj za kibernetsko varnost, in ob zaznanih ranljivostih preverjati izpolnjevanje varnostnih ukrepov iz drugega odstavka tega člena. V primeru ugotovljenega pomanjkljivega ali neustreznega izvajanja varnostnih ukrepov morajo nemudoma sprejeti vse potrebne, ustrezne in sorazmerne popravne ukrepe.
	
	(5) Essential and important entities must verify the fulfilment of the security measures from paragraph two of this Article at least once per year or in regular periods defined in the policy and procedures to assess the effectiveness of cybersecurity risk-management measures and in the event of detected vulnerabilities. If the implementation of security measures is deemed insufficient or inadequate, they must immediately take all the necessary, appropriate and proportionate remedial measures.

	(6) Ponudniki storitev DNS, registri TLD imen, ponudniki storitev računalništva v oblaku, ponudniki storitev podatkovnih centrov, ponudniki omrežij za dostavo vsebine, ponudniki upravljanih storitev, ponudniki upravljanih varnostnih storitev, ponudniki spletnih tržnic, spletnih iskalnikov in platform za storitve družbenega mreženja in ponudniki storitev zaupanja pri sprejetju varnostnih ukrepov iz drugega odstavka tega člena upoštevajo izvedbene akte Evropske komisije iz prvega pododstavka petega odstavka 21. člena Direktive 2022/2555/EU.
	
	(6) In taking the security measures from paragraph two of this Article, DNS service providers, TLD name registries, cloud computing service providers, data centre service providers, content delivery network providers, managed service providers, managed security service providers, providers of online marketplaces, of online search engines and of social networking services platforms and trust service providers shall consider the implementing acts of the European Commission referred to in subparagraph 1 of paragraph five of Article 21 of Directive 2022/2555/EU.

	(7) Bistveni in pomembni subjekti, ki niso navedeni v prejšnjem odstavku, pri sprejetju varnostnih ukrepov iz drugega odstavka tega člena upoštevajo izvedbene akte Evropske komisije, s katerimi ta določi tehnične, metodološke in sektorske zahteve za varnostne ukrepe iz drugega pododstavka petega odstavka 21. člena Direktive 2022/2555/EU.
	
	(7) In taking the security measures from paragraph two of this Article, essential and important entities not listed in the preceding paragraph shall consider the implementing acts of the European Commission laying down the technical, methodological and sectoral requirements from subparagraph 2 of paragraph five of Article 21 of Directive 2022/2555/EU.

	(8) Bistveni in pomembni subjekti ne smejo uporabljati informacijsko-komunikacijskih rešitev, v katerih so zaznane aktivno izkoriščane ranljivosti brez dodatne izvedbe ocene tveganja in uvedenih ustreznih dodatnih varnostnih ukrepov, ki znižajo stopnjo tveganja na sprejemljivo raven.
	
	(8) Essential and important entities shall not use ICT solutions in which actively exploited vulnerabilities have been detected without conducting an additional risk assessment and introducing appropriate additional security measures reducing the risk to an acceptable level.

	(9) Če bistveni ali pomembni subjekti za opravljanje svoje dejavnosti črpajo vhodne podatke in informacije iz ključnih delov nacionalnovarnostnega sistema, vzpostavijo vse potrebne varnostne zahteve ob soglasju pristojnega ministrstva ali vladne službe, pristojne za posamezni ključni del nacionalnovarnostnega sistema.
	
	(9) If essential or important entities draw input data and information from key parts of the national security system in order to perform their operations, they shall establish all the necessary security requirements with the approval of the ministry or Government office responsible for individual key part of the national security system.

	(10) Upravljavec centralnega državnega informacijsko-komunikacijskega sistema mora povezanim subjektom določiti minimalne varnostne zahteve informacijske in kibernetske varnosti. Za pravočasno odzivanje na kibernetske grožnje in preprečevanje škodljivih posledic morebitnega težjega ali kritičnega incidenta ter za izvajanje kibernetske obrambe je upravljavec centralnega državnega informacijsko-komunikacijskega sistema pooblaščen, da izvede ustrezne, nujne in sorazmerne ukrepe za zaščito centralnega državnega informacijsko-komunikacijskega sistema. Ukrepi vključujejo tudi začasni odklop posameznega povezanega subjekta iz centralnega državnega informacijsko-komunikacijskega sistema, dokler ugotovljena tveganja niso odpravljena.
	
	(10) The administrator of the central state information and communication system must set minimum information security and cybersecurity requirements for connected entities. To ensure timely response to cyber threats, prevent the adverse effects of any major or critical incident and carry out cyber defence, the administrator of the central state information and communication system shall be authorised to take appropriate, necessary and proportionate measures to protect the central state information and communication system. Such measures shall also include a temporary disconnection of individual connected entities from the central state information and communication system until the identified risks are remedied.

	(11) Bistveni subjekt iz četrtega odstavka prejšnjega člena sprejme ukrepe iz 1. do 4. točke drugega odstavka tega člena. Preostale ukrepe iz drugega odstavka tega člena pa sprejme le za morebitne informacijsko-komunikacijske sisteme, ki jih upravlja. Pri tem mora upoštevati tudi minimalne varnostne zahteve za povezane subjekte upravljavca centralnega državnega informacijsko-komunikacijskega sistema iz prejšnjega odstavka.
	
	(11) Essential entities from paragraph four of the preceding Article shall take the measures from point 1 to 4 of paragraph two of this Article. It shall take the other measures from paragraph two of this Article only for the information and communication systems under its administration. In doing so, it must also comply with the minimum security requirements applicable to the connected entities of the administrator of the central state information and communication system from the preceding paragraph.

	(12) Bistveni subjekti, ki so na podlagi zakona, ki ureja kritično infrastrukturo, določeni kot kritični subjekti in spadajo med vrste subjektov iz sektorja 8. Digitalna infrastruktura iz Priloge 1 tega zakona, se za zagotovitev varnostnih ukrepov varovanja iz 11. točke drugega odstavka tega člena na predlog nosilca sektorja kritične infrastrukture za digitalno infrastrukturo v skladu s predpisi, ki urejajo zasebno varovanje, določijo za zavezance obveznega organiziranja varovanja, ki morajo kritično infrastrukturo varovati v skladu z navedenimi predpisi.
	
	(12) To ensure the security measures of protection from point 11 of paragraph two of this Article, essential entities defined as critical pursuant to the Act governing critical infrastructure and falling under the types of entities, sector 8 Digital infrastructure from Annex 1 of this Act shall, following a proposal of the critical digital infrastructure sector operator in accordance with regulations governing private security, be determined as entities subject to mandatory protection organisation that must protect the critical infrastructure in accordance with the relevant regulations.

	(13) Varnostni ukrepi iz drugega odstavka tega člena morajo biti:
	
	(13) The security measures from paragraph two of this Article must be:

	426. učinkoviti tako, da povečajo informacijsko varnost glede na obstoječe in predvidene grožnje;
	427. 
	1. Effective, so that they increase information security based on existing and envisaged threats;

	428. prilagojeni tako, da se prizadevanja bistvenih in pomembnih subjektov usmerijo v ukrepe, ki najbolj vplivajo na njihovo informacijsko varnost, in se izogibajo podvajanjem;
	429. 
	2. Adapted, so that the efforts of essential and important entities are directed at measures with the biggest impact on their information security, and they avoid duplication;

	430. skladni tako, da se prednostno obravnavajo osnovne in skupne varnostne ranljivosti bistvenih in pomembnih subjektov kljub področnim posebnostim, ki se lahko dopolnijo z varnostnimi ukrepi za posamezna področja,
	431. 
	3. Harmonised, so that priority is given to the basic and common security vulnerabilities of essential and important entities, despite sectoral specificities, which can be supplemented by security measures for individual sectors;

	432. sorazmerni s tveganji tako, da se izogiba čezmerni obremenitvi posameznega bistvenega ali pomembnega subjekta;
	433. 
	4. Proportionate to risks, so that overburdening individual essential or important entities is avoided;

	434. konkretni tako, da bistveni in pomembni subjekti te varnostne ukrepe izvajajo in da ti ukrepi prispevajo h krepitvi njihove informacijske varnosti in
	435. 
	5. Concrete, so that the essential and important entities take these security measures and that these measures help strengthen their information security, and

	436. preverljivi tako, da se na zahtevo pristojnega organa lahko predložijo dokazila o njihovi izvedbi.
	437. 
	6. Verifiable, so that evidence of their implementation can be submitted at the request of the competent authority.

	23. člen
	
	Article 23

	(preverjanje preteklosti)
	
	(Background check)

	(1) Bistveni ali pomembni subjekt lahko ob upoštevanju ocene tveganja preveri preteklost zaposlenih in kandidatov za zaposlitev na delovnih mestih, pomembnih za opravljanje storitev subjekta, ki imajo ali bodo imeli pooblastilo za neposredni ali oddaljeni dostop do njegovih ključnih informacijskih sistemov. V skladu z oceno tveganja lahko preveri preteklost tudi za zaposlene pri pogodbenih izvajalcih. Preverjanje preteklosti se opravi za zadnjih pet let.
	
	(1) Taking into consideration the risk assessment, essential and important entities may carry out a background check on employees and job candidates for positions essential to the entity’s provision of services who have or will have authorisation for direct or remote access to its key information systems. In accordance with the risk assessment, it may also carry out a background check on the contractors’ employees. Background checks shall be carried out for the last five years.

	(2) Preverjanje preteklosti osebe iz prejšnjega odstavka se po njenem predhodnem soglasju opravi tako, da se:
	
	(2) A background check from the preceding paragraph shall be carried out with the person’s prior consent by:

	· potrdi identiteta osebe, katere preteklost se preverja, in
	· 
	· Confirming the identity of the person subject to the background check, and

	· preverijo kazenske evidence Republike Slovenije, držav članic Evropske unije in tretjih držav glede zapisov pravnomočnih kazenskih obsodb za kazniva dejanja, ki se preganjajo po uradni dolžnosti in ki so po presoji bistvenega ali pomembnega subjekta sporna z vidika opravljanja nalog na zadevnem delovnem mestu ali za izvedbo pogodbenih obveznosti, in sicer s področja terorizma ter kršitev zoper življenje in telo, človekove pravice in svoboščine, človekovo zdravje, delovno razmerje in socialno varnost, premoženje, gospodarstvo, pravni promet, uradno dolžnost, javna pooblastila in javna sredstva, javni red in mir, splošno varnost ljudi in premoženja, varnost javnega prometa, okolje, prostor in naravne dobrine, suverenost Republike Slovenije, njeno obrambno moč in mednarodno pravo ter z drugih področij, razen če z zakonom, ki ureja preverjanje preteklosti za posamezni sektor iz Prilog 1 in 2 tega zakona, ni določeno drugače.
	· 
	· Checking the criminal records of the Republic of Slovenia, EU Member States and third countries for records of final criminal convictions for criminal offences prosecuted ex officio that, in the opinion of the essential or important entity, are controversial in terms of the performance of tasks in the relevant position or the performance of contractual obligations, namely relating to terrorism and violations against life and body, human rights and freedoms, public health, employment relationship and social security, property, the economy, legal transactions, official duties, public authority and public funds, law and order, general safety of people and property, safety of public traffic, the environment, space and natural resources, the sovereignty of the Republic of Slovenia, its defence power and international law, and other areas unless otherwise provided by the Act governing background checks for individual sectors from Annexes 1 and 2 of this Act.

	(3) Če oseba iz prejšnjega odstavka ne da soglasja za preverjanje preteklosti, se ji delo na delovnih mestih in v prostorih iz prvega odstavka tega člena ne dovoli oziroma se pogodba ne sklene.
	
	(3) If the person from the preceding paragraph fails to give his or her consent to the background check, they shall not be allowed to work in the positions and spaces from paragraph one of this Article or to enter into a contract.

	(4) Za namen preverjanja preteklosti iz drugega odstavka tega člena smejo bistveni in pomembni subjekti zbirati naslednje podatke:
	
	(4) For the purposes of the background check from paragraph two of this Article, essential and important entities may collect the following information:

	· ime in priimek osebe,
	· 
	· The person’s name and surname,

	· EMŠO ali rojstni datum,
	· 
	· Their personal identification number (EMŠO) or date of birth,

	· številka uradnega identifikacijskega dokumenta, s katerim je potrjena identiteta osebe in
	· 
	· The number of the official identity document confirming the person’s identity, and

	· podatek o nekaznovanosti ali pravnomočni obsodbi za kaznivo dejanje iz druge alineje drugega odstavka tega člena.
	· 
	· Information confirming that the person has no criminal record and has not been found guilty by final judgment for a criminal offence from indent 2 of paragraph two of this Article.

	Osebni podatki iz tega odstavka se hranijo pet let od konca koledarskega leta, v katerem so bili zbrani, nato se nepovratno izbrišejo oziroma uničijo.
	
	The personal data from this paragraph shall be stored for five years from the end of the calendar year in which they were collected, after which it shall be irreversibly deleted or destroyed.

	(5) Organi, organizacije in drugi subjekti, ki na podlagi zakona vodijo zbirke podatkov iz prejšnjega odstavka, morajo bistvenim in pomembnim subjektom na podlagi pisne ali s pisno obliko izenačene zahteve, v kateri je navedena ustrezna pravna podlaga za predložitev podatkov in ustrezna številka ali druga oznaka zahteve, brezplačno poslati zahtevane osebne in druge podatke.
	
	(5) Authorities, organisations and other entities that maintain the databases from the preceding paragraph on the basis of an Act must provide the essential and important entities with the requested personal and other data free of charge on the basis of a written or equivalent request specifying the appropriate legal basis for the provision of data as well as the appropriate number or other code of the request.

	24. člen
	
	Article 24

	(dnevniški zapisi)
	
	(Log files)

	(1) Bistveni in pomembni subjekti določijo postopke in ustrezna orodja za spremljanje in beleženje dogodkov v svojih omrežjih in informacijskih sistemih oziroma zagotovijo zbiranje in ohranjanje dnevniških zapisov, da bi zaznali ali odkrili dogodke, ki bi se lahko šteli za incidente ali skorajšnje incidente, in se ustrezno odzvali za ublažitev njihovega negativnega učinka. Dnevniški zapisi morajo biti zbrani in ohranjeni v obsegu in na način, ki omogoča rekonstrukcijo in analizo incidentov ali skorajšnjih incidentov.
	
	(1) Essential and important entities shall prescribe the procedures and appropriate tools to monitor and record the events in their networks and information systems or shall ensure the collection and maintenance of log files to detect or identify events that could be considered incidents or near misses and respond appropriately to mitigate their negative impact. Log files must be collected and maintained in the scope and manner enabling the reconstruction or analysis of incidents or near misses.

	(2) Dnevniški zapisi iz prejšnjega odstavka obsegajo vsaj:
	
	(2) The log files referred to in the preceding paragraph shall comprise at least:

	438. izhodni in vhodni omrežni promet,
	439. 
	1. The incoming and outgoing network traffic,

	440. ustvarjanje, spreminjanje ali brisanje uporabnikov omrežnih in informacijskih sistemov zadevnih subjektov ter razširitev dovoljenj,
	441. 
	2. The creation, changing or deleting of network and information system users of the relevant entities and the expansion of authorisations,

	442. dostop do sistemov, aplikacij in baz podatkov,
	443. 
	3. Access to systems, applications and databases,

	444. dogodke, povezane z avtentikacijo,
	445. 
	4. Events related to authentication,

	446. vse privilegirane dostope do sistemov in aplikacij ter dejavnosti, ki jih izvajajo upraviteljski računi,
	447. 
	5. All instances of privileged access to systems and applications and activities carried out by administrator accounts,

	448. dostop ali spremembe kritičnih konfiguracijskih in varnostnih datotek,
	449. 
	6. Access or changes to critical configuration and backup files,

	450. zapise dogodkov in zapise iz varnostnih orodij, kot so protivirusni programi, sistemi za odkrivanje vdorov ali požarni zidovi,
	451. 
	7. Records of events and records from security tools, such as antivirus software, intrusion detection systems or firewalls,

	452. uporabo sistemskih virov in njihovo zmogljivost,
	453. 
	8. The use of system sources and their capacities,

	454. dostop do omrežne opreme in naprav ter njihovo uporabo in
	455. 
	9. Access to network equipment and devices and their use, and

	456. aktiviranje, zaustavitev in prekinitev sistemskih storitev in beleženja zapisov.
	457. 
	10. The activation, shutdown and interruption of system solutions and keeping of logs.

	(3) Dnevniški zapisi iz prejšnjega odstavka morajo biti hranjeni na način, ki zagotavlja njihovo avtentičnost, celovitost, razpoložljivost in zaupnost. Bistveni in pomembni subjekti zagotovijo, da imajo vsi sistemi sinhronizirane časovne vire, da se za presojo dogodkov lahko izvede korelacija dnevniških zapisov med sistemi.
	
	(3) The log files from the preceding paragraph must be kept in a way that ensures their authenticity, integrity, availability and confidentiality. Essential and important entities shall ensure that all systems have synchronised time sources enabling a correlation of log files between the systems for the assessment of events.

	(4) Bistveni in pomembni subjekti zagotavljajo ohranjanje dnevniških zapisov iz prvega odstavka tega člena za najmanj šest mesecev, lahko pa tudi za daljše obdobje, kadar iz analize obvladovanja tveganj in ocene sprejemljive ravni tveganj izhaja, da bi bilo tveganja ustrezno obvladovati z daljšo hrambo dnevniških zapisov.
	
	(4) Essential and important entities shall ensure the keeping of log files from paragraph one of this Article for at least six months or longer when the risk management analysis and the assessment of the acceptable risk level show that risks should be managed by the longer keeping of log files.

	(5) Ohranjanje dnevniških zapisov bistvenih subjektov, ki so na podlagi zakona, ki ureja kritično infrastrukturo, določeni kot kritični subjekti, se zagotavlja na ozemlju Republike Slovenije, druga kopija pa se lahko zagotavlja na ozemlju države članice EU.
	
	(5) The keeping of log files of essential entities that are designated as critical entities pursuant to the Act governing critical infrastructure shall be ensured in the territory of the Republic of Slovenia and a backup may be kept in the territory of an EU Member State.

	(6) Ne glede na prejšnji odstavek lahko subjekti s področja sektorjev digitalne infrastrukture, bančništva in infrastrukture finančnega trga zagotovijo ohranjanje dnevniških zapisov v celoti na ozemlju države članice EU, ob upoštevanju predpisov s področja varstva osebnih podatkov ter na podlagi ocene tveganj opredeljenih in uvedenih sorazmernih varnostnih kontrol pa tudi zunaj ozemlja držav članic EU.
	
	(6) Notwithstanding the preceding paragraph, entities in the sectors of digital infrastructure, banking and financial market infrastructure may ensure the keeping of log files fully in the territory of an EU Member State, taking into consideration personal data protection regulations and, based on the risk assessment of defined and implemented proportionate security controls, also outside the territory of EU Member States.

	(7) Ne glede na peti odstavek tega člena se dnevniški zapisi ključnih delov nacionalnega varnostnega sistema hranijo le na ozemlju Republike Slovenije.
	
	(7) Notwithstanding paragraph five of this Article, the log files of key parts of the national security system shall only be kept in the territory of the Republic of Slovenia.

	(8) Ne glede na prejšnji odstavek lahko ministrstvo, pristojno za zunanje zadeve, hranjenje dnevniških zapisov zagotavlja tudi na diplomatskih predstavništvih in konzulatih Republike Slovenije v tujini.
	
	(8) Notwithstanding the preceding paragraph, the ministry responsible for foreign affairs may also ensure the keeping of log files at diplomatic representations and consular posts of the Republic of Slovenia abroad.

	(9) Ne glede na drugi odstavek tega člena bistveni in pomembni subjekti, ki so ponudniki storitev DNS, registri TLD imen, ponudniki storitev računalništva v oblaku, ponudniki storitev podatkovnih centrov, ponudniki omrežij za dostavo vsebine, ponudniki upravljanih storitev, ponudniki upravljanih varnostnih storitev, ponudniki spletnih tržnic, spletnih iskalnikov in platform za storitve družbenega mreženja in ponudniki storitev zaupanja, glede obsega dnevniških zapisov upoštevajo določbe o spremljanju in vodenju dnevnikov iz izvedbenega akta Evropske komisije iz prvega pododstavka petega odstavka 21. člena Direktive 2022/2555/EU.
	
	(9) Notwithstanding paragraph two of this Article, essential and important entities that are DNS service providers, TLD name registries, cloud computing service providers, data centre service providers, content delivery network providers, managed service providers, managed security service providers, providers of online marketplaces, of online search engines and of social networking services platforms and trust service providers shall consider the provisions of monitoring and keeping logs from the implementing act of the European Commission referred to in subparagraph 1 of paragraph five of Article 21 of Directive 2022/2555/EU regarding the scope of log files.

	25. člen
	
	Article 25

	(ocena in samoocena skladnosti)
	
	(Compliance assessment and self-assessment)

	(1) Bistveni subjekti morajo oceno skladnosti izvajati najmanj enkrat na dve leti ali v primeru pojava pomembnega incidenta. Ocena skladnosti se izvaja kot revizija skladnosti s predpisi s področja informacijske varnosti ali v okviru notranje revizije, ki se izvaja na podlagi drugih predpisov in vključuje področje informacijske varnosti iz tega zakona in na podlagi tega zakona izdanih podzakonskih predpisov ali izvedbenih aktov Evropske komisije. Oceno skladnosti lahko v okviru notranje revizije poleg revizorjev informacijskih sistemov izvajajo tudi notranji revizorji v sodelovanju z veščakom za informacijsko tehnologijo, ki je posameznik oziroma posameznica ali organizacija, ki ima izkazano poglobljeno strokovno znanje na področju informacijsko-komunikacijskih tehnologij, katerega ali katere delo revizor uporabi kot strokovno pomoč pri pridobivanju zadostnih in ustreznih revizijskih dokazov. Revizor informacijskih sistemov ali notranji revizor pripravi poročilo o izvedeni oceni skladnosti.
	
	(1) Essential entities must conduct a compliance assessment at least every two years or in the event of a significant incident. The compliance assessment shall be conducted as an audit of compliance with information security regulations or as part of an internal audit conducted based on other regulations, and shall encompass the area of information security from this Act and implementing regulations issued on the basis of this Act or implementing acts of the European Commission. In addition to information system auditors, a compliance assessment conducted as part of an internal audit may also be carried out by internal auditors in cooperation with an information technology expert that is an individual or organisation with demonstrated information and communications technology expertise, whose work shall be used by the auditor as professional assistance in obtaining sufficient and appropriate audit evidence. The information system auditor or internal auditor shall draw up a report on the conducted compliance assessment.

	(2) Če poročilo o izvedeni oceni skladnosti iz prejšnjega odstavka vsebuje ugotovitve neskladnosti in priporočila revizorja informacijskih sistemov za njihovo odpravo, bistveni subjekt pripravi načrt za odpravo ugotovljenih neskladnosti, določi način njihove odprave in roke za izvedbo.
	
	(2) If the report on the conducted compliance assessment from the preceding paragraph contains findings of non-compliance and recommendations of the information system auditor to remedy them, the essential entity shall prepare a plan to remedy the established non-compliance, determine the manner to remedy them and the time limits to do so.

	(3) Pomembni subjekti izvedejo samooceno skladnosti najmanj enkrat na dve leti ali v primeru pojava pomembnega incidenta. Samoocena skladnosti se izvede na način, da se dokumentirano preverita skladnost pomembnega subjekta z njegovo varnostno dokumentacijo in izvajanje ukrepov za obvladovanje tveganj za kibernetsko varnost. Samoocena skladnosti se lahko izvede tudi v okviru notranje revizije.
	
	(3) Important entities shall conduct a compliance self-assessment at least every two years or in the event of a significant incident. Compliance self-assessment shall be conducted so as to carry out a documented check of the important entity’s compliance with its security documents and the implementation of cybersecurity risk management measures. The compliance self-assessment may also be conducted as part of an internal audit.

	(4) Če je iz rezultatov opravljene samoocene skladnosti razvidno, da pomembni subjekt izpolnjuje zahteve, predpisane s tem zakonom, ta sestavi izjavo o skladnosti, pri čemer ta vsebuje potrebne elemente samoocenjevanja skladnosti, ki omogočajo izvedbo ponovljivosti opravljene ocene.
	
	(4) If, based on the results of the conducted compliance self-assessment, the important entity meets the requirements prescribed by this Act, it shall compile a declaration of compliance containing the necessary elements of compliance self-assessment that enable the assessment to be repeated.

	(5) Če je iz rezultatov opravljene samoocene skladnosti razvidno, da pomembni subjekt ne izpolnjuje predpisanih zahtev, ta sestavi izjavo o ugotavljanju neskladnosti, v kateri navede ugotovljene neskladnosti in način njihove odprave z roki za izvedbo.
	
	(5) If, based on the results of the conducted compliance self-assessment, the important entity fails to meet the prescribed requirements, it shall compile a statement of non-compliance specifying the established non-compliance and the manner to remedy them with the time limits to do so.

	26. člen
	
	Article 26

	(obveza predložitve podatkov in informacij)
	
	(Obligation to submit data and information)

	(1) Bistveni in pomembni subjekti morajo pristojnemu nacionalnemu organu na podlagi pisne zahteve predložiti podatke in informacije, ki jih ta potrebuje za izvajanje svojih pristojnosti po tem zakonu, in sicer v roku, ki ga določi v svoji pisni zahtevi.
	
	(1) Based on a written request, essential and important entities must provide the national competent authority with the data and information required to exercise its competences under this Act, namely within the time limit set in its written request.

	(2) Zahtevani podatki in informacije morajo biti sorazmerni namenu, za katerega bodo uporabljeni. Pristojni nacionalni organ mora v zahtevi navesti namen uporabe zahtevanih podatkov in informacij.
	
	(2) The data and information requested must be proportionate to the purpose for which they will be used. The national competent authority must state in the request the purpose of use of the data and information requested.

	(3) Če pristojni nacionalni organ zahteva podatke in informacije, ki so pri subjektih iz prvega odstavka tega člena opredeljeni kot tajni ali kot poslovna skrivnost ali druga oblika varovanih podatkov, se za predložitev takšnih podatkov in informacij pristojnemu nacionalnemu organu uporabljajo izključno varne komunikacijske poti.
	
	(3) If the national competent authority requests data and information that are defined as classified, as a business secret or another type of protected information by the entities from paragraph one of this Article, the submission of such data and information to the national competent authority shall be carried out only via safe communication channels.

	27. člen
	
	Article 27

	(certificiranje)
	
	(Certification)

	(1) Certificiranje za kibernetsko varnost pomeni potrditev, da so bili proizvodi, storitve in postopki IKT ocenjeni v skladu z veljavnimi evropskimi certifikacijskimi shemami za kibernetsko varnost iz izvedbenih aktov Evropske komisije, sprejetimi na podlagi 49. člena Uredbe 2019/881/EU (v nadaljnjem besedilu: evropske certifikacijske sheme za kibernetsko varnost), in da izpolnjujejo v teh shemah določene varnostne zahteve.
	
	(1) Cybersecurity certification shall mean an attestation that ICT products, ICT services and ICT processes have been assessed in accordance with the applicable European cybersecurity certification schemes from the implementing acts of the European Commission adopted based on Article 49 of Regulation 2019/881/EU (hereinafter: European cybersecurity certification schemes) and that they meet the security requirements prescribed by these schemes.

	(2) Pristojni nacionalni organ je pristojni nacionalni certifikacijski organ za kibernetsko varnost iz prvega odstavka 58. člena Uredbe 2019/881/EU.
	
	(2) The national competent national authority shall be the national cybersecurity certification authority from paragraph one of Article 58 of Regulation 2019/881/EU.

	(3) Samoocenjevanje skladnosti, za katero je v celoti odgovoren proizvajalec ali ponudnik proizvodov, storitev ali postopkov IKT, in izdaja izjave EU o skladnosti se izvajata v skladu s 53. členom Uredbe 2019/881/EU.
	
	(3) A conformity self-assessment, which shall be the sole responsibility of the manufacturer or provider of ICT products, ICT services or ICT processes, and the issuing of an EU statement of conformity shall be carried out in accordance with Article 53 of Regulation 2019/881/EU.

	(4) Naloge nacionalnega akreditacijskega organa iz Uredbe 2019/881/EU v Republiki Sloveniji opravlja javni zavod Slovenska akreditacija, ta tudi akreditira organe za ugotavljanje skladnosti, ki izpolnjujejo pogoje iz navedene uredbe.
	
	(4) The tasks of the national accreditation body from Regulation 2019/881/EU in the Republic of Slovenia shall be performed by the public institute Slovenian Accreditation, which also accredits conformity assessment bodies that meet the conditions from the regulation in question.

	(5) Organ za ugotavljanje skladnosti v Republiki Sloveniji se določi po postopku in na način iz IV. poglavja Zakona o tehničnih zahtevah za proizvode in o ugotavljanju skladnosti (Uradni list RS, št. 17/11 in 29/23), pri čemer ta organ izpolnjuje zahteve po prej navedenem zakonu in dodatne zahteve iz priloge Uredbe 2019/881/EU.
	
	(5) The conformity assessment body in the Republic of Slovenia shall be determined based on the procedure and in the manner specified in Chapter IV of the Technical Requirements for Products and Conformity Assessment Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 17/11 and 29/23). The body in question shall meet the requirements under the relevant Act and the additional requirements from the Annex to Regulation 2019/881/EU.

	(6) Organ za ugotavljanje skladnosti iz prejšnjega odstavka lahko na podlagi Uredbe 2019/881/EU izda evropski certifikat kibernetske varnosti, ki se nanaša na osnovno ali znatno raven zanesljivosti, in to na podlagi meril, vključenih v evropsko certifikacijsko shemo za kibernetsko varnost.
	
	(6) Pursuant to Regulation 2019/881/EU, the conformity assessment body from the preceding paragraph may issue a European cybersecurity certificate relating to basic or substantial assurance level based on the criteria included in the European cybersecurity certification scheme.

	(7) Ne glede na prejšnji odstavek je v primeru, ko evropska certifikacijska shema za kibernetsko varnost določa, da lahko evropske certifikate kibernetske varnosti izdajajo izključno javni organi, za izdajo takšnih certifikatov v Republiki Sloveniji pristojen organ za ugotavljanje skladnosti iz petega odstavka tega člena, če je ta organ subjekt javnega prava. Če takšnega organa ni, je za izdajo teh certifikatov pristojen nacionalni certifikacijski organ za kibernetsko varnost.
	
	(7) Notwithstanding the preceding paragraph, when the European cybersecurity certification scheme provides that European cybersecurity certificates may be issued only by public bodies, the issuing of such certificates in the Republic of Slovenia shall fall within the competence of the conformity assessment body from paragraph five of this Article if this body is an entity governed by public law. If such a body does not exist, the issuing of such certificates shall fall within the competence of the national cybersecurity certification authority.

	(8) Kadar evropska certifikacijska shema za kibernetsko varnost zahteva visoko raven zanesljivosti, lahko v Republiki Sloveniji evropski certifikat kibernetske varnosti na podlagi te sheme izda nacionalni certifikacijski organ za kibernetsko varnost.
	
	(8) When the European cybersecurity certification scheme requires a high assurance level, the European cybersecurity certificate in the Republic of Slovenia based on this scheme may be issued by the national cybersecurity certification authority.

	(9) Ne glede na sedmi in osmi odstavek tega člena lahko evropski certifikat kibernetske varnosti izda organ za ugotavljanje skladnosti, če nacionalni certifikacijski organ za kibernetsko varnost to predhodno odobri za vsak posamezni evropski certifikat kibernetske varnosti posebej ali na podlagi splošnega prenosa naloge izdajanja takih evropskih certifikatov kibernetske varnosti na organ za ugotavljanje skladnosti.
	
	(9) Notwithstanding paragraphs seven and eight of this Article, the European cybersecurity certificate may be issued by the conformity assessment body upon the prior approval of the national cybersecurity certification authority for each individual European cybersecurity certificate or based on the general transfer of the task of issuing such European cybersecurity certificates to the conformity assessment body.

	(10) Nacionalni certifikacijski organ za kibernetsko varnost lahko na podlagi predhodnega soglasja vlade prenese pooblastilo za izdajanje evropskih certifikatov kibernetske varnosti za visoko raven zanesljivosti iz svoje pristojnosti tudi na pristojni nacionalni certifikacijski organ za kibernetsko varnost druge države članice Evropske unije. V tem primeru nacionalni certifikacijski organ odloči o priznanju tako izdanega evropskega certifikata kibernetske varnosti za visoko raven zanesljivosti.
	
	(10) Upon the prior approval of the Government, the national cybersecurity certification authority may transfer the authorisation to issue European cybersecurity certifications for a high assurance level within its competence also to the competent national cybersecurity certification authority of another EU Member State. In this case, the national certification authority shall decide on the recognition of such European cybersecurity certificate for a high assurance level.

	(11) Nacionalni certifikacijski organ za kibernetsko varnost odloča o vlogah za priznanje evropskega certifikata kibernetske varnosti, ki ga imajo fizične ali pravne osebe in so podale vlogo za takšno priznanje v Republiki Sloveniji. Poleg tega lahko z odločbo prekliče evropski certifikat kibernetske varnosti, ki ga izda pristojni organ iz šestega, sedmega ali desetega odstavka tega člena, kadar tak certifikat ni v skladu z Uredbo 2019/881/EU ali z evropskimi certifikacijskimi shemami za kibernetsko varnost, sprejetimi na podlagi 49. člena Uredbe 2019/881/EU.
	
	(11) The national cybersecurity certification authority shall decide on applications for the recognition of a European cybersecurity certificate held by natural or legal persons that filed an application for such recognition in the Republic of Slovenia. Furthermore, it may adopt a decision revoking the European cybersecurity certificate issued by the competent authority from paragraph six, seven or ten of this Article when such a certificate in incompliant with Regulation 2019/881/EU or the European cybersecurity certification schemes adopted on the basis of Article 49 of Regulation 2019/881/EU.

	(12) Fizične in pravne osebe, ki so stranke ali stranski udeleženci postopka iz šestega, sedmega ali osmega odstavka tega člena, lahko pri organu, pristojnem za izdajo evropskega certifikata kibernetske varnosti, vložijo pritožbo zoper evropski certifikat kibernetske varnosti ali zoper molk organa. Kadar se pritožba nanaša na evropski certifikat kibernetske varnosti, ki ga je izdal organ za ugotavljanje skladnosti v skladu s sedmim odstavkom tega člena, se takšna pritožba vloži pri nacionalnem certifikacijskem organu za kibernetsko varnost.
	
	(12) Natural and legal persons that are parties to or interveners in the procedure from paragraph six, seven or eight of this Article may file an appeal against a European cybersecurity certificate or in case of administrative silence with the authority responsible for issuing the European cybersecurity certificate. When the appeal pertains to a European cybersecurity certificate issued by the authority to establish compliance with paragraph seven of this Article, such appeal shall be filed with the national cybersecurity certification authority.

	(13) Organ, pri katerem je bila vložena pritožba, preizkusi vsebino pritožbe in obvesti pritožnika o poteku postopka ali o odstopu pritožbe v reševanje nacionalnemu certifikacijskemu organu za kibernetsko varnost, ki odloči o pritožbi. Zoper odločbo pritožbenega organa je dovoljen upravni spor.
	
	(13) The authority with which an appeal was filed shall examine the contents of the appeal notify the appellant that proceedings are underway or that the appeal was transmitted to the national cybersecurity certification authority to decide on the appeal. An administrative dispute shall be permitted against the decision of the appellate authority.

	(14) Kadar na podlagi sedmega ali osmega odstavka tega člena o izdaji evropskega certifikata kibernetske varnosti odloča nacionalni certifikacijski organ za kibernetsko varnost, je zoper evropski certifikat kibernetske varnosti ali zoper molk organa dovoljen upravni spor.
	
	(14) When the national cybersecurity certification authority decides on the issuing of a European cybersecurity certificate pursuant to paragraph seven or eight of this Article, an administrative dispute shall be permitted against a European cybersecurity certificate or in case of administrative silence.

	(15) Sodno varstvo iz trinajstega in štirinajstega odstavka tega člena vključuje tudi nepravilno izdajo, opustitev izdaje ali priznanje evropskega certifikata kibernetske varnosti, ki ga imajo fizične ali pravne osebe, ki so stranke ali stranski udeleženci postopka, in molk organa.
	
	(15) Judicial protection from paragraph thirteen or fourteen of this Article shall also include an incorrectly issued European cybersecurity certificate or failure to issue or recognise a European cybersecurity certificate held by natural or legal persons that are parties to or interveners in the procedure, and administrative silence.

	(16) Za obvladovanje tveganj za varnost omrežij in informacijskih sistemov bistveni in pomembni subjekti pri izvajanju ukrepov iz 22. člena tega zakona prednostno uporabljajo kvalificirane storitve zaupanja in tiste proizvode, storitve ali postopke IKT, ki so jih razvili bistveni ali pomembni subjekti ali so bili kupljeni pri drugih subjektih in so certificirani na podlagi evropskih certifikacijskih shem za kibernetsko varnost, sprejetih na podlagi 49. člena Uredbe 2019/881/EU.
	
	(16) To manage risks related to the security of network and information systems, essential and important entities shall give priority in the implementation of measures from Article 22 of this Act to qualified trust services and those ICT products, ICT services and ICT procedures that were developed by essential or important entities or were bought from other entities and are certified on the basis of European cybersecurity certification schemes adopted pursuant to Article 49 of Regulation 2019/881/EU.

	28. člen
	
	Article 28

	(standardizacija)
	
	(Standardisation)

	(1) Bistveni in pomembni subjekti za zagotovitev skladnega izvajanja ukrepov iz 21. in 22. člena tega zakona v največji možni meri in skladno z najboljšimi razpoložljivimi praksami ter tudi priporočili in smernicami agencije ENISA uporabljajo evropske in mednarodne standarde in tehnične specifikacije, ki obravnavajo varnost omrežnih in informacijskih sistemov.
	
	(1) To ensure the consistent implementation of measures from Articles 21 and 22 of this Act, essential and important entities shall, to the greatest extent possible and in accordance with the best available practices as well as ENISA recommendations and guidelines, use of European and international standards and technical specifications concerning the security of network and information systems.

	(2) Pristojni nacionalni organ na osrednjem spletnem mestu državne uprave objavlja ustrezne informacije o evropskih in mednarodnih standardih in tehničnih specifikacijah, ki obravnavajo varnost omrežnih in informacijskih sistemov iz prejšnjega odstavka, ter ozavešča zavezance glede njihove uporabe.
	
	(2) The national competent authority shall publish on the central website of the state administration relevant information on European and international standards and technical specifications concerning the security of network and information systems from the preceding paragraph, and raise the awareness of their use among liable entities.

	(3) Za nadgradnjo ravni kibernetske varnosti bistvenih in pomembnih subjektov regulativni organi ali nadzorniki, ki so pristojni za sektorje iz Prilog 1 in 2 tega zakona, na osrednjem spletnem mestu državne uprave objavljajo tehnično specifične industrijske standarde in tehnične specifikacije, ki se štejejo kot priporočila.
	
	(3) For upgrading the level of the cybersecurity of essential and important entities, regulatory or supervisory bodies responsible for the sectors from Annexes 1 and 2 of this Act shall publish on the central website of the state administration technically specific industrial standards and technical specifications considered as recommendations.

	29. člen
	
	Article 29

	(obveznost priglašanja in obveščanja)
	
	(Obligation to notify and provide information)

	(1) Bistveni in pomembni subjekti pristojni skupini CSIRT nemudoma v skladu s prvim in drugim odstavkom 30. člena tega zakona in nacionalnim načrtom odzivanja iz drugega odstavka 12. člena tega zakona priglasijo vse incidente, ki imajo pomemben vpliv na zagotavljanje njihovih storitev. Pri tem se incident šteje za pomembnega (v nadaljnjem besedilu: pomemben incident), če:
	
	(1) In accordance with paragraphs one and two of Article 30 of this Act and the national response plan from paragraph two of Article 12 of this Act, essential and important entities shall notify the competent CSIRT of any incidents that have a significant impact on the provision of their services. An incident shall be considered to be significant (hereinafter: significant incident) if:

	· je zadevnemu subjektu povzročil ali bi mu lahko povzročil resne operativne motnje pri opravljanju storitev ali finančne izgube ali
	· 
	· It has caused or is capable of causing severe operational disruption of the services or financial loss for the entity concerned, or

	· je vplival ali bi lahko vplival na druge fizične ali pravne osebe s povzročitvijo precejšnje premoženjske ali nepremoženjske škode.
	· 
	· It has affected or is capable of affecting other natural or legal persons by causing considerable material or non-material damage.

	(2) Bistveni in pomembni subjekti pri vrednotenju pomembnosti incidenta upoštevajo prizadetost omrežnih in informacijskih sistemov, zlasti njihov pomen pri zagotavljanju storitev subjekta, resnost in tehnične značilnosti kibernetske grožnje in njenega vpliva na uporabnike, ranljivosti, ki se izkoriščajo, in izkušnje subjekta s podobnimi incidenti. Pri priglašanju iz prejšnjega odstavka upoštevajo izvedbene akte Evropske komisije iz prvega pododstavka enajstega odstavka 23. člena Direktive 2022/2555/EU, s katerimi ta podrobneje določi vrsto informacij, obliko in postopek priglasitve ter prostovoljne priglasitve in obvestila.
	
	(2) In assessing the significance of the incident, essential and important entities shall consider the extent of damage to the network and information systems, particularly their importance to providing the entity’s services, the severity and technical characteristics of the cyber threat and its impact on the users, the vulnerabilities being exploited and the entity’s experience with similar incidents. The notifications from the preceding paragraph shall be subject to the implementing acts of the European Commission from subparagraph 1 of paragraph eleven of Article 23 of Directive 2022/2555/EU specifying the type of information, the format and the procedure of notification as well as voluntary notification and provision of information.

	(3) Ponudniki storitev DNS, registri TLD imen, ponudniki storitev računalništva v oblaku, ponudniki storitev podatkovnih centrov, ponudniki omrežij za dostavo vsebine, ponudniki upravljanih storitev, ponudniki upravljanih varnostnih storitev in ponudniki spletnih tržnic, spletnih iskalnikov in platform za storitve družbenega mreženja pri priglašanju iz prejšnjega odstavka upoštevajo izvedbene akte Evropske komisije iz drugega pododstavka enajstega odstavka 23. člena Direktive 2022/2555/EU, v katerih so zanje podrobneje določeni posamezni primeri, ko se incident šteje za pomembnega.
	
	(3) In notifications from the preceding paragraph, DNS service providers, TLD name registries, cloud computing service providers, data centre service providers, content delivery network providers, managed service providers, managed security service providers, providers of online marketplaces, of online search engines and of social networking services platforms shall consider the implementing acts of the European Commission referred to in subparagraph 2 of paragraph eleven of Article 23 of Directive 2022/2555/EU specifying individual cases where incidents are considered significant.

	(4) Bistveni in pomembni subjekti iz prvega odstavka tega člena, ki niso subjekti iz prejšnjega odstavka, upoštevajo izvedbene akte Evropske komisije iz drugega pododstavka enajstega odstavka 23. člena Direktive 2022/2555/EU. Če Evropska komisija takšnih izvedbenih aktov ne sprejme, se za te subjekte upošteva metodologija za določitev pomembnosti incidenta, kot je opredeljena v nacionalnem načrtu odzivanja.
	
	(4) The essential and important entities from paragraph one of this Article that are not the entities from the preceding paragraph shall be subject to the implementing acts of the European Commission from subparagraph 2 of paragraph eleven of Article 23 of Directive 2022/2555/EU. Should the European Commission not adopt such implementing acts, these entities shall be subject to the methodology laid down in the national response plan to determine the significance of the incident.

	(5) Bistveni in pomembni subjekti pristojni skupini CSIRT sporočijo vse potrebne informacije, da ta ugotovi čezmejni vpliv pomembnega incidenta. V primeru pomembnega čezmejnega ali medsektorskega pomembnega incidenta se ustrezna informacija pravočasno sporoči enotni kontaktni točki v skladu s 30. členom tega zakona.
	
	(5) Essential and important entities shall provide the competent CSIRT with all the necessary information for it to determine the cross-border impact of a significant incident. In the event of a significant cross-border or cross-sectoral incident, the relevant information shall be communicated in due time to the single point of contact in accordance with Article 30 of this Act.

	(6) Bistveni in pomembni subjekti uporabnike svojih storitev nemudoma obvestijo o pomembnih incidentih iz prvega odstavka tega člena, ki bodo verjetno negativno vplivali na zagotavljanje teh storitev.
	
	(6) Essential and important entities shall immediately notify the users of their services of significant incidents from paragraph one of this Article that are likely to adversely affect the provision of those services.

	(7) Bistveni in pomembni subjekti nemudoma uporabnikom svojih storitev, ki bi jih pomembna kibernetska grožnja lahko prizadela, sporočijo vse ukrepe ali sredstva, ki jih lahko ti uporabniki sprejmejo v odziv na to grožnjo. Zadevne uporabnike obvestijo tudi o zadevni pomembni kibernetski grožnji.
	
	(7) Essential and important entities shall immediately inform the users of their services who may be affected by a significant cyber threat of any measures or remedies available to them in response to that threat. The entities shall also inform those users of the significant cyber threat itself.

	(8) Ne glede na šesti in sedmi odstavek tega člena bistveni in pomembni subjekti ne obveščajo uporabnikov svojih storitev v primerih, v katerih bi bilo takšno obveščanje v nasprotju z drugim ali tretjim odstavkom 4. člena tega zakona, in v primerih, v katerih jim takšno navodilo dá pristojna skupina CSIRT ali pristojni nacionalni organ, ker bi razkritje podatkov lahko škodilo preiskavi incidenta ali nacionalni varnosti.
	
	(8) Notwithstanding paragraphs six and seven of this Article, essential and important entities shall not notify the users of their services when such notification would be in contravention of paragraph two or three of Article 4 of this Act and when so instructed by the competent CSIRT or the national competent authority as the disclosure of information could compromise the investigation or national security.

	(9) Bistveni in pomembni subjekti, ki delujejo v sistemih, ki spadajo med ključne dele nacionalnega varnostnega sistema, izvajajo obveznosti iz tega člena ob upoštevanju obdelave informacij in podatkov, ki so predmet nacionalne varnosti v skladu s področnimi predpisi.
	
	(9) Essential and important entities that are part of systems representing the key parts of the national security system shall fulfil the obligations from this Article by taking into account the processing of national security information and data in accordance with the relevant regulations.

	(10) Incidenti v informacijsko-komunikacijskih sistemih, določenih s predpisi, ki urejajo tajne podatke, se štejejo za pomembne incidente po tem zakonu in jih nacionalni varnostni organ iz zakona, ki ureja tajne podatke, na način iz prvega odstavka 30. člena tega zakona priglasi pristojnemu nacionalnemu organu.
	
	(10) Incidents in information and communication systems stipulated in regulations governing classified information shall be considered significant incidents under this Act and shall be notified by the national security authority from the Act governing classified information in the manner referred to in paragraph one of Article 30 of this Act to the national competent authority.

	30. člen
	
	Article 30

	(postopek priglasitve pomembnih incidentov)
	
	(The procedure of notification of significant incidents)

	(1) Bistveni in pomembni subjekti za priglasitev pomembnih incidentov iz prvega odstavka prejšnjega člena pristojni skupini CSIRT predložijo:
	
	(1) In notifying significant incidents from paragraph one of the preceding Article, essential and important entities shall submit to the competent CSIRT:

	458. nemudoma, najpozneje pa v 24 urah po zaznavi pomembnega incidenta, zgodnje sporočilo, iz katerega je po potrebi razvidno, ali je bil pomemben incident domnevno povzročen z nezakonitim ali zlonamernim dejanjem in ali bi lahko imel čezmejni vpliv;
	459. 
	1. Immediately and in any event within 24 hours of detecting a significant incident, an early message indicating, if necessary, whether the significant incident was allegedly caused by unlawful or malicious acts and whether it is likely to have a cross-border impact;

	460. nemudoma, najpozneje pa v 72 urah po zaznavi pomembnega incidenta, priglasitev incidenta, s katero se po potrebi posodobijo informacije iz prejšnje točke in se navede začetna ocena pomembnega incidenta, vključno z njegovo resnostjo in vplivom, ter kadar so na voljo, kazalniki ogroženosti;
	461. 
	2. Immediately and in any event within 72 hours of detecting a significant incident, an incident notification updating, if necessary, the information from the preceding point and indicating an initial assessment of the significant incident, including its severity and impact, as well as indicators of compromise, where available;

	462. na zahtevo skupine CSIRT vmesno poročilo o ustreznih posodobitvah stanja;
	463. 
	3. Upon the request of the CSIRT, an intermediate report on relevant status updates;

	464. končno poročilo, in to najpozneje v enem mesecu po predložitvi priglasitve incidenta iz 2. točke tega odstavka, ki vključuje:
	465. 
	4. A final report, not later than one months after the notification of the incident from point 2 of this paragraph, including:

	podroben opis incidenta, vključno z njegovo resnostjo in vplivom,
	
	A detailed description of the incident, including its severity and impact,

	vrsto grožnje ali temeljnega vzroka, ki je verjetno povzročil incident,
	
	The type of threat or root cause that is likely to have triggered the incident,

	izvedene blažilne ukrepe in take ukrepe, ki se izvajajo, in
	
	Applied and ongoing mitigation measures, and

	po potrebi čezmejni vpliv incidenta.
	
	Where applicable, the cross-border impact of the incident.

	466. v primeru pomembnega incidenta, ki ob predložitvi končnega poročila iz prejšnje točke še vedno poteka, priglasitveni subjekt predloži poročilo o napredku, končno poročilo pa najpozneje en mesec po rešitvi incidenta.
	
	5. In the event of an ongoing significant incident at the time of the submission of the final report referred to in the preceding point, the notifying entity shall provide a progress report and a final report within one month of the handling of the incident.

	(2) Ne glede na 2. točko prejšnjega odstavka mora ponudnik storitev zaupanja v zvezi s pomembnimi incidenti, ki vplivajo na zagotavljanje njegovih storitev, o tem nemudoma, najpozneje pa v 24 urah po zaznavi pomembnega incidenta, priglasi incident pristojni skupini CSIRT.
	
	(2) Notwithstanding point 2 of the preceding paragraph, a trust service provider shall, with regard to significant incidents that have an impact on the provision of its services, notify the competent CSIRT immediately and in any event within 24 hours of detecting the significant incident.

	(3) Pristojna skupina CSIRT nemudoma in po možnosti v 24 urah po prejemu zgodnjega sporočila iz 1. točke prvega odstavka tega člena odgovori priglasitvenemu subjektu, vključno z začetnimi povratnimi informacijami o pomembnem incidentu in na zahtevo priglasitvenega subjekta z usmeritvami ali operativnim nasvetom glede izvajanja morebitnih blažilnih ukrepov. Ob tem brez nepotrebnega odlašanja s priglasitvijo seznani pristojni nacionalni organ in ga obvešča o opravljenih aktivnostih. Na zahtevo zadevnega subjekta zagotovi dodatno tehnično podporo. Kadar obstajajo razlogi za sum, da ima incident znake kaznivega dejanja, zagotovi tudi usmeritve o poročanju o pomembnih incidentih organom kazenskega pregona.
	
	(3) The competent CSIRT shall provide, immediately and where possible within 24 hours of receiving the early message referred to in point 1 of paragraph one of this Article, a response to the notifying entity, including initial feedback on the significant incident and, upon request of the notifying entity, guidance or operational advice on the implementation of possible mitigation measures. It shall notify, without undue delay, the national competent authority, thereof and keep it up to date with ongoing activities. Upon the request of the relevant entity, it shall provide additional technical support. Where the incident is suspected to be of criminal nature, it shall also provide guidance on reporting the significant incident to law enforcement authorities.

	(4) V primeru pomembnega čezmejnega ali medsektorskega pomembnega incidenta pristojna skupina CSIRT nemudoma zagotovi pristojnemu nacionalnemu organu priglašene informacije o incidentu iz prvega odstavka tega člena. Kadar pristojni nacionalni organ ali skupina CSIRT meni, da je to potrebno, zlasti kadar pomemben incident zadeva dve ali več držav članic Evropske unije, enotna kontaktna točka na zahtevo nemudoma o pomembnem incidentu obvesti enotne kontaktne točke drugih prizadetih držav članic in agencijo ENISA. To obvestilo vključuje vrsto informacij, prejetih v skladu s prvim odstavkom tega člena. Pri tem enotna kontaktna točka zaščiti varnost in poslovne interese zavezanca ter zaupnost predloženih informacij, ki jih ta zagotovi v svoji priglasitvi.
	
	(4) In the event of a significant cross-border or cross-sectoral incident, the competent CSIRT shall immediately provide the national competent authority with the notified incident information from paragraph one of this Article. Where the national competent authority or the CSIRT deems it necessary, in particular where the significant incident concerns two or more EU Member States, the single point of contact shall, upon request, immediately inform the single points of contact of other affected Member States and ENISA of the significant incident. Such information shall include the type of information received in accordance with paragraph one of this Article. In so doing, the single point of contact shall preserve the entity’s security and commercial interests as well as the confidentiality of the information provided in its notification.

	(5) Enotna kontaktna točka vsake tri mesece predloži zbirno poročilo agenciji ENISA, vključno z anonimiziranimi in zbirnimi podatki o incidentih, pomembnih kibernetskih grožnjah in skorajšnjih incidentih, priglašenih v skladu s prvim odstavkom tega člena in 35. členom tega zakona.
	
	(5) The single point of contact shall submit to ENISA every three months a summary report, including anonymised and aggregated data on incidents, significant cyber threats and near misses notified in accordance with paragraph one of this Article and Article 35 of this Act.

	(6) Kadar je ozaveščenost javnosti potrebna za preprečitev pomembnega incidenta ali obravnavo pomembnega incidenta, ki še poteka, ali kadar je razkritje pomembnega incidenta kako drugače v javnem interesu, pristojni nacionalni organ po posvetovanju z zadevnim zavezancem obvesti javnost o pomembnem incidentu ali zahteva, da to stori zavezanec. Predlog za takšno obveščanje lahko pristojnemu nacionalnemu organu poda tudi pristojna skupina CSIRT.
	
	(6) Where public awareness is necessary to prevent a significant incident or to deal with an ongoing significant incident, or where disclosure of the significant incident is otherwise in the public interest, the national competent authority shall, after consulting the entity concerned, inform the public about the significant incident or require the entity to do so. Providing such information may also be proposed to the national competent authority by the competent CSIRT.

	(7) Kadar je pristojni nacionalni organ prek enotne kontaktne točke obveščen o pomembnem čezmejnem ali medsektorsko pomembnem incidentu, ki ima vpliv tudi v Republiki Sloveniji, lahko po posvetovanju s subjektom, ki je priglasil incident, obvesti javnost o pomembnem incidentu ali zahteva, da to stori zavezanec, tudi kadar je bil incident priglašen v drugi državi članici Evropske unije.
	
	(7) When the national competent authority is notified, via the single point of contact, of a significant cross-border or cross-sectoral incident that also has an impact on the Republic of Slovenia, it may, after consulting the entity that notified the incident, inform the public about the significant incident or require the entity to do so, even when the incident was notified in another EU Member State.

	(8) Pristojni nacionalni organ zagotovi pristojnemu nacionalnemu organu iz zakona, ki ureja kritično infrastrukturo, in zadevnemu nosilcu sektorja kritične infrastrukture iz navedenega zakona informacije o pomembnih incidentih, incidentih, kibernetskih grožnjah in skorajšnjih incidentih, ki so jih v skladu prvim odstavkom 29. člena tega zakona ali pri prostovoljni priglasitvi iz 35. člena tega zakona priglasili bistveni subjekti, ki so identificirani kot kritični subjekti na podlagi predpisov, ki urejajo kritično infrastrukturo.
	
	(8) The national competent authority shall provide the competent national authority from the Act governing critical infrastructure and the relevant critical infrastructure sector operator from the Act in question with information about significant incidents, incidents, cyber threats and near misses that were notified in accordance with paragraph one of Article 29 of this Act or by voluntary notification from Article 35 of this Act by essential entities identified as critical entities pursuant to regulations governing critical infrastructure.

	(9) Pristojna skupina CSIRT o pomembnem incidentu nemudoma obvesti pristojni nacionalni organ. Pristojni nacionalni organ o incidentu, ki bi lahko imel večji medsektorski vpliv oziroma bi lahko ob daljšem trajanju poslabšal stabilnost nacionalne varnosti Republike Slovenije, obvesti Nacionalni center za krizno upravljanje, ustanovljen v skladu z zakonom, ki ureja Vlado Republike Slovenije, in osrednji organ za odzivanje na hibridne grožnje, ob tem lahko obvesti tudi druge pristojne organe, s katerimi sodeluje na nacionalni ravni, v skladu z 18. členom tega zakona.
	
	(9) The competent CSIRT shall immediately notify the national competent authority of the significant incident. The national competent authority shall inform the National Crisis Management Centre established in accordance with the Act governing the Government of the Republic of Slovenia and the central authority for hybrid threat response of any incidents that could have a major cross-sectoral impact undermine the stability of the national security of the Republic of Slovenia if they are of longer duration. In so doing, it may also notify other competent authorities with which it cooperates on the national level in accordance with Article 18 of this Act.

	(10) Priglasitve pomembnih incidentov in medsebojno sodelovanje iz tega člena se izvajajo tudi po namenski digitalni platformi, ki jo vzpostavi pristojni nacionalni organ in po kateri poteka tudi izmenjava informacij med sodelujočimi organi na podlagi drugega odstavka 18. člena tega zakona. Sodelujoči organi imajo dostop do informacij o priglasitvah subjektov, ki so povezane z njihovim področjem dela.
	
	(10) Notifications of significant incidents and mutual cooperation from this Article shall also take place via a dedicated digital platform established by the national competent authority, which is also used for information-sharing between cooperating authorities pursuant to paragraph two of Article 18 of this Act. Cooperating authorities shall have access to information on the notifications of entities associated with their field of work.

	(11) V postopku priglašanja incidentov iz desetega odstavka prejšnjega člena se smiselno uporablja prvi odstavek tega člena.
	
	(11) Paragraph one of this Article shall apply mutatis mutandis to the incident notification procedure from paragraph ten of the preceding Article.

	(12) Pristojni nacionalni organ za namen izvajanja nalog iz tega zakona vodi tudi:
	
	(12) For the purpose of performing the tasks from this Act, the national competent authority shall also maintain:

	· skupen seznam pomembnih incidentov, ki vsebuje podatke iz končnih poročil o incidentih iz tega člena, in
	· 
	· A joint list of significant incidents containing information from the final reports on incidents from this Article, and

	· seznam omrežnih in informacijskih sistemov, delov omrežja in digitalnih oziroma elektronskih komunikacijskih storitev zavezancev, nujnih za nemoteno delovanje države ali za zagotavljanje nacionalne varnosti, ki je varovani podatek pristojnega nacionalnega organa.
	· 
	· A list of network and information systems, parts of the network and digital or electronic communications services of entities, required for the smooth functioning of the state or to safeguard national security, which shall be the protected information of the national competent authority.

	(13) Za namen obravnavanja priglašenih incidentov, izvajanja blažilnih ukrepov, zagotavljanja varnosti omrežja in informacij ter preprečevanja nezakonitih ali zlonamernih dejanj, ki ogrožajo dostopnost, avtentičnost, celovitost in zaupnost informacijskih sistemov, delov omrežja ali podatkov bistvenih in pomembnih subjektov, smeta pristojna skupina CSIRT in pristojni nacionalni organ zbirati in obdelovati naslednje podatke:
	
	(13) For the purpose of handling notified incidents, implementing mitigating measures, ensuring the security of the network and information and preventing unlawful or malicious acts that compromise the accessibility, authenticity, integrity and confidentiality of information systems, parts of the network or information of significant and important entities, the competent CSIRT and the national competent authority may collect and process the following information:

	· ime in priimek osebe,
	· 
	· The person’s name and surname,

	· EMŠO ali rojstni datum,
	· 
	· Personal identification number (EMŠO) or date of birth,

	· elektronski naslov osebe,
	· 
	· The person’s e-mail address,

	· telefonska številka osebe,
	· 
	· The person’s telephone number,

	· IP naslov (statični ali dinamični),
	· 
	· IP Address (static or dynamic),

	· MAC naslov ali podoben identifikator naprave,
	· 
	· MAC address or similar device ID,

	· uporabniško ime in geslo,
	· 
	· Username and password,

	· imena aliasov, psevdonimnih identitet ali drugih vzdevkov, ki jih osebe uporabljajo v spletu
	· 
	· Aliases, pseudonyms or other nicknames that the person uses online,

	· metapodatke datotek (ki lahko vsebujejo npr. podatke o avtorju datoteke, poteh datotek, časovnih conah, jezikovnih nastavitev in drugih podatkov) in
	· 
	· File metadata (that may contain, for example, information about the file author, paths, time zones, language settings and other data) and

	· druge podatke, ki lahko pripomorejo k obravnavi priglašenih incidentov (npr. nize uporabniških agentov, nameščene pisave in vtičnike, identifikatorje piškotkov, naslove kripto denarnic, ipd.).
	· 
	· Other information that may be useful in the handling of notified incidents (e.g. user agent strings, installed fonts and plug-ins, cookie IDs, crypto wallet addresses, etc.)

	Tako pridobljeni osebni podatki se hranijo največ tri leta po preteku koledarskega leta, v katerem so bili pridobljeni, po preteku tega roka pa se izbrišejo oziroma uničijo.
	
	The personal data thus acquired shall be stored for no more than three years after the end of the calendar year in which it was acquired, after which they shall be deleted or destroyed.

	(14) Za izvajanje nalog iz prejšnjega odstavka se smeta seznama iz dvanajstega odstavka tega člena povezovati s seznamom iz četrtega odstavka 8. člena tega zakona.
	
	(14) To perform the tasks from the preceding paragraph, the lists from paragraph twelve of this Article may be connected to the list from paragraph four of Article 8 of this Act.

	V. PRISTOJNOST IN REGISTRACIJA
	
	V. JURISDICTION AND REGISTRATION

	31. člen
	
	Article 31

	(pristojnost in teritorialnost)
	
	(Jurisdiction and territoriality)

	(1) Zavezanci iz 6. člena tega zakona, ki jih je ustanovila Republika Slovenija ali imajo sedež v Republiki Sloveniji, spadajo v pristojnost pristojnega nacionalnega organa in pristojnih skupin CSIRT v skladu s tem zakonom, razen:
	
	(1) Liable entities from Article 6 of this Act established by or in the Republic of Slovenia shall fall under the jurisdiction of the national competent authority and the competent CSIRTs in accordance with this Act, except:

	· ponudnikov javnih elektronskih komunikacijskih omrežij ali ponudnikov javno dostopnih elektronskih komunikacijskih storitev, ki spadajo v pristojnost pristojnih organov države članice Evropske unije, v kateri zagotavljajo svoje storitve, in
	· 
	· providers of public electronic communications networks or providers of publicly available electronic communications services which fall under the jurisdiction of the EU Member State in which they provide their services, and

	· ponudnikov storitev DNS, registrov TLD imen, subjektov, ki opravljajo storitve registracije domenskih imen, ponudnikov storitev računalništva v oblaku, ponudnikov storitev podatkovnih centrov, ponudnikov omrežij za dostavo vsebine, ponudnikov upravljanih storitev, ponudnikov upravljanih varnostnih storitev ter ponudnikov spletnih tržnic, spletnih iskalnikov in platform za storitve družbenega mreženja, ki spadajo v pristojnost pristojnih organov države članice Evropske unije, v kateri imajo glavni sedež v Evropski uniji, v skladu z drugim odstavkom tega člena.
	· 
	· DNS service providers, TLD name registries, entities providing domain name registration services, cloud computing service providers, data centre service providers, content delivery network providers, managed service providers, managed security service providers, as well as providers of online marketplaces, of online search engines or of social networking services platforms which fall under the jurisdiction of the competent authorities of the EU Member State in which they have their main establishment in the EU under paragraph two of this Article.

	(2) Za namene tega zakona se za subjekte iz druge alineje prejšnjega odstavka šteje, da imajo glavni sedež v državi članici Evropske unije, kjer se sprejme večina odločitev v zvezi z ukrepi za obvladovanje tveganj za kibernetsko varnost. Če te države članice Evropske unije ni mogoče določiti ali če se te odločitve ne sprejemajo v Evropski uniji, se šteje, da je glavni sedež v državi članici Evropske unije, kjer se izvajajo operacije v zvezi s kibernetsko varnostjo. Če te države članice Evropske unije ni mogoče določiti, se šteje, da je glavni sedež v državi članici Evropske unije, kjer ima zadevni subjekt sedež z največjim številom zaposlenih v Evropski uniji.
	
	(2) For the purposes of this Act, entities from indent two of the preceding paragraph shall be considered to have their main establishment in the EU Member State where the decisions related to the cybersecurity risk-management measures are predominantly taken. If such an EU Member State cannot be determined or if such decisions are not taken in the EU, the main establishment shall be considered to be in the EU Member State where cybersecurity operations are carried out. If such an EU Member State cannot be determined, the main establishment shall be considered to be in the EU Member State where the entity concerned has the establishment with the highest number of employees in the EU.

	(3) Če subjekt iz druge alineje prvega odstavka tega člena, ki nima sedeža v Evropski uniji, v njej pa zagotavlja takšne storitve, določi sedež svojega predstavnika za Evropsko unijo v Republiki Sloveniji, kjer tudi zagotavlja takšne storitve, spada v pristojnost pristojnega nacionalnega organa in pristojne skupine CSIRT. Predstavnik zastopa subjekt v zvezi z obveznostmi na podlagi tega zakona.
	
	(3) If an entity from indent two of paragraph one of this Article that is not established in the EU, but provides such services in the EU, designates the establishment of its representative for the EU in the Republic of Slovenia, where it also provides such services, it shall fall under the jurisdiction of the national competent authority and the competent CSIRT. The representative shall represent the entity with regard to the obligations under this Act.

	(4) To, da subjekt imenuje predstavnika iz druge alineje prvega odstavka tega člena, ne izključuje možnosti uvedbe sodnih postopkov, ki se v Republiki Sloveniji lahko uvedejo proti subjektu.
	
	(4) The designation of a representative by an entity as referred to in indent 2 of paragraph one shall be without prejudice to legal actions, which could be initiated against the entity in the Republic of Slovenia.

	(5) Če pristojni nacionalni organ prejme zahtevek za medsebojno pomoč na podlagi 51. člena tega zakona v zvezi s subjektom iz druge alineje prvega odstavka tega člena, lahko inšpektor za informacijsko varnost v mejah zahtevka sprejme ustrezne nadzorne in izvršilne ukrepe v zvezi z zadevnim subjektom, ki opravlja storitve ali ima omrežni in informacijski sistem na ozemlju Republike Slovenije.
	
	(5) If the national competent authority receives a request for mutual assistance pursuant to Article 51 of this Act in relation to an entity as referred to in indent 2 of paragraph one of this Article, the information security inspector may, within the limits of that request, take appropriate supervisory and enforcement measures in relation to the entity concerned that provides services or which has a network and information system on the territory of the Republic of Slovenia.

	32. člen
	
	Article 32

	(zbiranje informacij za register ponudnikov storitev pri agenciji ENISA)
	
	(Gathering information for the ENISA registry of service providers)

	(1) Subjekti, ki spadajo v pristojnost pristojnega nacionalnega organa v skladu s prvim odstavkom prejšnjega člena in so ponudniki storitev DNS, registrov TLD imen, registracije domenskih imen ali storitev računalništva v oblaku, storitev podatkovnih centrov, omrežij za dostavo vsebine, upravljanih storitev, upravljanih varnostnih storitev ter spletnih tržnic, spletnih iskalnikov in platform za storitve družbenega mreženja, pristojnemu nacionalnemu organu za olajšanje sodelovanja zavezanih ponudnikov teh storitev s pristojnimi organi pri obvladovanju skorajšnjega incidenta, incidenta ali pomembnega incidenta podajo naslednje informacije:
	
	(1) The entities that fall under the jurisdiction of the national competent authority in accordance with paragraph one of the preceding Article and are DNS service providers, TLD name registries, entities providing domain name registration services, cloud computing service providers, data centre service providers, content delivery network providers, managed service providers, managed security service providers, as well as providers of online marketplaces, of online search engines or of social networking services platforms shall provide the national competent authority, to facilitate cooperation of the liable providers of such services with the competent authorities in managing a near miss, incident or significant incident, with the following information:

	467. ime subjekta,
	468. 
	1. The name of the entity,

	469. ustrezni sektor, podsektor in vrsto subjekta iz Priloge 1 ali 2 tega zakona,
	470. 
	2. The relevant sector, subsector and type of entity referred to in Annex 1 or 2 of this Act,

	471. naslov njegovega glavnega sedeža in njegovih drugih zakonitih sedežev v Evropski uniji ali, če nima sedeža v Evropski uniji, njegovega predstavnika, imenovanega v skladu s tretjim odstavkom prejšnjega člena,
	472. 
	3. The address of the entity’s main establishment and its other legal establishments in the EU or, if not established in the EU, of its representative designated pursuant to paragraph three of the preceding Article,

	473. posodobljene kontaktne podatke, vključno z elektronskimi naslovi in telefonskimi številkami subjekta in po potrebi njegovega zastopnika, imenovanega v skladu s tretjim odstavkom prejšnjega člena,
	474. 
	4. Up-to-date contact details, including email addresses and telephone numbers of the entity and, where applicable, its representative designated pursuant to paragraph three of the preceding Article,

	475. države članice Evropske unije, v katerih subjekt opravlja storitve, ter
	476. 
	5. The EU Member States where the entity provides services, and

	477. bloke subjektu dodeljenih številk avtonomnih sistemov in javnih naslovov IP.
	478. 
	6. The ranges of the entity’s assigned autonomous system numbers and public IPP addresses.

	(2) Subjekti iz prejšnjega odstavka pristojni nacionalni organ obvestijo o vsaki spremembi informacij, ki so jih predložili v skladu s prejšnjim odstavkom. Obvestilo o spremembi predložijo nemudoma ali najpozneje v treh mesecih od datuma spremembe informacij.
	
	(2) The entities referred to in the preceding paragraph shall notify the national competent authority about any changes to the information they submitted under the preceding paragraph. Such notification shall be submitted immediately or within three months of the date of the change.

	(3) Subjekti iz prvega odstavka tega člena predložijo informacije iz prvega in drugega odstavka tega člena pristojnemu nacionalnemu organu prek mehanizma za samoregistracijo zavezancev iz prvega odstavka 8. člena tega zakona.
	
	(3) Entities from paragraph one of this Article shall submit the information referred to in paragraphs one and two of this Article to the national competent authority through the mechanism for the self-registration of liable entities referred to in paragraph one of Article 8 of this Act.

	(4) Pristojni nacionalni organ v vlogi enotne kontaktne točke po prejemu informacij iz prvega in drugega odstavka tega člena, razen informacij iz 6. točke prvega odstavka tega člena, te informacije nemudoma predloži agenciji ENISA.
	
	(4) Upon receipt of the information referred to in paragraphs one and two of this Article, except for that referred to in point 6 of paragraph one of this Article, the national competent authority in the role of the single point of contact shall immediately forward such information to ENISA.

	33. člen
	
	Article 33

	(podatkovna zbirka o registraciji domenskih imen)
	
	(Database of domain name registration data)

	(1) Registri TLD imen in subjekti, ki opravljajo storitve registracije domenskih imen, za zagotovitev varnosti, stabilnosti in odpornosti DNS z ustrezno skrbnostjo zbirajo ter vzdržujejo točne in popolne podatke o registraciji domenskih imen v zbirki podatkov.
	
	(1) For the purpose of contributing to the security, stability and resilience of the DNS, TLD name registries and entities providing domain name registration services shall collect and maintain accurate and complete domain name registration data in a database with due diligence.

	(2) Zbirka podatkov iz prejšnjega odstavka mora vsebovati informacije o registraciji domenskih imen, ki zajemajo informacije za identifikacijo imetnikov domenskih imen in kontaktnih točk, ki upravljajo domenska imena v okviru vrhnjih domenskih imen, in navezavo stika z njimi. Take informacije vključujejo:
	
	(2) The database from the preceding paragraph must contain domain name registration data encompassing information to identify and contact the holders of the domain names and the points of contact administering the domain names under the TLDs. Such information shall include:

	· domensko ime,
	· 
	· The domain name,

	· datum registracije,
	· 
	· The date of registration,

	· ime imetnika domenskega imena, njegov kontaktni elektronski naslov in telefonsko številko in
	· 
	· The name, contact email address and telephone number of the holder of the domain name, and

	· kontaktni elektronski naslov in telefonsko številko kontaktne točke, ki upravlja domensko ime, če se razlikuje od naslova imetnika domenskega imena.
	· 
	· The contact email address and telephone number of the point of contact administering the domain name in the event that they are different from those of the holder of the domain name.

	Subjekti iz prvega odstavka tega člena morajo informacije iz tega odstavka po izbrisu iz zbirke podatkov hraniti ločeno še deset let po preteku koledarskega leta, v katerem so bili izbrisani iz zbirke podatkov, po preteku tega roka pa se izbrišejo oziroma uničijo tudi ločeno hranjene informacije.
	
	The entities from paragraph one of this Article must store the information from this paragraph after its deletion from the database separately for another ten years after the end of the calendar year in which it was deleted from the database, after which the separately stored information shall be deleted or destroyed as well.

	(3) Registri TLD imen in subjekti, ki opravljajo storitve registracije domenskih imen, vzpostavijo politike in postopke, vključno s postopki preverjanja, ki zagotavljajo, da podatkovne zbirke iz prvega odstavka tega člena vsebujejo točne in popolne informacije, pri čemer se v politiki in postopkih upošteva, da morajo preveriti po vsaj en kontaktni podatek iz tretje in četrte alineje prejšnjega odstavka in določiti obdobja preverbe. Te politike in postopki morajo biti javno dostopni.
	
	(3) TLD name registries and the entities providing domain name registration services shall have policies and procedures, including verification procedures, in place to ensure that the databases referred to in paragraph one of this Article include accurate and complete information. The policies and procedures shall prescribe that at least one item of contact information from indents 3 and 4 of the preceding Article must be verified and verification periods must be determined. Such policies and procedures must be made publicly available.

	(4) Subjekti iz prvega odstavka tega člena po registraciji domenskega imena nemudoma omogočijo javno dostopnost podatkov o registraciji, ki niso osebni podatki. Takšne podatke objavijo na svojem spletnem mestu ali objavijo povezavo do spletnega mesta, kjer so ti podatki dostopni.
	
	(4) Immediately after the registration of a domain name, the entities from paragraph one of this Article shall make publicly available the domain name registration data which are not personal data. They shall publish such data on their website or publish a link to the website where such data is available.

	(5) Subjekti iz prvega odstavka tega člena nemudoma, najkasneje pa v 72 urah od prejema zakonitega in utemeljenega zahtevka osebe, ki ima upravičen razlog za dostop, omogočijo dostop do podatkov o registraciji posameznih domenskih imen. Politike in postopki v zvezi z razkritjem teh podatkov morajo biti javno dostopni.
	
	(5) Immediately and in any event within 72 hours of receipt of lawful and duly substantiated requests by legitimate access seekers, the entities from paragraph one of this Article shall provide access to specific domain name registration data. Policies and procedures with regard to the disclosure of such data must be made publicly available.

	(6) Izpolnjevanje obveznosti iz prvega do petega odstavka tega člena ne sme povzročiti podvajanja zbiranja podatkov o registraciji domenskih imen. V ta namen morajo registri TLD imen in subjekti, ki opravljajo storitve registracije domenskih imen, med seboj sodelovati z izmenjavo relevantnih informacij.
	
	(6) Compliance with the obligations laid down in paragraphs one to five of this Article shall not result in a duplication of collecting domain name registration data. To that end, TLD name registries and entities providing domain name registration services must cooperate with each other by sharing relevant information.

	VI. IZMENJAVA INFORMACIJ
	
	VI. INFORMATION SHARING

	34. člen
	
	Article 34

	(dogovori o izmenjavi informacij o kibernetski varnosti)
	
	(Cybersecurity information-sharing arrangements)

	(1) Zavezanci na podlagi tega zakona in drugi subjekti si lahko prostovoljno izmenjujejo ustrezne informacije o kibernetski varnosti, vključno z informacijami, ki se nanašajo na kibernetske grožnje, skorajšnje incidente, ranljivosti, tehnike in postopke, kazalnike ogroženosti, sovražne taktike, specifične informacije o grožnji in akterju, opozorila glede kibernetske varnosti in priporočila glede konfiguracije orodij za kibernetsko varnost za zaznavo zlonamernih kibernetskih aktivnosti, kadar taka izmenjava informacij:
	
	(1) Liable entities falling within the scope of this Act and other entities may exchange on a voluntary basis relevant cybersecurity information among themselves, including information relating to cyber threats, near misses, vulnerabilities, techniques and procedures, indicators of compromise, adversarial tactics, threat-actor-specific information, cybersecurity alerts and recommendations regarding configuration of cybersecurity tools to detect malicious cyber activities, where such information sharing:

	· pripomore k preprečevanju in odkrivanju incidentov, odzivanju nanje ali okrevanju po njih ali k ublažitvi njihovega vpliva ali
	· 
	· Helps prevent, detect, respond to or recover from incidents or to mitigate their impact, or

	· zvišuje raven kibernetske varnosti, zlasti z ozaveščanjem v zvezi s kibernetskimi grožnjami, omejevanjem ali oviranjem zmožnosti širjenja takih groženj, podpiranjem vrste obrambnih zmogljivosti, odpravljanjem in razkrivanjem ranljivosti, tehnikami odkrivanja, omejevanja in preprečevanja groženj, strategijami za zmanjšanje tveganja ali fazami odzivanja in okrevanja ali s spodbujanjem sodelovanja med javnimi in zasebnimi subjekti pri raziskovanju kibernetskih groženj.
	· 
	· Enhances the level of cybersecurity, in particular through raising awareness in relation to cyber threats, limiting or impeding the ability of such threats to spread, supporting a range of defensive capabilities, vulnerability remediation and disclosure, threat detection, containment and prevention techniques, mitigation strategies, or response and recovery stages or promoting collaborative cyber threat research between public and private entities.

	(2) Izmenjava informacij iz prejšnjega odstavka poteka v sektorskih ali medsektorskih skupnostih zavezancev, lahko pa tudi z njihovimi dobavitelji ali ponudniki storitev. Taka izmenjava se izvaja na podlagi dogovorov o izmenjavi informacij o kibernetski varnosti, ob upoštevanju morebitne občutljive narave informacij, ki se izmenjujejo. Podatki, ki so predmet izmenjave, morajo biti ustrezno označeni s semaforskim protokolom. Pri sklenitvi dogovorov o izmenjavi informacij se upoštevajo dobre prakse in smernice agencije ENISA.
	
	(2) The exchange of information from the preceding paragraph shall take place within sectoral or cross-sectoral communities of liable entities or their suppliers or service providers. Such exchange shall be implemented through cybersecurity information-sharing arrangements in respect of the potentially sensitive nature of the information shared. The data exchanged must be dully marked with the Traffic Light Protocol. ENISA good practices and guidance shall be taken into consideration in the conclusion of information-sharing arrangements.

	(3) Dogovori o izmenjavi informacij o kibernetski varnosti iz prejšnjega odstavka vsebujejo vsebine in pogoje za takšne dogovore ter lahko vključujejo tudi operativne elemente, vključno glede uporabe namenskih digitalnih platform in orodij za avtomatizacijo. Pristojni nacionalni organ spodbuja sklenitev takšnih dogovorov z ozaveščanjem zavezancev in z metodološko podporo pri sklenitvi dogovorov.
	
	(3) The cybersecurity information-sharing arrangements from the preceding paragraph shall contain the content and conditions of such arrangements and may also include operational elements, including the use of dedicated digital platforms and automation tools. The national competent authority shall encourage the conclusion of such arrangements by raising awareness among liable entities and providing methodological support in the conclusion of arrangements.

	(4) Bistveni in pomembni subjekti morajo pristojni nacionalni organ in za njih pristojno skupino CSIRT obvestiti o svojem sodelovanju pri dogovorih o izmenjavi informacij o kibernetski varnosti iz drugega odstavka tega člena, in to po sklenitvi takih dogovorov ali o odstopu od dogovora, ko odstop začne veljati. Skrbnik takšnega dogovora pošlje obvestilo pristojnemu nacionalnemu organu in pristojni skupini CSIRT v 15 dneh od nastanka dogodka.
	
	(4) Essential and important entities must notify the national competent authority and the competent CSIRT of their participation in the cybersecurity information-sharing arrangements referred to in paragraph two of this Article, upon entering into such arrangements, or, as applicable, of their withdrawal from such arrangements, once the withdrawal takes effect. The person responsible for such an arrangement shall submit a notification to the national competent authority and the competent CSIRT within 15 days of the occurrence of the event.

	(5) Na zaprosilo zavezancev iz tega zakona lahko pristojni nacionalni organ ali skupine CSIRT sodelujejo pri posamičnem dogovoru iz prejšnjega odstavka in pri tem določijo pogoje glede informaciji, ki jih dajo na voljo.
	
	(5) At the request of liable entities from this Act, the national competent authority or CSIRTs may participate in an individual arrangement from the preceding paragraph and impose conditions on the information made available.

	35. člen
	
	Article 35

	(prostovoljna priglasitev)
	
	(Voluntary notification)

	(1) Zavezanci lahko poleg obvezne priglasitve iz 30. člena tega zakona pristojni skupini CSIRT prostovoljno priglasijo incidente, kibernetske grožnje in skorajšnje incidente in jim predložijo ustrezne informacije.
	
	(1) In addition to the notification obligation provided for in Article 30 of this Act, liable entities can notify the competent CSIRT of incidents, cyber threats and near misses on a voluntary basis and provide the appropriate information.

	(2) Subjekti, ki niso zavezanci po tem zakonu, lahko, ne glede na to, ali spadajo na področje uporabe tega zakona, skupini CSIRT iz prvega odstavka 13. člena tega zakona prostovoljno priglasijo pomembne incidente, kibernetske grožnje in skorajšnje incidente in ji predložijo ustrezne informacije.
	
	(2) Entities that are not liable under this Act may, regardless of whether they fall within the scope of this Act, notify the CSIRT from paragraph one of Article 13 of this Act on a voluntary basis with regard to significant incidents, cyber threats and near misses and provide the appropriate information.

	(3) Prostovoljno priglasitev iz prvega in drugega odstavka tega člena skupine CSIRT obravnavajo v skladu s postopkom iz 30. člena tega zakona. Pri prostovoljnem poročanju za priglasitveni subjekt ne nastanejo dodatne obveznosti.
	
	(3) The CSIRTs shall handle the voluntary notifications referred to in paragraphs one and two of this Article in accordance with the procedure laid down in Article 30 of this Act. In voluntary reporting, the notifying entity does not assume additional obligations.

	(4) Pristojne skupine CSIRT po potrebi informacije o priglasitvah, prejetih v skladu s tem členom, pošljejo pristojnemu nacionalnemu organu v vlogi enotne kontaktne točke, pri čemer poskrbijo za zaupnost in ustrezno varstvo informacij, ki jih je poslal priglasitveni subjekt.
	
	(4) Where necessary, the competent CSIRTs shall provide the national competent authority acting as the single point of contact with the information about notifications received pursuant to this Article, while ensuring the confidentiality and appropriate protection of the information provided by the notifying entity.

	(5) Pristojne skupine CSIRT lahko pred prostovoljnimi priglasitvami prednostno obravnavajo obvezne priglasitve. Pri določanju vrstnega reda obdelave prostovoljnih priglasitev upoštevajo vpliv prostovoljno priglašenih incidentov na neprekinjeno izvajanje storitev zavezanih subjektov in morebitni čezmejni vpliv.
	
	(5) The competent CSIRTs may prioritise the handling of mandatory notifications over voluntary notifications. In determining the order of processing voluntary notifications, they shall take into account the impact of the voluntarily notified incidents on the continuity of services of liable entities and the potential cross-border impact.

	(6) Prostovoljne priglasitve, ki nimajo vpliva ali imajo zanemarljiv vpliv na izvajanje storitev zavezancev in imajo zanemarljiv čezmejni vpliv, se obdelajo le, kadar takšna obdelava skupinam CSIRT ne pomeni nesorazmernega ali neupravičenega bremena.
	
	(6) Voluntarily notifications that have no or insignificant impact on the provision of the liable entities’ services and have an insignificant cross-border impact, shall only be processed where such processing does not constitute a disproportionate or undue burden on the CSIRTs.

	(7) Prostovoljna priglasitev ustreznih informacij iz tega člena se lahko izvaja tudi po namenski digitalni platformi iz desetega odstavka 30. člena tega zakona, po kateri poteka tudi izmenjava informacij med sodelujočimi organi na podlagi drugega odstavka 18. člena tega zakona. Sodelujoči organi imajo dostop do informacij o priglasitvah subjektov, ki so povezane z njihovim področjem dela.
	
	(7) Voluntary notifications of appropriate information from this Article may also take place via the dedicated digital platform from paragraph ten of Article 30 of this Act, which is also used for information-sharing between cooperating authorities pursuant to paragraph two of Article 18 of this Act. Cooperating authorities shall have access to information on the notifications of entities associated with their field of work.

	VII. VREDNOTENJE INCIDENTA, OCENA OGROŽENOSTI IN UKREPANJE
	
	VII. EVALUATION OF INCIDENTS, THREAT ASSESSMENT AND MEASURES

	36. člen
	
	Article 36

	(vrednotenje incidenta in ukrepanje)
	
	(Evaluation of incidents and measures)

	(1) Priglašene incidente ob njihovem reševanju vrednoti pristojna skupina CSIRT, ki poleg določb tega člena pri tem upošteva tudi nacionalni načrt odzivanja iz drugega odstavka 12. člena tega zakona. Če ima organ državne uprave zagotovljene zmogljivosti vsaj na ravni varnostno-operativnega centra, pristojna skupina CSIRT opravi vrednotenje po predhodnem posvetu z varnostno-operativnim centrom organa državne uprave. Če pristojni nacionalni organ ugotovi, da ocena pristojne skupine CSIRT ne izraža realnega stanja ali so bila ugotovljena nova dejstva, lahko incident prevrednoti. Varnostni dogodki in incidenti se vrednotijo v naslednje stopnje s poimenovanjem:
	
	(1) Notified incidents shall be evaluated by the competent CSIRT that, in addition to the provisions of this Act, also considers the national response plan from paragraph two of Article 12 of this Act. If the state administration body has ensured capabilities at least at the level of the Security Operations Centre, the competent CSIRT shall conduct the evaluation upon prior consultation with the Security Operations Centre of the state administration body. If the national competent authority establishes that the assessment of the competent CSIRT does not reflect the actual situation or if new facts have come to light, the incident may be re-categorised. Security events and incidents shall be categorised into the following levels with designations:

	479. C6 dogodek ‒ zaznane kibernetske aktivnosti, ki nimajo negativnega vpliva na omrežja in informacijske sisteme ali informacijske storitve zavezancev. Zaznan ali možen vpliv na posamezne fizične osebe ali posamezna podjetja v državi, ki niso zavezanci;
	480. 
	1. C6 event ‒ detected cyber activities with no negative impact on the liable entities’ network and information systems or information services. Detected or potential impact on individual natural persons or individual businesses in the country that are not liable entities;

	481. C5 skorajšnji incident ‒ pomeni dogodek, ki bi lahko ogrozil razpoložljivost, avtentičnost, celovitost ali zaupnost shranjenih, prenesenih ali obdelanih podatkov ali storitev, ki jih omrežni in informacijski sistemi zagotavljajo ali so prek njih dostopni, vendar se je preprečilo, da bi se ta dogodek uresničil, ali se ni uresničil;
	482. 
	2. C5 near miss ‒ an event that could have compromised the availability, authenticity, integrity or confidentiality of stored, transmitted or processed data or of the services offered by, or accessible via, network and information systems, but that was successfully prevented from materialising or that did not materialise;

	483. C4 lažji incident ‒ enkraten incident, ki glede na parametre določitve pomembnosti vpliva incidenta zadevnemu subjektu ni povzročil in ne more povzročiti znatne operativne motnje pri opravljanju storitev ali finančne izgube ter ni vplival in ne more vplivati na druge fizične ali pravne osebe s povzročitvijo precejšnje premoženjske ali nepremoženjske škode. Takšen incident ne sme imeti negativnega medsektorskega vpliva ali negativnega vpliva na delovanje informacijskih sistemov obrambe, notranje varnosti ter sistema zaščite in reševanja;
	484. 
	3. C4 minor incident ‒ a one-off incident which, according to the parameters for determining the significance of the impact of the incident did not cause and is incapable of causing a substantial operational disruption of the services or financial loss for the entity concerned and is incapable of affecting other natural or legal persons by causing considerable material or non-material damage. Such an incident shall not have a negative cross-sectoral impact or a negative impact on the operation of the information systems of defence, internal security, or on the protection and rescue systems;

	485. C3 težji incident ‒ enkraten pomemben incident ali zaporedje več različnih incidentov v kratkem obdobju, ki je glede na parametre določitve pomembnosti vpliva incidenta zadevnemu subjektu povzročil ali bi mu lahko povzročil znatne operativne motnje pri opravljanju storitev ali finančne izgube, je vplival ali bi lahko vplival na druge fizične ali pravne osebe s povzročitvijo precejšnje premoženjske ali nepremoženjske škode ali ima negativen medsektorski vpliv ali negativen vpliv na delovanje informacijskih sistemov obrambe, notranje varnosti ter sistema zaščite in reševanja;
	486. 
	4. C3 major incident ‒ a one-off significant incident or a sequence of a larger number of different incidents within a short period which, according to the parameters for determining the significance of the impact of the incident, caused or is capable of causing a substantial operational disruption of the services or financial loss for the entity concerned or is capable of affecting other natural or legal persons by causing considerable material or non-material damage or has a negative cross-sectoral impact or a negative impact on the operation of the information systems of defence, internal security, or on the protection and rescue systems;

	487. C2 težji incident ‒ enkraten pomemben incident ali zaporedje več različnih incidentov v kratkem obdobju, kadar obstaja možnost, da preraste v kritični incident, in
	488. 
	5. C2 major incident ‒ a one-off significant incident or a sequence of a larger number of different incidents within a short period where there is a risk of it escalating into a critical incident, and

	489. C1 kritični incident ‒ pomemben incident, ki poleg vplivov iz 4. točke tega odstavka povzroči tudi oteženo delovanje države, še posebej izvajanje nalog obrambe, notranje varnosti ter zaščite in reševanja, ali delno onemogoči delovanje vsaj treh visoko kritičnih sektorjev iz Priloge 1 ali enega v celoti.
	490. 
	6. C1 critical incident ‒ a significant incident which, in addition to impacts from point 4 of this paragraph, also hampers the functioning of the State, particularly the performance of the tasks of defence, internal security, protection and rescue, or partially disables the functioning of at least three highly critical sectors from Annex 1 or disables one completely.

	(2) Pristojni nacionalni organ na podlagi podatkov in stopnje incidenta iz prejšnjega odstavka, ki mu jih sproti sporočajo skupine CSIRT, presodi, ali gre hkrati tudi za kibernetski incident velikih razsežnosti ali krizo.
	
	(2) Based on the data and the severity of the incident level referred to in the preceding paragraph, communicated regularly by the CSIRTs, the national competent authority shall assess whether the incident also constitutes a large-scale cybersecurity incident or crisis.

	(3) Pristojni nacionalni organ mora o kritičnem incidentu nemudoma obvestiti vlado, SNAV in osrednji organ za odzivanje na hibridne grožnje, lahko pa jih glede na presojo relevantnih okoliščin obvesti tudi o težjem incidentu, kadar obstaja možnost, da preraste v kritični incident.
	
	(3) The national competent authority shall immediately notify the Government, the NSC and the central authority for hybrid threat response of a critical incident; based on its judgement of the relevant circumstances, they may also notify them of a major incident where there is a risk of it escalating into a critical incident.

	(4) Pristojni nacionalni organ o težjih kibernetskih incidentih C3 in C2 obvešča osrednji organ za odzivanje na hibridne grožnje.
	
	(4) The national competent authority shall notify the central authority for hybrid threat response of major cyber incidents C3 and C2.

	(5) Pristojni nacionalni organ lahko zavezancu v primeru težjega incidenta C3 ali C2 ali kritičnega incidenta C1 s pisno odločbo določi takšne primerne in sorazmerne ukrepe, kot je potrebno za zaustavitev incidenta, ki že poteka, ali za odpravo njegovih posledic. V nujnih primerih, ko bi izdaja pisne odločbe zaradi poteka časa lahko negativno vplivala na učinkovitost takšnih ukrepov, lahko pristojni nacionalni organ zavezancu določi zadevne ukrepe tudi z ustno odločbo. V tem primeru se zavezancu pisni odpravek ustne odločbe vroči najpozneje v 48 urah po ustni odločbi.
	
	(5) In the event of a major incident C3 or C2 or a critical incident C1, the national competent authority may, by written decision impose on the liable entity such relevant and proportionate measures as are deemed necessary to stop an ongoing incident or to remedy its consequences. In emergency cases, when issuing a written decision could have a negative impact on the effectiveness of such measures due to time constraints, the national competent authority may impose the relevant measures on the liable entity also by oral decision. In this case, the liable entity shall be served a written copy of the oral decision no later than within 48 hours after the oral decision.

	(6) Če pristojna skupina CSIRT presodi, da nima vseh nujno potrebnih dejstev za opredelitev incidenta in za preprečitev nadaljnjih škodljivih posledic takšnega incidenta, za ugotovitev dejanskega stanja od zavezanca s pisnim pozivom zahteva podatke in pojasnila ali v nujnih primerih z ustnim pozivom, ko bi pisni poziv zaradi poteka časa lahko negativno vplival na učinkovitost reševanja zadevnega incidenta. Pri tem pristojna skupina CSIRT določi tudi rok za predložitev takšnih podatkov in pojasnil.
	
	(6) If the competent CSIRT assesses that it does not have all the necessary facts to define the incident and to prevent any further adverse consequences of such an incident, it shall establish the facts by requesting information and explanations from the liable entity by way of a written or, in emergency cases, oral request when a written request could have a negative impact on the effective resolution of the relevant incident due to time constraints. The competent CSIRT shall also determine the time limit to provide such data and explanations.

	(7) Če zavezanec v postavljenem roku iz prejšnjega odstavka pristojni skupini CSIRT ne pošlje zahtevanih podatkov in pojasnil, lahko pristojni nacionalni organ na predlog pristojne skupine CSIRT s pisno odločbo zahteva predložitev podatkov in pojasnil ter določi rok za njihovo predložitev. V nujnih primerih, ko bi izdaja pisne odločbe zaradi poteka časa lahko negativno vplivala na učinkovitost reševanja zadevnega incidenta, lahko pristojni nacionalni organi o tem odloči tudi z ustno odločbo. V tem primeru se zavezancu pisni odpravek ustne odločbe vroči najpozneje v 48 urah po ustni odločbi.
	
	(7) If the liable entity fails to submit the requested data and explanations to the competent CSIRT in the set time limit from the preceding paragraph, the national competent authority, following a proposal of the CSIRT, may issue a written decision requesting the submission of data and explanations and set the time limit for their submission. In emergency cases, when issuing a written decision could have a negative impact on the effective resolution of the relevant incident due to time constraints, the national competent authority may also make an oral decision. In this case, the liable entity shall be served a written copy of the oral decision no later than within 48 hours after the oral decision.

	(8) Ukrepi, izdani na podlagi petega, šestega in sedmega odstavka tega člena, se določijo v takšnem obsegu in za toliko časa, kot je nujno potrebno za dosego namena iz petega odstavka tega člena. Podatki in informacije, zahtevani na podlagi prejšnjega odstavka, se zahtevajo v obsegu in roku, kot je to nujno potrebno za dosego namena iz prejšnjega odstavka. Zoper odločbi iz četrtega in sedmega odstavka tega člena ni dovoljena pritožba, dovoljen pa je upravni spor.
	
	(8) The measures issued pursuant to paragraphs five, six and seven of this Article shall be imposed to the extent and for the duration as is strictly necessary to achieve the purpose referred to in paragraph five of this Article. The data and information requested on the basis of the preceding paragraph shall be requested to the extent and for the duration as is strictly necessary to achieve the purpose referred to in the preceding paragraph. No appeal shall be allowed against the decision referred to in paragraphs four and seven of this Article, while an administrative dispute shall be allowed.

	(9) Pristojni nacionalni organ lahko za preprečitev nastanka krize ali za njeno obvladovanje ali za hitrejše obvladovanje razmer in omejevanje nadaljnjih škodljivih posledic težjega incidenta C2 ali kritičnega incidenta C1 izda pisno odredbo, s katero pri zavezancih odredi izvedbo nujnih ukrepov. Pri tem določi zlasti vrsto in obseg del, ki jih je treba opraviti pri zavezancu, ter rok za njihovo izvedbo. V nujnih primerih, ko bi izdaja pisne odredbe zaradi poteka časa lahko negativno vplivala na preprečitev nastanka krize ali njenega obvladovanja, lahko pristojni nacionalni organ o tem odloči tudi z ustno odredbo. V tem primeru se zavezancu pisni odpravek ustne odredbe vroči najpozneje v 48 urah po ustni odredbi.
	
	(9) In order to prevent or manage a crisis or to manage a situation swiftly and limit any further adverse circumstances of a major incident C2 or critical incident C1, the national competent authority shall issue a written order requiring the obliged entities to carry out emergency measures. In so doing, it shall determine in particular the type and scope of work that must be performed by the obliged entity and the time limits for its performance. In emergency cases, when issuing a written order could have a negative impact on the prevention or management of a crisis due to time constraints, the national competent authority may also make an oral order. In this case, the liable entity shall be served a written copy of the oral order no later than within 48 hours after the oral order.

	(10) Pristojni nacionalni organ o ukrepih iz petega in osmega odstavka tega člena obvesti vlado in SNAV ter osrednji organ za odzivanje na hibridne grožnje.
	
	(10) The national competent authority shall inform the Government and the NSC as well as the central authority for hybrid threat response of the measures referred to in paragraphs five and eight of this Article.

	37. člen
	
	Article 37

	(ocena ogroženosti)
	
	(Threat assessment)

	(1) Pristojni nacionalni organ izdela na podlagi podatkov in informacij, ki se nanašajo na varnost omrežij in informacijskih sistemov, oceno ogroženosti kibernetske varnosti v Republiki Sloveniji (v nadaljnjem besedilu: ocena ogroženosti). Za izdelavo ocene ogroženosti od organov, ki spadajo med ključne dele nacionalnega varnostnega sistema, na podlagi zaprosila pridobi tudi druge podatke, ki bi lahko vplivali na to oceno ogroženosti, in sicer v obsegu, kot je to nujno potrebno za izdelavo ocene ogroženosti. Pristojni nacionalni organ oceno ogroženosti preverja in po potrebi posodablja mesečno ali ob nenadni spremembi varnostnih razmer tudi prej. Pri tem ogroženost vrednoti kot:
	
	(1) Based on the data and information pertaining to the security of network and information systems, the national competent authority shall prepare an assessment of the cybersecurity threat in the Republic of Slovenia (hereinafter: threat assessment). To prepare a threat assessment, it shall also issue a request to the bodies falling under the key parts of the national security system to obtain other information that could affect this threat assessment, namely to the extent as is strictly necessary to prepare the threat assessment. The national competent authority shall check the threat assessment and, if appropriate, update it monthly or sooner in the event of a sudden change of the security situation. Threats shall be categorised as:

	· nizka ogroženost,
	· 
	· Minor threat,

	· srednja ogroženost,
	· 
	· Medium threat,

	· visoka ogroženost,
	· 
	· Major threat,

	· kritična ogroženost.
	· 
	· Critical threat.

	(2) Ne glede na oceno ogroženosti iz prejšnjega odstavka zavezanci izvajajo najmanj ukrepe iz 21. in 22. člena tega zakona.
	
	(2) Notwithstanding the threat assessment from the preceding paragraph, liable entities shall, as a minimum, carry out the measures from Articles 21 and 22 of this Act.

	(3) Če je ocena ogroženosti ovrednotena kot srednja, pristojni nacionalni organ o tem obvesti zavezance, pri tem jim lahko priporoči izvedbo dodatnih ukrepov za varnost omrežij ali informacijskih sistemov. Pristojni nacionalni organ lahko o tem obvesti tudi splošno javnost na svojem spletnem mestu in v sredstvih javnega obveščanja ter lahko hkrati priporoči tudi ustrezne ukrepe.
	
	(3) If the threat assessment is categorised as medium, the national competent authority shall notify the liable entities. In so doing, it can recommend that they perform additional measures to ensure the security of network or information systems. The national competent authority may also notify the general public thereof on its website and in the media and, at the same time, recommend appropriate measures.

	(4) Kadar je ocena ogroženosti ovrednotena kot kritična, pristojni nacionalni organ o tem nemudoma obvesti vlado, SNAV in osrednji organ za odzivanje na hibridne grožnje, lahko pa jih glede na presojo relevantnih okoliščin in informacij obvesti tudi, kadar je ogroženost ovrednotena kot visoka. O oceni ogroženosti visoka ali kritična pristojni nacionalni organ obvesti zavezance, lahko pa obvesti tudi splošno javnost na svojem spletnem mestu in v sredstvih javnega obveščanja ter lahko hkrati priporoči tudi ustrezne ukrepe. Pristojni nacionalni organ o preklicu ali spremembi ocene ogroženosti kritična ali visoka obvesti predhodno obveščene deležnike iz tega odstavka.
	
	(4) When the threat assessment is categorised as critical, the national competent authority shall immediately notify the Government, the NSC and the central authority for hybrid threat response; based on its judgement of the relevant circumstances and information, it may also notify them where the threat is categorised as major. The national competent authority shall notify the liable entities of a major or critical threat assessment. It may also notify the general public on its website and in the media and, at the same time, recommend appropriate measures. The national competent authority shall notify the previously notified stakeholders from this paragraph when a critical or major threat assessment is called off or changed.

	(5) V primerih ocene visoke ogroženosti morajo zavezanci nemudoma začeti izvajati vsaj naslednje dodatne varnostne ukrepe in jih izvajajo do preklica takšne ogroženosti:
	
	(5) In the event of a major threat assessment, liable entities must immediately start performing at a minimum the following additional security measures and must keep them in place until such threat is called off:

	· spremljanje varnostnih obvestil pristojne skupine CSIRT ali pristojnega nacionalnega organa, ki se nanašajo na razglašeno ogroženost visoka,
	· 
	· Following the security notifications of the competent CSIRT or the competent national authority pertaining to the declared major threat,

	· preverjanje ustreznega ohranjanja dnevniških zapisov o delovanju svojih ključnih, krmilnih in nadzornih informacijskih sistemov in delov omrežja,
	· 
	· Verifying the appropriate keeping of logs on the operation of its critical, control and monitoring information systems and parts of networks,

	· takojšnje izvajanje varnostnih navodil skupine CSIRT ali pristojnega nacionalnega organa, ki se nanašajo na razglašeno ogroženost visoka, in
	· 
	· Immediately following the security instructions of the CSIRT or the competent national authority pertaining to the declared major threat, and

	· poročanje o stanju varnosti svojih omrežij in informacijskih sistemov in o izvajanju ukrepov na način, kot to izhaja iz varnostnega navodila iz prejšnje alineje.
	· 
	· Reporting on the security of its network and information systems and the performance of measures in the manner prescribed in the security instructions from the preceding indent.

	(6) V primerih ocene kritične ogroženosti morajo zavezanci poleg ukrepov iz prejšnjega odstavka nemudoma začeti izvajati tudi naslednje dodatne varnostne ukrepe in jih izvajajo do preklica takšne ogroženosti:
	
	(6) In the event of a critical threat assessment, liable entities must immediately start performing in addition to the measures from the preceding paragraph, also the following additional security measures and must keep them in place until such threat is called off:

	491. stalno spremljanje varnostnih obvestil pristojne skupine CSIRT ali pristojnega nacionalnega organa, ki se nanašajo na razglašeno kritično ogroženost,
	492. 
	1. Constantly following the security notifications of the competent CSIRT or the competent national authority pertaining to the declared critical threat,

	493. preverjanje ustreznega delovanja beleženja in ohranjanja dnevniških zapisov iz 24. člena tega zakona ter poročanje o tem in morebitnih izvedenih aktivnostih v skladu s 6. točko tega odstavka,
	494. 
	2. Verifying the appropriate recording and keeping of logs from Article 24 of this Act and reporting on it and any activities carried out in accordance with point 6 of this paragraph,

	495. spremljanje celotnega prometa na svojem omrežju za ugotavljanje anomalij in poročanje o tem ter morebitnih izvedenih aktivnostih v skladu s 6. točko tega odstavka,
	496. 
	3. Monitoring the entire traffic on their networks to identify anomalies and report on it and any activities carried out in accordance with point 6 of this paragraph,

	497. takojšnje izvajanje morebitnih varnostnih navodil skupine CSIRT ali pristojnega nacionalnega organa, ki se nanašajo na razglašeno kritično ogroženost,
	498. 
	4. Immediately following any security instructions of the CSIRT or the competent national authority pertaining to the declared critical threat,

	499. takojšnja priglasitev incidentov ne glede na roke iz 30. člena tega zakona,
	500. 
	5. Immediately notifying any incidents regardless of the time limits from Article 30 of this Act,

	501. vsaj tedensko poročanje pristojni skupini CSIRT o stanju varnosti svojih omrežij in informacijskih sistemov, tudi glede zaznav varnostnih dogodkov in s tem povezanih aktivnosti, ter o izvajanju varnostnih navodil iz 1. točke tega odstavka in
	502. 
	6. At least once a week, reporting to the competent CSIRT on the security of its network and information systems, including detected security events and related activities, and the performance of the security instructions from point 1 of this paragraph, and

	503. pogostejše poročanje pristojni skupini CSIRT o vsebinah iz prejšnje točke, če tako izhaja iz varnostnega navodila iz 1. točke tega odstavka.
	504. 
	7. More frequent reporting to the competent CSIRT on the contents from the preceding point, where so provided by the security instructions from point 1 of this paragraph.

	(7) Ne glede na peti in šesti odstavek tega člena lahko pristojni nacionalni organ zavezancu s pisno odločbo določi takšne primerne in sorazmerne ukrepe, kot je to nujno potrebno za zmanjšanje ogroženosti. V nujnih primerih, ko bi lahko izdaja pisne odločbe zaradi poteka časa negativno vplivala na učinkovitost ukrepov za zmanjšanje ogroženosti, lahko pristojni nacionalni organ zavezancu določi zadevne ukrepe tudi z ustno odločbo. V tem primeru se zavezancu pisni odpravek ustne odločbe vroči najpozneje v 48 urah po ustni odločbi.
	
	(7) Notwithstanding paragraphs five and six of this Article, the national competent authority may issue a written decision to the liable entity, imposing such relevant and proportionate measures as are deemed necessary to reduce the threat. In emergency cases, when issuing a written decision would have a negative impact on the effectiveness of such measures to reduce the threat due to time constraints, the national competent authority may impose the relevant measures on the liable entity also by oral decision. In this case, the liable entity shall be served a written copy of the oral decision no later than within 48 hours after the oral decision.

	(8) Ukrepi, izdani na podlagi prejšnjega odstavka, se določijo v takšnem obsegu in za toliko časa, kot je to nujno potrebno za dosego namena iz prejšnjega odstavka. Zoper odločbo iz prejšnjega odstavka ni dovoljena pritožba, dovoljen pa je upravni spor.
	
	(8) The measures issued pursuant to the preceding paragraph shall be imposed to the extent and for the duration as is strictly necessary to achieve the purpose referred to in the preceding paragraph. No appeal shall be allowed against the decision referred to in the preceding paragraph, but an administrative dispute shall be allowed.

	(9) Pristojni nacionalni organ lahko za nižanje ocene visoke ali kritične ogroženosti ter posledično zaradi preprečitve nastanka krize ali njenega obvladovanja izda pisno odredbo, s katero odredi izvedbo nujnih ukrepov pri zavezancih, varnostno-operativnih centrih organov državne uprave ali pri skupinah CSIRT. V odredbi se navedejo zlasti vrsta in obseg del, ki jih je treba opraviti pri prej navedenih subjektih, ter rok za njihovo izvedbo. Če bi lahko izdaja pisne odredbe zaradi poteka časa negativno vplivala na učinkovitost ukrepov za nižanje zadevne ocene ogroženosti, lahko pristojni nacionalni organ o tem odloči tudi z ustno odredbo. V tem primeru se zavezancu pisni odpravek ustne odredbe vroči najpozneje v 48 urah po ustni odredbi.
	
	(9) In order to reduce the level of a major or critical threat and thereby prevent or manage a crisis, the national competent authority shall issue a written order requiring the obliged entities, the Security Operation Centres of state administration bodies or CSIRTs to perform emergency measures. The order shall determine in particular the type and scope of work that must be performed by the relevant entities and the time limit for its performance. When issuing a written order would have a negative impact on the effectiveness of measures to reduce the threat due to time constraints, the national competent authority may also make an oral order. In this case, the liable entity shall be served a written copy of the oral order no later than within 48 hours after the oral order.

	(10) Pristojni nacionalni organ o ukrepih iz sedmega in devetega odstavka tega člena obvesti vlado in SNAV ter osrednji organ za odzivanje na hibridne grožnje.
	
	(10) The national competent authority shall inform the Government and the NSC as well as the central authority for hybrid threat response of the measures referred to in paragraphs seven and nine of this Article.

	VIII. KIBERNETSKA OBRAMBA
	
	VIII. CYBER DEFENCE

	38. člen
	
	Article 38

	(kibernetska obramba)
	
	(Cyber defence)

	Za preprečevanje kibernetskih groženj in incidentov v kibernetskem prostoru in za ublažitev njihovih vplivov se izvaja kibernetska obramba, ki vključuje vse plasti kibernetskega prostora, in sicer družbeno, logično-tehnično in fizično. Pri tem:
	
	To prevent cyber threats and incidents in cyberspace and mitigate their impact, cyber defence shall be set up, including all layers of cyberspace, namely the social, logical-technical, and physical layers, where:

	· družbena plast zajema uporabnike medsebojno povezanih komunikacij, ki so lahko fizične ali pravne osebe in njihove virtualne identitete,
	· 
	· The social layer comprises the users of interconnected communications who are natural or legal persons and their virtual identities,

	· logično-tehnična plast zajema digitalne podatke iz tretje alineje 31. točke 5. člena tega zakona in
	· 
	· The logical-technical layer comprises the digital data from indent 3 of point 31 of Article 5 of this Act, and

	· fizična plast zajema omrežja in naprave iz prve in druge alineje 31. točke 5. člena tega zakona.
	· 
	· The physical layer comprises the networks and devices from indents 1 and 2 of point 31 of Article 5 of this Act.

	39. člen
	
	Article 39

	(kibernetska obramba na ravni državnih organov)
	
	(Cyber defence at the level of state authorities)

	(1) Ukrepe in dejavnosti kibernetske obrambe na ravni državnih organov usklajujejo in izvajajo pristojni nacionalni organ, skupine CSIRT ter ministrstvo, pristojno za obrambo, ministrstvo, pristojno za upravljanje informacijsko-komunikacijskih sistemov, ministrstvo, pristojno za zunanje zadeve, ministrstvo, pristojno za notranje zadeve, Policija, Slovenska obveščevalno-varnostna agencija in drugi državni organi v skladu s svojimi pristojnostmi pri zagotavljanju nacionalne varnosti. Na različnih ravneh izvajajo usklajene organizacijske, logično-tehnične, tehnične in administrativne ukrepe ter dejavnosti za zagotavljanje celovite kibernetske varnosti v skladu s svojimi pristojnostmi. Koordinacijo kibernetske obrambe na ravni državnih organov izvaja pristojni nacionalni organ, ki v ta namen vzpostavi koordinacijsko skupino.
	
	(1) Cyber defence measures and activities at the level of state authorities shall be coordinated and implemented by the national competent authority, the CSIRTs and the ministry responsible for the management of information and communication systems, the ministry responsible for foreign affairs, the ministry responsible for internal affairs, the Police, the Slovene Intelligence and Security Agency and other state authorities in accordance with their competences in ensuring national security. They shall, at different levels, implement coordinated organisational, logical-technical, technical and administrative measures and activities to ensure comprehensive cybersecurity in accordance with their respective competences. At the level of state authorities, cyber defence shall be coordinated by the national competent authority which shall establish a coordination group for this purpose.

	(2) Organi iz prejšnjega odstavka zagotavljajo ustrezne zmogljivosti za kibernetsko obrambo na področjih, za katera so pristojni. V ta namen lahko vzpostavijo svoje varnostno-operativne centre organov državne uprave, ki izpolnjujejo vsaj minimalni obseg zahtev:
	
	(2) The authorities referred to in the preceding paragraph shall provide appropriate cyber defence capabilities within their respective domains. To this end, they can establish their own Security Operations Centres of state administration bodies that fulfil at least the following minimum requirements:

	· stalno zagotavljanje razpoložljivosti svojih komunikacijskih kanalov,
	· 
	· They continuously ensure the availability of their communication channels,

	· prostori in podporni informacijski sistemi so na varnih krajih,
	· 
	· Their premises and the supporting information systems are located at secure sites,

	· zagotovijo zaupnost in zanesljivost svojih dejavnosti,
	· 
	· They ensure the confidentiality and reliability of their operations,

	· imajo dovolj osebja za zagotavljanje neprekinjene razpoložljivosti storitev, pri čemer zagotavljajo, da je to osebje ustrezno usposobljeno, in
	· 
	· They are adequately staffed to ensure availability of their services at all times and they ensure that their staff is trained appropriately, and

	· imajo nadomestne sisteme in nadomestni delovni prostor, da se zagotovi neprekinjeno izvajanje njihovih storitev.
	· 
	· They are equipped with redundant systems and backup working space to ensure continuity of their services.

	(3) Pristojni nacionalni organ, ministrstvo, pristojno za upravljanje informacijsko-komunikacijskih sistemov, ministrstvo, pristojno za obrambo, ministrstvo, pristojno za zunanje zadeve, ter Policija in Slovenska obveščevalno-varnostna agencija stalno spremljajo stanje in odzive na dogodke v kibernetskem prostoru na področju svojega delovanja.
	
	(3) The national competent authority, the ministry responsible for the management of information and communication systems, the ministry responsible for defence, the ministry responsible for foreign affairs, the Police and the Slovene Intelligence and Security Agency shall continuously monitor the situation and responses to events in cyberspace in their domain.

	(4) Pristojni nacionalni organ za izvajanje 2. točke drugega odstavka 10. člena tega zakona za zgodnje zaznavanje kibernetskih groženj vzpostavi situacijski center kibernetske obrambe, ki je namenjen zaznavanju in spremljanju kibernetskih groženj ter izvajanju postopkov za zamejitev posledic kibernetskih groženj. Nosilci obrambnega načrtovanja, ki so določeni na podlagi zakona, ki ureja obrambo, se lahko vključijo v situacijski center kibernetske obrambe, ki v primeru njihove vključitve pristojnemu nacionalnemu organu omogoči neposreden, nujen in sorazmeren vpogled v delovanje njihovega omrežnega in informacijskega sistema. Situacijski center kibernetske obrambe deluje kot notranja organizacijska enota pristojnega nacionalnega organa.
	
	(4) For the implementation of point 2 of paragraph two of Article 10 of this Act for the early detection of cyber threats, the national competent authority shall set up a cyber defence situational centre aimed at detecting and monitoring cyber threats and carrying out procedures to limit the consequences of cyber threats. The entities responsible for defence planning specified on the basis of the Act governing defence may be included in the cyber defence situational centre, in which case the centre shall enable the national competent authority to have a direct, necessary and proportionate insight in the operation of their network and information systems. The cyber defence situational centre shall function as an internal organisational unit of the national competent authority.

	(5) Pristojni nacionalni organ lahko zmogljivost situacijskega centra kibernetske obrambe ponudi tudi bistvenim in pomembnim subjektom, ki niso nosilci obrambnega načrtovanja iz prejšnjega odstavka. Pri tem vključeni subjekti za zgodnje zaznavanje kibernetskih groženj omogočijo pristojnemu nacionalnemu organu neposreden, nujen in sorazmeren vpogled v delovanje svojega omrežnega in informacijskega sistema.
	
	(5) The national competent authority may also offer the capability of the cyber defence situational centre to essential and important entities that are not responsible for defence planning from the preceding paragraph. In this case, the included entities shall enable the national competent authority to have a direct, necessary and proportionate insight in the operation of their network and information systems for the early detection of cyber threats.

	(6) Pristojni organi iz prvega odstavka tega člena priglasijo vzpostavitev varnostno-operativnega centra organa državne uprave pristojnemu nacionalnem organu v 30 dneh od njegove vzpostavitve in hkrati predložijo izjavo o izpolnjevanju zahtev iz drugega odstavka tega člena.
	
	(6) The competent authorities from paragraph one of this Article shall notify the national competent body of the establishment of a Security Operations Centre of a state administration body within 30 days of its establishment and at the same time submit a statement on the fulfilment of requirements from paragraph two of this Article.

	(7) Izvajanje kibernetske obrambe iz prvega odstavka tega člena se dopolnjuje z vključevanjem organov in skupin CSIRT iz tega člena v mednarodne povezave in njihovim aktivnim sodelovanjem v teh povezavah ter z drugimi oblikami večstranskega in dvostranskega sodelovanja.
	
	(7) The provision of cyber defence from paragraph one of this Article shall be supplemented with the inclusion of authorities and CSIRTs from this Article in international networks and their active participation in these networks, as well as other forms of multilateral and bilateral cooperation.

	(8) Varnostno-operativni centri organov državne uprave pristojnemu nacionalnemu organu predložijo tedensko in letno poročilo o izvajanju svojih nalog. Poročilo obsega informacijo o pomembnih incidentih, ki so jih priglasili pristojni skupini CSIRT, in o drugih incidentih, ki so jih zaznali.
	
	(8) The Security Operations Centre of state administration bodies shall submit weekly and annual reports on the implementation of their respective tasks to the national competent authority. The report shall include information on important incidents notified to the competent CSIRT and other detected incidents.

	40. člen
	
	Article 40

	(sodelovanje na področju kibernetske obrambe)
	
	(Cooperation in the field of cyber defence)

	(1) Za kibernetsko obrambo lahko pristojni nacionalni organ sodeluje s subjekti javne uprave, gospodarstva, z raziskovalno-razvojnimi organizacijami, znanstvenimi institucijami, interesnimi združenji in posamezniki.
	
	(1) For the purposes of the cyber defence, the national competent authority may cooperate with entities in the public administration and the economy, research and development organisations, scientific institutions, interest groups and individuals.

	(2) Pristojni nacionalni organ lahko za izvajanje kibernetske obrambe k sodelovanju povabi tudi posameznike:
	
	(2) The national competent authority may also invite other individuals to participate in cyber defence if:

	ki so državljani Republike Slovenije,
	
	They are citizens of the Republic of Slovenia,

	ki niso s pravnomočno odločbo postavljeni pod skrbništvo,
	
	They re not placed under guardianship by final decision,

	ki so stari najmanj 18 let,
	
	They are at least 18 years of age,

	ki niso pravnomočno obsojeni zaradi naklepnega kaznivega dejanja, ki se preganja po uradni dolžnosti, in niso obsojeni na nepogojno kazen zapora v trajanju več kot šest mesecev oziroma niso pravnomočno obsojeni za kazniva dejanja iz 221. in 237. člena Kazenskega zakonika (Uradni list RS, št. 50/12 – uradno prečiščeno besedilo, 6/16 – popr., 54/15, 38/16, 27/17, 23/20, 91/20, 95/21, 186/21, 105/22 – ZZNŠPP in 16/23; v nadaljnjem besedilu KZ-1),
	
	They have not been convicted by a final judgment of a criminal offense committed with intent and prosecuted ex officio, nor sentenced to an unconditional prison sentence of more than six months, nor been finally convicted for a criminal offence under Article 221 or 237 of the Criminal Code (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 50/12 – official consolidated version, 6/16 – corr., 54/15, 38/16, 27/17, 23/20, 91/20, 95/21, 186/21, 105/22 – ZZNŠPP and 16/23, hereinafter: KZ-1),

	zoper katere ni vložena pravnomočna obtožnica zaradi naklepnega kaznivega dejanja, ki se preganja po uradni dolžnosti, oziroma ni bil uveden kazenski postopek zaradi suma storitve kaznivega dejanja iz 221. in 237. člena KZ-1,
	
	No final indictment has been filed against them for a criminal offence committed with intent and prosecuted ex officio, and no criminal proceedings have been initiated against them on the grounds of suspicion of a criminal offence referred to in Articles 221 and 237 of the KZ-1,

	imajo soglasje delodajalca, če so v delovnem razmerju,
	
	If they are employed, they have their employer’s consent,

	imajo ustrezna znanja in kompetence za izvajanje nalog s področja informacijske in kibernetske varnosti ter
	
	They have the appropriate knowledge and competences to perform information security and cybersecurity tasks, and

	se strinjajo s psihološkim testiranjem in varnostnim preverjanjem po 99. členu Zakona o nalogah in pooblastilih policije (Uradni list RS, št. 15/13, 23/15 – popr., 10/17, 46/19 – odl. US, 47/19 in 153/21 – odl. US).
	
	They agree to undergo psychological testing and security clearance under Article 99 of the Police Tasks and Powers Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 15/13, 23/15 – corr., 10/17, 46/19 – Dec. of the CC, 47/19 and 153/21 – Dec. of the CC).

	(3) Pristojni nacionalni organ povabilo k sodelovanju iz prejšnjega odstavka objavi na osrednjem spletnem mestu državne uprave.
	
	(3) The national competent authority shall publish the invitation to participate from the preceding paragraph on the central website of the state administration.

	(4) Pristojni nacionalni organ opravi izbor kandidatov za sodelovanje pri kibernetski obrambi iz drugega odstavka tega člena ter zanje začne postopka psihološkega testiranja in varnostnega preverjanja iz zadnje alineje drugega odstavka tega člena. Po uspešno opravljenem varnostnem preverjanju jih uvrstitvi na seznam posameznikov, ki sodelujejo pri kibernetski obrambi. Ta seznam vsebuje:
	
	(4) The national competent authority shall carry out the selection of candidates for participation in cyber defence from paragraph two of this Article and initiate psychological testing and security clearance procedures from the last indent of paragraph two of this Article. After successfully completing security clearance, they shall be included in the list of individuals participating in cyber defence. This list shall include:

	· ime, priimek in rojstne podatke,
	· 
	· Name, surname and date and place of birth,

	· davčno številko,
	· 
	· Tax number,

	· naziv, naslov, telefonsko številko in elektronski naslov,
	· 
	· Title, address, telephone number and email address,

	· doseženo izobrazbo,
	· 
	· Level of education acquired,

	· morebitno zaposlitev in
	· 
	· Employment, if any, and

	· znanja in kompetence.
	· 
	· Knowledge and competences.

	(5) Pristojni nacionalni organ ponudi posamezniku s seznama iz prejšnjega odstavka sklenitev pogodbenega razmerja, v katerem se uredijo vrsta oziroma oblika pogodbenega razmerja, medsebojne pravice in dolžnosti ter nagrada. Če je posameznik v delovnem razmerju, se za ureditev njegovih pravic in dolžnosti upoštevajo določbe o dopolnilnem delu iz zakona, ki ureja delovna razmerja. Pristojni nacionalni organ po sklenitvi pogodbenega razmerja za posameznika organizira priprave, dodatna usposabljanja in vaje za delovanje na področju kibernetske obrambe.
	
	(5) The national competent authority shall also offer an individual on the list from the preceding paragraph a contract to determine the type or form of contractual relationship, mutual rights and obligations, and the remuneration. If the individual is employed, his or her rights and obligations shall be subject to the provisions on supplementary work from the Act governing employment relationships. After concluding the contract, the national competent authority shall organise preparations, further training and practice for the individual’s cyber defence activities.

	(6) Pristojni nacionalni organ glede na potrebe in stanje ogroženosti kibernetske varnosti oblikuje eno ali več operativnih skupin za kibernetsko obrambo, v katere vključi posameznike, s katerimi ima sklenjeno pogodbo iz prejšnjega odstavka, in predstavnike državnih organov, organov lokalne samouprave, gospodarskih družb, zavodov in drugih organizacij iz prvega odstavka tega člena, ki so varnostno preverjeni, kot to določa osma alineja drugega odstavka tega člena. Pri oblikovanju operativnih skupin se upoštevajo tudi morebitna nasprotja interesov posameznikov do zavezancev.
	
	(6) Based on the needs and the cybersecurity threat level, the national competent authority shall establish one or cybersecurity taskforces comprised of individuals with a contract referred to in the preceding paragraph, and representatives of state authorities, local authorities, companies, institutes and other organisations from paragraph one of this Article with a security clearance, as provided in indent 8 of paragraph two of this Article. The establishment of taskforces shall take into consideration the individuals’ conflicts of interest in relation to liable entities, if any.

	(7) Direktor pristojnega nacionalnega organa imenuje vodjo in namestnika posamezne operativne skupine iz prejšnjega odstavka. Kadar se za vodjo ali namestnika imenuje osebo državnega organa, ki ni uslužbenec pristojnega nacionalnega organa, se zagotovi soglasje njegovega predstojnika. Administrativno-tehnične pogoje za delovanje operativnih skupin iz prejšnjega odstavka zagotovi pristojni nacionalni organ.
	
	(7) The Director of the national competent authority shall appoint the heads and deputies of taskforces from the preceding paragraph. When the appointed head or deputy is a person from the state authority who is not an employee of the national competent authority, their superior’s approval shall be obtained. The administrative and technical conditions for the operation of the taskforces from the preceding paragraph shall be ensured by the national competent authority.

	(8) Sodelovanje javnih uslužbencev v operativni skupini iz šestega in sedmega odstavka tega člena je v interesu delodajalca v skladu z določbami o opravljanju dodatnega dela v interesu delodajalca iz zakona, ki ureja javne uslužbence.
	
	(8) Participation of public employees in the taskforce from paragraphs six and seven of this Article shall be in the interest of the employer in accordance with the provisions on the performance of additional work in the interest of the employer from the Act governing public employees.

	41. člen
	
	Article 41

	(dodatna pomoč na področju kibernetske obrambe)
	
	(Additional cyber defence assistance)

	(1) Pristojni nacionalni organ lahko nudi zavezancem dodatno pomoč na področju kibernetske obrambe v primeru kibernetskih groženj in incidentov, o katerih pristojni nacionalni organ obvešča vlado in SNAV v skladu s tem zakonom, ter v primeru kibernetskih incidentov velikih razsežnosti ali kriz.
	
	(1) The national competent authority may provide the liable entities with additional cyber defence assistance in the event of cyber threats and incidents, of which the national competent authority shall notify the Government and the NSC in accordance with this Act, and in the event of large-scale cybersecurity incidents or crises.

	(2) Zavezanec ali pristojna skupina CSIRT lahko pristojni nacionalni organ zaprosi za dodatno pomoč iz prejšnjega odstavka, pri čemer se v prošnji navedejo okoliščine, zaradi katerih se prosi za pomoč. Nudenje dodatne pomoči v vsakem posamičnem primeru odobri direktor pristojnega nacionalnega organa, pri čemer upošteva vidike nujnosti obvladovanja stanja ali dogodkov iz prejšnjega odstavka, razpoložljivosti operativnih skupin in drugih zmogljivosti za izvajanje kibernetske obrambe ter aktualno oceno kibernetske varnosti v državi. O načinu in pravilih nudenja dodatne pomoči in možnosti vključitve operativnih skupin iz prejšnjega člena se uskladijo pristojni nacionalni organ, pristojna skupina CSIRT in zavezanec, pri čemer upoštevajo tudi pravila, ki jih določa nacionalni načrt odzivanja.
	
	(2) The liable entity or the competent CSIRT may ask the national competent authority for the additional assistance from the preceding paragraph, specifying the circumstances due to which assistance is required. In each individual case, the provision of additional assistance shall be approved by the Director of the national competent authority, taking into consideration the urgency of managing the situation or events from the preceding paragraph, the availability of taskforces and other cyber defence capacities, and the current assessment of cybersecurity in the country. The manner and rules of providing additional assistance and the possibility of including the taskforces from the preceding Article shall be coordinated by the national competent authority, the competent CSIRT and the liable entity, taking into account the rules prescribed by the national response plan.

	(3) Če pomoč iz prejšnjega odstavka ni odobrena, pristojni nacionalni organ s tem seznani prosilca iz prejšnjega odstavka, ki lahko v primeru spremenjenih okoliščin znova zaprosi za pomoč.
	
	(3) If the assistance from the preceding paragraph is not approved, the national competent authority shall notify the requesting entity that, in the event of changed circumstances, may request it again.

	42. člen
	
	Article 42

	(pomoč pri kibernetski obrambi v Evropski uniji)
	
	(Cyber defence assistance in the European Union)

	(1) Republika Slovenija lahko za pomoč pri izvajanju kibernetske obrambe zaprosi druge države članice Evropske unije oziroma ustrezne institucije, organe, urade in agencije Evropske unije. Poleg tega lahko navedenim subjektom nudi pomoč pri izvajanju kibernetske obrambe.
	
	(1) The Republic of Slovenia may request cyber defence assistance from other EU member States or appropriate EU institutions, bodies offices and agencies. Furthermore, it may also provide cyber defence assistance to the aforementioned entities.

	(2) Če pristojni nacionalni organ za obvladovanje stanja ali dogodkov iz prvega odstavka prejšnjega člena presodi, da zavezanci iz tega zakona ali pristojna skupina CSIRT potrebuje pomoč druge države ali držav članic Evropske unije pri kibernetski obrambi Republike Slovenije, o tem nemudoma obvesti SNAV, ki o predlogu zaprosila oblikuje stališče in ga pošlje vladi v odločanje. Medsebojni dogovor o pomoči določi tudi kritje morebitnih stroškov obeh strani, pri čemer morebitne stroške Republike Slovenije krije prejemnik pomoči.
	
	(2) If, in order to manage the situation or events from paragraph one of the preceding Article, the national competent authority estimates that the entities from this Act or the competent CSIRT requires the assistance of another EU Member State or Member States for the cyber defence of the Republic of Slovenia, it shall immediately notify the NSC, which shall prepare an opinion on the proposal in question and submit it to the Government to issue a decision. A mutual agreement on assistance shall also provide for the coverage of any costs incurred by both parties. Any costs incurred by the Republic of Slovenia shall be borne by the assistance recipient.

	(3) O prejemu zaprosila pristojnih institucij ali organov druge države ali držav članic Evropske unije za nudenje pomoči pri kibernetski obrambi pristojni nacionalni organ obvesti SNAV, ki o predlogu odziva na takšno zaprosilo oblikuje stališče in ga pošlje v odločanje vladi. Pri odzivu na zaprosilo se upoštevata razpoložljivost zmogljivosti za kibernetsko obrambo in aktualna ocena kibernetske varnosti v državi. Medsebojni dogovor o pomoči določi tudi kritje stroškov obeh strani, pri čemer stroške Republike Slovenije zagotovi organ, iz katerega izhaja napotena oseba.
	
	(3) When receiving a request for cyber defence assistance from the competent institutions or bodies of another EU Member State or Member States, the national competent authority shall notify the NSC that shall prepare an opinion on the proposed response to such a request and submit it to the Government to issue a decision. The response to the request shall take into consideration the availability of cyber defence capacities and the current assessment of cybersecurity in the country. A mutual agreement on assistance shall also provide for the coverage of any costs incurred by both parties. Any costs incurred by the Republic of Slovenia shall be borne by the body from which the referred person originates.

	43. člen
	
	Article 43

	(pomoč pri kibernetski obrambi na mednarodni ravni)
	
	(Cyber defence assistance on the international level)

	(1) Republika Slovenija lahko za pomoč pri izvajanju kibernetske obrambe zaprosi tudi tretje države ali mednarodne organizacije, s katerimi ima sklenjene mednarodne sporazume. Poleg tega lahko navedenim subjektom nudi pomoč pri izvajanju kibernetske obrambe.
	
	(1) The Republic of Slovenia may also request cyber defence assistance from third countries and international organisations with which it has concluded international agreements. Furthermore, it may also provide cyber defence assistance to the aforementioned entities.

	(2) Za nudenje in prejem pomoči se smiselno uporablja prejšnji člen.
	
	(2) The preceding Article shall apply mutatis mutandis to providing and receiving assistance.

	(3) Republika Slovenija lahko sodeluje v skupnih enotah za kibernetsko obrambo, ki jih vzpostavijo mednarodne organizacije, katerih članica je. Odločitev o takšnem sodelovanju na predlog SNAV sprejme vlada.
	
	(3) The Republic of Slovenia may participate in joint cyber defence units established by international organisations of which it is a member. The decision on such participation shall be adopted by the Government following a proposal of the NSC.

	44. člen
	
	Article 44

	(delo v manj ugodnem delovnem času)
	
	(Work performed during less favourable working hours)

	(1) Uslužbenci organov, ki izvajajo kibernetsko obrambo, morajo opravljati delo tudi v manj ugodnem delovnem času, kadar je to potrebno za izvajanje s tem zakonom določenih nalog, če to terjajo varnostne razmere ali če je samo tako mogoče opraviti določene naloge, ki jih ni mogoče odlagati ali morajo biti opravljene v določenem roku. Delo v manj ugodnem delovnem času odredi predstojnik organa.
	
	(1) Employees of authorities responsible for cyber defence shall also be required to work during less favourable working hours when necessary for the performance of the tasks laid down in this Act, where required by the security situation, or where specific tasks that cannot be postponed or must be performed within a set period can only be carried out in this way. Work performed during less favourable working hours shall be ordered by the head of the authority.

	(2) Delo v manj ugodnem delovnem času je:
	
	(2) Work performed during less favourable working hours shall mean:

	505. delo v neenakomerno razporejenem delovnem času,
	506. 
	1. Work on an irregular work schedule,

	507. delo v izmenah,
	508. 
	2. Work in shifts,

	509. delo ob sobotah, nedeljah, praznikih in drugih dela prostih dnevih,
	510. 
	3. Work on Saturdays, Sundays, public holidays and other work-free days.

	511. delo prek polnega delovnega časa,
	512. 
	4. Overtime work,

	513. popoldansko in nočno delo in
	514. 
	5. Work in the afternoon and at night, and

	515. delo v deljenem delovnem času.
	516. 
	6. Work in split shifts.

	(3) Delo v manj ugodnem delovnem času se izvaja s prerazporeditvijo delovnega časa v okviru določene redne mesečne ali letne delovne obveznosti razen v primeru dela preko polnega delovnega časa.
	
	(3) Work during less favourable working hours shall be performed according to a timetable within the framework of specific regular monthly or annual working obligations, except in the event of overtime.

	(4) Delovna mesta, na katerih poteka delo v skladu s prejšnjim odstavkom, se določijo v aktu o organizaciji in sistemizaciji.
	
	(4) Posts where work is performed according to the preceding paragraph shall be defined in the legal act on the organisation and classification of posts.

	(5) Ne glede na drugi do četrti odstavek tega člena se za delo v manj ugodnem delovnem času:
	
	(5) Notwithstanding paragraphs two to four of this Article, work during less favourable working hours shall be subject to:

	· na Ministrstvu za obrambo in v Slovenski vojski uporabljajo določbe, ki urejajo delo v manj ugodnih delovnih pogojih in v manj ugodnem delovnem času v zakonu, ki ureja obrambo, in v zakonu, ki ureja službo v Slovenski vojski,
	· 
	· The provisions governing work in less favourable working conditions and during less favourable working hours laid down in the Act governing defence and the Act governing service in the Slovenian Armed Forces, in the case of the Ministry of Defence and in the Slovenian Armed Forces,

	· v Policiji uporabljajo določbe, ki urejajo delo v manj ugodnih delovnih pogojih in v manj ugodnem delovnem času v zakonu, ki ureja organiziranost in delo v Policiji,
	· 
	· The provisions governing work in less favourable working conditions and during less favourable working hours in the Act governing organisation and work of the Police, in the case of the Police,

	· v Slovenski obveščevalno-varnostni agenciji uporabljajo določbe, ki urejajo delo v manj ugodnih delovnih pogojih in v manj ugodnem delovnem času v zakonu, ki ureja delovanje Slovenske obveščevalno-varnostne agencije, in
	· 
	· The provisions governing work in less favourable working conditions and during less favourable working hours in the Act governing the functioning of the Slovene Intelligence and Security Agency, in the case of the Slovene Intelligence and Security Agency, and

	· v Upravi Republike Slovenije za zaščito in reševanje uporabljajo določbe, ki urejajo delo v manj ugodnih delovnih pogojih in v manj ugodnem delovnem času v zakonu, ki ureja varstvo pred naravnimi in drugimi nesrečami.
	· 
	· The provisions governing work in less favourable working conditions and during less favourable working hours in the Act governing protection against natural and other disasters, in the case of the Administration of the Republic of Slovenia for Civil Protection and Disaster Relief.

	IX. NADZOR
	
	IX. SUPERVISION

	45. člen
	
	Article 45

	(splošne določbe)
	
	(General provisions)

	(1) Za nadzor nad izvajanjem določb tega zakona, na njegovi podlagi sprejetih predpisov in nad izvršitvijo upravnih odločb, izdanih na podlagi petega ali sedmega odstavka 36. člena, sedmega odstavka 37. člena tega zakona, nad izvršitvijo odredb, izdanih na podlagi devetega odstavka 36. člena in devetega odstavka 37. člena tega zakona, so pristojni inšpektorji za informacijsko varnost pristojnega nacionalnega organa (v nadaljnjem besedilu: inšpektor), razen na obrambnem področju, kjer ta nadzor izvaja Inšpektorat Republike Slovenije za obrambo ter na področju obveščevalno-varnostne dejavnosti, kjer ta nadzor izvaja Inšpektorat Republike Slovenije za notranje zadeve.
	
	(1) Supervision of the implementation of the provisions of this Act, the regulations issued on the basis thereof and the enforcement of administrative decisions issued on the basis of paragraph five or seven of Article 36, paragraph seven of Article 37 of this Act, the enforcement of orders issued on the basis of paragraph nine of Article 36 and paragraph nine of Article 37 of this Act shall be exercised by the information security inspectors of the national competent authority (hereinafter: inspectors), except in the field of defence where supervision shall be exercised by the Defence Inspectorate of the Republic of Slovenia, and in the field of intelligence and security where supervision shall be exercised by the Internal Affairs Inspectorate of the Republic of Slovenia.

	(2) Inšpektor je pristojen tudi za nadzor nad izvajanjem določb Uredbe 2019/881/EU in izvajanjem evropskih certifikacijskih shem ter nad izvršitvijo upravnih odločb, ki jih nacionalni certifikacijski organ za kibernetsko varnost izda na podlagi sedmega ali osmega odstavka 27. člena tega zakona.
	
	(2) Inspectors shall also exercise supervision of the implementation of the provisions of Regulation 2019/881/EU and the implementation of European certification schemes as well as the enforcement of administrative decisions issued by the national cybersecurity certification authority pursuant to paragraph seven or eight of Article 27 of this Act.

	(3) Inšpektor nadzira tudi izvajanje izvedbenih aktov Evropske komisije, sprejetih na podlagi Direktive 2022/2555/EU, ki imajo neposredni učinek v pravnem redu Republike Slovenije.
	
	(3) Inspectors shall also supervise the implementation of the implementing acts of the European Commission adopted on the basis of Directive 2022/2555/EU that apply directly in the legal order of the Republic of Slovenia.

	(4) V postopku nadzora po tem zakonu se uporabljajo določbe zakona, ki ureja inšpekcijski nadzor, če s tem zakonom ni določeno drugače.
	
	(4) The provisions of the Act governing inspection shall apply to the supervisory procedure under this Act, unless otherwise provided by this Act.

	(5) Pri opravljanju nalog inšpekcijskega nadzora pri zavezancu iz tega zakona ima inšpektor poleg pravic iz zakona, ki ureja inšpekcijski nadzor, tudi naslednja pooblastila:
	
	(5) In performing their duties of inspection of liable entities from this Act, inspectors shall have, in addition to the rights laid down by the Act governing inspection, the authorisations to:

	517. opraviti inšpekcijski pregled na kraju samem in nadzor na daljavo, ki ju lahko izvede skupaj z usposobljenimi strokovnjaki;
	518. 
	1. Conduct an on-site inspection and off-site supervision, which may also be carried out in cooperation with qualified experts;

	519. opraviti inšpekcijski varnostni pregled, ki temelji na objektivnih, nediskriminatornih, poštenih in preglednih merilih za oceno tveganj;
	520. 
	2. Conduct a safety inspection based on objective, non-discriminatory, fair and transparent risk assessment criteria;

	521. opraviti neposreden vpogled v podatke, dokumentacijo ter v omrežne in informacijske sisteme;
	522. 
	3. Access data, documents and network and information systems;

	523. preveriti pogoje in način izvajanja ukrepov za obvladovanje tveganj kibernetske varnosti;
	524. 
	4. Examine the conditions for and manner of implementation of cybersecurity risk management measures;

	525. pregledati območja, objekte in prostore zavezancev, kjer so ključni, krmilni in nadzorni informacijski sistemi in podatki;
	526. 
	5. Inspect the areas, facilities and premises of liable entities with critical, control and monitoring information systems and data;

	527. pregledati dokumentacijo o izvrševanju predpisanih obveznosti obveščanja o kibernetskih incidentih in drugih obveznostih na podlagi zahtev pristojnih organov iz tega zakona;
	528. 
	6. Review documents on compliance with the prescribed obligation to submit information on cyber incidents and other obligations on the basis of requirements of the competent authorities from this Act;

	529. pregledati poročila o izvedbi revizije informacijskih sistemov ter izvedbi varnostnih pregledov omrežja in informacijskih sistemov in
	530. 
	7. Review reports on the audits of information systems and the security scans of network and information systems, and

	531. pregledati drugo dokumentacijo, potrebno za izvedbo nadzora.
	532. 
	8. Examine other documentation required for exercising supervision.

	(6) Zavezanci morajo inšpektorju pri izvajanju inšpekcijskega nadzora brez odlašanja predložiti zahtevane informacije in podatke ter omogočiti dostop do sistemov, območij, objektov in prostorov.
	
	(6) In the course of the inspection, liable entities must, without delay, provide the inspector with the required information and data and enable access to systems, areas, facilities and premises.

	(7) Zoper odločbo, izdano v postopkih nadzora po tem zakonu, ni dovoljena pritožba, dovoljen pa je upravni spor.
	
	(7) No appeal shall be allowed against the decision issued in the supervision procedures under this Act, but an administrative dispute shall be allowed.

	(8) Inšpektor lahko v inšpekcijskem postopku na podlagi obrazloženega predloga zavezanca za podaljšanje rokov za odpravo nepravilnosti in pomanjkljivosti, ki je podan pred potekom roka za izvedbo odrejenih ukrepov, podaljša roke za odpravo nepravilnosti in pomanjkljivosti oziroma izvedbo odrejenih ukrepov, pri tem pa upošteva že izvedene aktivnosti zavezanca za odpravo nepravilnosti in pomanjkljivosti, objektivne okoliščine za zamudo in posledice za javni interes.
	
	(8) Based on the liable entity’s reasoned proposal to extend the time limit for remedying irregularities and deficiencies submitted before the expiration of the time limit for implementing the imposed measures, inspectors may extend the time limit for remedying irregularities and deficiencies or implementing the imposed measures, taking into consideration the activities already carried out by the liable entity to remedy the irregularities and deficiencies, the objective circumstances for the delay and the consequences for public interest.

	(9) Inšpektor lahko poleg ukrepov, določenih z zakonom, ki ureja inšpekcijski nadzor, odredi tudi ukrepe, določene s tem zakonom, ali ukrepe, določene z Uredbo 2019/881/EU.
	
	(9) In addition to the measures provided under the Act governing inspection, inspectors may also impose the measures provided by this Act or measures provided by Regulation 2019/881/EU.

	46. člen
	
	Article 46

	(nadzor bistvenih subjektov)
	
	(Supervision of essential entities)

	(1) Inšpektor lahko pri izvajanju svojih nadzornih nalog pri bistvenih subjektih izvaja naključne inšpekcijske nadzore.
	
	(1) In exercising their supervisory tasks in relation to essential entities, inspectors may conduct random inspections.

	(2) Če inšpektor pri opravljanju nalog inšpekcijskega nadzora ugotovi, da je bistveni subjekt kršil ta zakon, drug predpis ali drug akt, katerega izvajanje nadzoruje, ima poleg pravic in dolžnosti iz zakona, ki ureja inšpekcijski nadzor, tudi pravico in dolžnost:
	
	(2) If, in the course of an inspection, the inspector establishes that the essential entity breached this Act, another regulation or another legal act, the implementation of which is under its supervision, in addition to the rights and duties stipulated in the Act governing inspection, they shall also have the right and duty to:

	533. odrediti izvedbo redne in ciljno usmerjene revizije skladnosti s predpisi s področja informacijske in kibernetske varnosti, ki jo izvede revizor informacijskih sistemov;
	534. 
	1. Order regular and targeted compliance audits related to information security and cybersecurity, carried out by an information system auditor;

	535. odrediti izvedbo izredne revizije skladnosti, ki jo izvede revizor informacijskih sistemov, ko je to utemeljeno zaradi pomembnega incidenta ali ker je bistveni subjekt očitno kršil ta zakon;
	536. 
	2. Order an extraordinary compliance audit to be carried out by an information system auditor, where justified by a significant incident or by an evident breach of this Act;

	537. zavezancu odrediti, da obvesti fizične ali pravne osebe, v zvezi s katerimi opravlja storitve ali izvaja dejavnost in na katere bi lahko vplivala pomembna kibernetska grožnja, o naravi grožnje in o zaščitnih ali popravnih ukrepih, ki jih lahko te fizične ali pravne osebe sprejmejo v odziv na to grožnjo;
	538. 
	3. Order the liable entity to inform the natural or legal persons with regard to which it provides services or carries out activities which are potentially affected by a significant cyber threat of the nature of the threat, and of protective or remedial measures which can be taken by those natural or legal persons in response to that threat;

	539. odrediti, da zavezanec v razumnem roku izvede priporočila, dana na podlagi izvedene revizije skladnosti;
	540. 
	4. Order the liable entity to implement the recommendations provided as a result of a compliance audit within a reasonable deadline;

	541. imenovati pooblaščeno osebo z natančno opredeljenimi nalogami v določenem obdobju, ki spremlja, ali bistveni subjekt izpolnjuje 21., 22., 29. in 30. člen tega zakona, in
	542. 
	5. Designate an authorised person with well-defined tasks for a determined period of time to oversee the compliance of the essential entity with Articles 21, 22, 29 and 30 of this Act, and

	543. zavezancu odrediti, da na določen način objavi kršitve tega zakona.
	544. 
	6. Order the liable entity to make public aspects of breaches of this Act in a specified manner.

	(3) Če inšpektor ugotovi, da odrejeni ukrepi za odpravo nepravilnosti ali pomanjkljivosti niso bili učinkoviti, bistvenemu subjektu, ki ga takšni ukrepi zadevajo, določi rok, v katerem mora sprejeti potrebne ukrepe za odpravo nepravilnosti ali pomanjkljivosti ali izpolnitev zahtev inšpektorja. Če bistveni subjekt ukrepov ne sprejme v določenem roku, lahko inšpektor z odločbo:
	
	(3) If the inspector establishes that the ordered measures to remedy irregularities or deficiencies were not effective, they shall set a time limit to the essential entity concerned for taking the necessary measures to remedy irregularities or deficiencies or fulfil the inspector’s requirements. If the essential entity fails to adopt measures in the set time limit, the inspector may issue a decision:

	545. začasno prepove izvajanje dela storitev ali dejavnosti ali začasno prepove izvajanje vseh storitev ali dejavnosti, ki jih opravlja bistveni subjekt, in
	546. 
	1. Temporarily prohibiting the performance of part of the services or activities or temporarily prohibiting the performance of all services or activities provided by the essential entity, and

	547. zahteva začasno prepoved opravljanja vodstvenih funkcij vsem osebam, ki za bistveni subjekt opravljajo poslovodne naloge na ravni glavnega izvršnega direktorja ali pravnega zastopnika.
	548. 
	2. Requesting a temporary prohibition for any natural person who is responsible for discharging managerial responsibilities at chief executive officer or legal representative level in the essential entity from exercising managerial functions.

	(4) Začasni preklic ali prepoved, naložena na podlagi prejšnjega odstavka, se uporablja samo, dokler zadevni bistveni subjekt ne sprejme potrebnih ukrepov za odpravo pomanjkljivosti ali ne izpolni zahtev inšpektorja, zaradi katerih je bil tak ukrep uporabljen.
	
	(4) Temporary revocations or prohibitions imposed pursuant to the preceding paragraph shall apply only until the essential entity concerned takes the necessary measures to remedy the deficiencies or comply with the inspector’s requirements for which such enforcement measures were applied.

	(5) Ukrepi iz tretjega odstavka tega člena se ne uporabljajo za subjekte javne uprave na državni ravni.
	
	(5) The measures referred to in paragraph three of this Article shall not apply to public administration entities at state level.

	(6) Inšpektor pri sprejemanju ukrepov iz drugega in tretjega odstavka tega člena upošteva okoliščine vsakega posameznega primera, pri čemer ustrezno upošteva:
	
	(6) When taking any of the measures referred to in paragraphs two and three of this Article, the inspector shall take account of the circumstances of each individual case and take due account of:

	549. resnost kršitve in pomembnost kršenih določb, pri čemer se za resne kršitve v vsakem primeru štejejo:
	550. 
	1. The severity of the breach and the importance of the provisions breached, with the following in all cases constituting serious breaches:

	ponavljajoče se kršitve,
	
	Repeated breaches,

	nepriglasitev ali neodprava pomembnih incidentov,
	
	A failure to notify or remedy significant incidents,

	neodprava pomanjkljivosti v skladu z zavezujočimi navodili inšpektorja,
	
	A failure to remedy deficiencies following binding instructions from the inspector,

	oviranje revizij ali dejavnosti spremljanja, ki jih je odredil inšpektor po ugotovitvi kršitve,
	
	The obstruction of audits or monitoring activities ordered by the inspector after establishing a breach,

	predložitev napačnih informacij v zvezi z ukrepi za obvladovanje tveganj za kibernetsko varnost ali obveznostmi poročanja iz 21., 22., 29. ali 30. člena tega zakona;
	
	Providing false information in relation to cybersecurity risk-management measures or reporting obligations laid down in Article 21, 22, 29 or 30 of this Act;

	551. trajanje kršitve;
	552. 
	2. The duration of the breach;

	553. vse relevantne prejšnje kršitve zadevnega bistvenega subjekta;
	554. 
	3. Any relevant previous breaches by the essential entity concerned;

	555. morebitno povzročeno premoženjsko ali nepremoženjsko škodo, vključno s finančnimi ali gospodarskimi izgubami, učinki na druge storitve in številom prizadetih uporabnikov;
	556. 
	4. Any material or non-material damage caused, including any financial or economic loss, effects on other services and the number of users affected;

	557. naklep ali malomarnost storilca kršitve;
	558. 
	5. Intent or negligence on the part of the perpetrator of the breach;

	559. ukrepe, ki jih je bistveni subjekt sprejel za preprečevanje ali zmanjšanje premoženjske ali nepremoženjske škode;
	560. 
	6. Measures taken by the essential entity to prevent or mitigate material or non-material damage;

	561. upoštevanje odobrenih kodeksov ravnanja ali odobrenih mehanizmov certificiranja in
	562. 
	7. Adherence to approved codes of conduct or approved certification mechanisms, and

	563. raven sodelovanja odgovornih fizičnih ali pravnih oseb z inšpektorjem.
	564. 
	8. The level of cooperation of the natural or legal persons held responsible with the inspector.

	(7) Ukrepi, ki jih inšpektor naloži bistvenim subjektom v zvezi z obveznostmi iz tega zakona, morajo biti učinkoviti, sorazmerni in odvračilni, pri čemer se upoštevajo okoliščine posameznega primera.
	
	(7) The measures imposed by the inspector on essential entities in relation to the obligations from this Act must effective, proportionate and dissuasive, taking into account the circumstances of each individual case.

	(8) Redne in ciljno usmerjene revizije skladnosti iz 1. točke drugega odstavka tega člena temeljijo na ocenah tveganj, ki jih izvedejo pristojni nacionalni organi ali bistveni subjekt, ki je predmet presoje, ali na drugih razpoložljivih informacijah o tveganju. Poročilo o izvedeni ciljno usmerjeni reviziji varnosti se da na voljo inšpektorju.
	
	(8) Regular or targeted compliance audits referred to in point 1 of paragraph two of this Article shall be based on risk assessments conducted by the national competent authorities or the audited essential entity, or on other risk-related available information. The report on the conducted targeted security audit shall be made available to the inspector.

	(9) Stroške redne, izredne ali ciljno usmerjene revizije skladnosti, ki jo opravi revizor informacijskih sistemov, krije bistveni subjekt, razen v ustrezno utemeljenih primerih, ko pristojni organ odloči drugače.
	
	(9) The costs of a regular, extraordinary or targeted compliance audit carried out by an information system auditor shall be borne by the essential entity, except in duly substantiated cases when the competent authority decides otherwise.

	(10) Inšpektor pri izvajanju svojih pooblastil navede namen zahteve in opredeli zahtevane informacije. Pri odreditvi izredne revizije skladnosti iz 2. točke drugega odstavka tega člena inšpektor določi obseg revizije.
	
	(10) When exercising their powers, the inspector shall state the purpose of the request and specify the information required. When ordering an extraordinary compliance audit from point 2 of paragraph two of this Article, the inspector shall determine its scope.

	(11) Kadar izvaja nadzor nad bistvenim subjektom, ki je na podlagi zakona, ki ureja kritično infrastrukturo, določen kot kritičen, inšpektor obvesti pristojno inšpekcijo za področje kritične infrastrukture. Inšpektor za področje kritične infrastrukture lahko Inšpekciji za informacijsko varnost tudi sam poda obrazloženo pobudo, da izvede nadzor v zvezi s subjektom, ki je na podlagi zakona, ki ureja kritično infrastrukturo, določen kot kritičen.
	
	(11) When exercising supervision of an essential entity identified as critical pursuant to the Act governing critical infrastructure, the inspector shall notify the competent critical infrastructure inspection service. A critical infrastructure inspector may also, at his or her own initiative, submit to the Information Security Inspection Service a substantiated proposal to conduct supervision in relation to the entity identified as critical pursuant to the Act governing critical infrastructure.

	(12) Inšpektor sodeluje z nadzornimi organi, ki so določeni z zakonom, ki ureja izvajanje Uredbe 2022/2554/EU o digitalni operativni odpornosti za finančni sektor. Pri tem inšpektor zagotovi, da o nadzoru bistvenega subjekta, ki je imenovan za ključnega tretjega ponudnika storitev IKT na podlagi 31. člena Uredbe 2022/2554/EU, o tem obvesti nadzorniški forum, ustanovljen na podlagi prvega odstavka 32. člena Uredbe 2022/2554/EU.
	
	(12) The inspector shall cooperate with the supervisory authorities stipulated by the Act governing the implementation of Regulation 2022/2554/EU on digital operational resilience for the financial sector. The inspector shall ensure that the supervision of an essential entity designated as a critical ICT third-party service provider pursuant to Article 31 of Regulation 2022/2554/EU is notified to the Oversight Forum established pursuant to paragraph one of Article 32 of Regulation 2022/2554/EU.

	(13) Kadar inšpektor opravlja upravno izvršbo izvršljivih odločb, ki jih je izdal v postopku nadzora bistvenih subjektov in pri tem uporablja prisilne ukrepe z izrekanjem denarnih kazni, pri tem prva denarna kazen ne glede na zakon, ki ureja splošni upravni postopek, ne sme presegati 10.000 eurov. Vsaka poznejša denarna kazen za prisilitev je lahko znova izrečena do tega zneska.
	
	(13) When the inspector carries out the administrative enforcement of enforceable decisions issued in the supervision procedure of essential entities and, in doing so, applies coercive measures by imposing fines, the first fine, notwithstanding the Act governing the general administrative procedure, may not exceed EUR 10,000. Any subsequent coercive fine may be again imposed up to this amount.

	(14) Prejšnji odstavek se ne uporablja za pravne osebe javnega prava.
	
	(14) The preceding paragraph shall not apply to legal persons under public law.

	(15) Predstojnik organa subjekta javne uprave ali odgovorna oseba pravne osebe, ki je bistven subjekt, to je fizična oseba ali osebe, ki vodijo, nadzorujejo ali upravljajo poslovanje pravne osebe oziroma so po zakonu, aktu o ustanovitvi ali pooblastilu pristojne in dolžne zagotoviti zakonito delovanje, je odgovorna oseba za zagotavljanje skladnosti delovanja bistvenega subjekta po tem zakonu (v nadaljnjem besedilu: odgovorna oseba bistvenega subjekta) in odgovarja za kršitve svojih dolžnosti v skladu s tem zakonom.
	
	(15) The head of a public administration entity or the responsible person of a legal entity that is an essential entity, namely a natural person or persons who run, oversee or manage the legal entity’s operations or, by law, articles of association or authorisation, are competent and obliged to ensure the lawful operation, shall be responsible for ensuring the operational compliance of the essential entity under this Act (hereinafter: responsible person of the essential entity) and shall be liable for any breach of his or her duties under this Act.

	47. člen
	
	Article 47

	(nadzor pomembnih subjektov)
	
	(Supervision of important entities)

	(1) Inšpekcijski nadzor pomembnega subjekta se izvede, če inšpektor prejme dokaze, indice ali informacije, da pomembni subjekt ne izvaja ukrepov za obvladovanje tveganj kibernetske varnosti v skladu s predpisanimi obveznostmi iz tega zakona, ali da ne izpolnjuje obveznosti v zvezi z obveščanjem o kibernetskih incidentih na predpisani način in v predpisanih rokih, ali da ne ravna po zahtevah pristojnega nacionalnega organa iz tega zakona.
	
	(1) The inspection of an important entity shall be carried out if the inspector received proof, an indication or information that the important entity is not implementing cybersecurity risk management measures in accordance with the prescribed obligations under this Act or not fulfilling the obligations in relation to providing information on cyber incidents in the prescribed manner and within prescribed time limit, or not acting according to the requirements of the national competent authority from this Act.

	(2) Če inšpektor pri opravljanju nalog inšpekcijskega nadzora ugotovi, da je pomembni subjekt kršil ta zakon ali drug predpis ali drug akt, katerega izvajanje nadzoruje, ima poleg pravic in dolžnosti iz zakona, ki ureja inšpekcijski nadzor, tudi pravico in dolžnost:
	
	(2) If, in the course of inspection, the inspector establishes that the important entity breached this Act, another regulation or another legal act, the implementation of which is under its supervision, in addition to the rights and duties stipulated in the Act governing inspection, they shall also have the right and duty to:

	565. odrediti izvedbo ciljno usmerjene revizije skladnosti s predpisi s področja informacijske in kibernetske varnosti, ki jo izvede revizor informacijskih sistemov,
	566. 
	1. Order targeted compliance audits related to information security and cybersecurity, carried out by an information system auditor,

	567. odrediti, da zavezanec obvesti fizične ali pravne osebe, za katere opravlja storitve ali izvaja dejavnosti in na katere bi lahko vplivala pomembna kibernetska grožnja, o naravi grožnje in o zaščitnih ali popravnih ukrepih, ki jih lahko te fizične ali pravne osebe izvedejo v odziv na to grožnjo,
	568. 
	2. Order the liable entity to inform the natural or legal persons for which it provides services or carries out activities which are potentially affected by a significant cyber threat of the nature of the threat, and of protective or remedial measures which can be taken by those natural or legal persons in response to that threat,

	569. odrediti, da zavezanec v razumnem roku izvede priporočila, dana na podlagi ciljno usmerjene revizije skladnosti, in
	570. 
	3. Order the liable entity to implement the recommendations provided as a result of a target compliance audit within a reasonable deadline, and

	571. odrediti, da zavezanec na določen način objavi kršitve tega zakona.
	572. 
	4. Order the liable entity to make public aspects of breaches of this Act in a specified manner.

	(3) Inšpektor pri odreditvi ukrepov iz prejšnjega odstavka spoštuje postopkovne pravice pomembnega subjekta v postopku nadzora in upošteva okoliščine vsakega posameznega primera, pri čemer upošteva:
	
	(3) In imposing the measures from the preceding paragraph, the inspector shall respect the important entity’s procedural rights in the course of the supervisory procedure and take into take account of the circumstances of each individual case, taking due account of:

	573. resnost kršitve in pomembnost kršenih določb, pri čemer se za resne kršitve med drugim v vsakem primeru štejejo:
	574. 
	1. The severity of the breach and the importance of the provisions breached, with the following, inter alia, constituting serious breaches in all cases:

	ponavljajoče se kršitve,
	
	Repeated breaches,

	nepriglasitev ali neodprava pomembnih incidentov,
	
	A failure to notify or remedy significant incidents,

	neodprava pomanjkljivosti v skladu z zavezujočimi navodili inšpektorja,
	
	A failure to remedy deficiencies following binding instructions from the inspector,

	oviranje revizij ali dejavnosti spremljanja, ki jih je inšpektor odredil po ugotovitvi kršitve,
	
	The obstruction of audits or monitoring activities ordered by the inspector after establishing a breach,

	predložitev napačnih informacij v zvezi z ukrepi za obvladovanje tveganj za kibernetsko varnost ali obveznostmi poročanja iz 21., 22., 29. in 30. člena tega zakona;
	
	Providing false information in relation to cybersecurity risk-management measures or reporting obligations laid down in Article 21, 22, 29 and 30 of this Act;

	575. trajanje kršitve;
	576. 
	2. The duration of the breach;

	577. vse relevantne prejšnje kršitve zadevnega pomembnega subjekta;
	578. 
	3. Any relevant previous breaches by the important entity concerned;

	579. morebitno povzročeno premoženjsko ali nepremoženjsko škodo, vključno s finančnimi ali gospodarskimi izgubami, učinki na druge storitve in številom prizadetih uporabnikov;
	580. 
	4. Any material or non-material damage caused, including any financial or economic loss, effects on other services and the number of users affected;

	581. morebitni naklep ali malomarnost storilca kršitve;
	582. 
	5. Any intent or negligence on the part of the perpetrator of the breach;

	583. morebitne ukrepe, ki jih je pomembni subjekt sprejel za preprečevanje ali zmanjšanje premoženjske ali nepremoženjske škode;
	584. 
	6. Any measures taken by the important entity to prevent or mitigate the material or non-material damage;

	585. morebitno upoštevanje odobrenih kodeksov ravnanja ali odobrenih mehanizmov certificiranja in
	586. 
	7. Any adherence to approved codes of conduct or approved certification mechanisms, and

	587. raven sodelovanja odgovornih fizičnih ali pravnih oseb z inšpektorjem.
	588. 
	8. The level of cooperation of the natural or legal persons held responsible with the inspector.

	(4) Ciljno usmerjene revizije skladnosti iz 1. točke drugega odstavka tega člena temeljijo na ocenah tveganj, ki jih izvedejo pristojni nacionalni organi ali pomembni subjekt, ki je predmet presoje, ali na drugih razpoložljivih informacijah o tveganju. Poročilo o izvedeni ciljno usmerjeni reviziji skladnosti se da na voljo inšpektorju.
	
	(4) Targeted compliance audits referred to in point 1 of paragraph two of this Article shall be based on risk assessments conducted by the national competent authorities or the audited important entity, or on other risk-related available information. The report on the conducted targeted compliance audit shall be made available to the inspector.

	(5) Stroške ciljno usmerjene revizije skladnosti, ki jo opravi revizor informacijskih sistemov, krije pomembni subjekt, razen v ustrezno utemeljenih primerih, ko pristojni organ odloči drugače.
	
	(5) The costs of a targeted compliance audit carried out by an information system auditor shall be borne by the important entity, except in duly substantiated cases when the competent authority decides otherwise.

	(6) Predstojnik organa subjekta javne uprave ali odgovorna oseba pravne osebe, ki je pomembni subjekt, to je fizična oseba ali osebe, ki vodijo, nadzorujejo ali upravljajo poslovanje pravne osebe oziroma so po zakonu, aktu o ustanovitvi ali pooblastilu pristojne in dolžne zagotoviti zakonito delovanje, je odgovorna oseba za zagotavljanje skladnosti delovanja pomembnega subjekta po tem zakonu (v nadaljnjem besedilu: odgovorna oseba pomembnega subjekta) in odgovarja za kršitve svojih dolžnosti v skladu s tem zakonom.
	
	(6) The head of a public administration entity or the responsible person of a legal entity that is an important entity, namely a natural person or persons who run, oversee or manage the legal entity’s operations or, by law, articles of association or authorisation, are competent and obliged to ensure the lawful operation, shall be responsible for ensuring the operational compliance of the important entity under this Act (hereinafter: responsible person of the important entity) and shall be liable for any breach of his or her duties under this Act.

	(7) Kadar inšpektor opravlja upravno izvršbo izvršljivih odločb, ki jih je izdal v postopku nadzora pomembnih subjektov in pri tem uporablja prisilne ukrepe z izrekanjem denarnih kazni, prva denarna kazen ne glede na zakon, ki ureja splošni upravni postopek, ne sme presegati 7.000 eurov. Vsaka poznejša denarna kazen za prisilitev je lahko znova izrečena do tega zneska.
	
	(7) When the inspector carries out the administrative enforcement of enforceable decisions issued in the supervision procedure of important entities and, in doing so, applies coercive measures by imposing fines, the first fine, notwithstanding the Act governing the general administrative procedure, may not exceed EUR 7,000. Any subsequent coercive fine may be again imposed up to this amount.

	(8) Prejšnji odstavek se ne uporablja za pravne osebe javnega prava.
	
	(8) The preceding paragraph shall not apply to legal persons under public law.

	(9) Inšpektor sodeluje z nadzornimi organi, ki so določeni z zakonom, ki ureja izvajanje Uredbe 2022/2554/EU o digitalni operativni odpornosti za finančni sektor. Pri tem inšpektor zagotovi, da o nadzoru pomembnega subjekta, ki je imenovan za ključnega tretjega ponudnika storitev IKT na podlagi 31. člena Uredbe 2022/2554/EU, o tem obvesti nadzorniški forum, ustanovljen na podlagi prvega odstavka 32. člena Uredbe 2022/2554/EU.
	
	(9) The inspector shall cooperate with the supervisory authorities stipulated by the Act governing the implementation of Regulation 2022/2554/EU on digital operational resilience for the financial sector. The inspector shall ensure that the supervision of an important entity designated as a critical ICT third-party service provider pursuant to Article 31 of Regulation 2022/2554/EU is notified to the Oversight Forum established pursuant to paragraph one of Article 32 of Regulation 2022/2554/EU.

	48. člen
	
	Article 48

	(nadzor subjektov po Uredbi 2019/881/EU)
	
	(Supervision of entities under Regulation 2019/881/EU)

	(1) Inšpekcijski nadzor subjektov po Uredbi 2019/881/EU se izvede, če inšpektor prejme dokaze, indice ali informacije, da organ za ugotavljanje skladnosti, imetnik evropskih certifikatov kibernetske varnosti ali izdajatelj izjav EU o skladnosti ne izpolnjuje zahtev iz Uredbe 2019/881/EU ali evropske certifikacijske sheme.
	
	(1) The supervision of entities under Regulation 2019/881/EU shall be carried out if the inspector received proof, an indication or information that a conformity assessment body, holder of a European cybersecurity certificate or issuer of EU statements of conformity is not meeting the requirements from Regulation 2019/881/EU or the European certification scheme.

	(2) Inšpektor pri izvajanju svojih pooblastil navede namen zahteve in opredeli zahtevane informacije. Pri odreditvi ciljno usmerjene revizije skladnosti inšpektor določi obseg revizije.
	
	(2) When exercising their powers, the inspector shall state the purpose of the request and specify the information requested. When ordering a targeted compliance audit, the inspector shall determine the audit scope.

	(3) Pri opravljanju nalog inšpekcijskega nadzora pri zavezancu iz Uredbe 2019/881/EU ima inšpektor poleg pravic iz zakona, ki ureja inšpekcijski nadzor, tudi pravico, da opravi inšpekcijski pregled na kraju samem in nadzor na daljavo, ki ju lahko izvede skupaj z usposobljenimi strokovnjaki.
	
	(3) In performing their duties of inspection of liable entities from Regulation 2019/881/EU, the inspector shall have, in addition to the rights laid down by the Act governing inspection, the right to conduct an on-site inspection and off-site supervision, which may also be carried out in cooperation with qualified experts.

	(4) Če inšpektor pri opravljanju nalog inšpekcijskega nadzora ugotovi, da je zavezanec iz Uredbe 2019/881/EU kršil ta zakon ali drug predpis ali drug akt, katerega izvajanje nadzoruje, ima poleg pravic in dolžnosti iz zakona, ki ureja inšpekcijski nadzor, tudi pravico in dolžnost:
	
	(4) If, in the course of inspection, the inspector establishes that the entity from Regulation 2019/881/EU breached this Act, another regulation or another legal act, the implementation of which is under its supervision, in addition to the rights and duties stipulated in the Act governing inspection, they shall also have the right and duty to:

	589. odrediti izvedbo ciljno usmerjene revizije skladnosti z Uredbo 2019/881/EU, ki jo izvede revizor informacijskih sistemov, in
	590. 
	1. Order targeted compliance audits related to Regulation 2019/881/EU, carried out by an information system auditor, and

	591. odrediti izvedbo ustreznih ukrepov, da se zagotovi izpolnjevanje zahtev iz Uredbe 2019/881/EU ali evropske certifikacijske sheme.
	592. 
	2. Order the implementation of appropriate measures to ensure the fulfilment of requirements from Regulation 2019/881/EU or the European certification scheme.

	(5) Inšpektor lahko nacionalnemu certifikacijskemu organu za kibernetsko varnost predlaga preklic evropskega certifikata kibernetske varnosti, kadar tak certifikat ni skladen z Uredbo 2019/881/EU ali z evropsko certifikacijsko shemo.
	
	(5) The inspector may propose that the national cybersecurity certification authority revokes a European cybersecurity certificate when such certificate is incompliant with Regulation 2019/881/EU or the European certification scheme.

	(6) Poročilo o izvedeni ciljno usmerjeni reviziji skladnosti iz 1. točke četrtega odstavka tega člena se predloži inšpektorju.
	
	(6) The report on the conducted targeted compliance audit from point 1 of paragraph four of this Article shall be submitted to the inspector.

	(7) Stroške ciljno usmerjene revizije skladnosti, ki jo opravi revizor informacijskih sistemov, krije subjekt iz prvega odstavka tega člena.
	
	(7) The costs of a targeted compliance audit carried out by an information system auditor shall be borne by the entity from paragraph one of this Article.

	49. člen
	
	Article 49

	(določitev revizorja informacijskih sistemov)
	
	(Designation of an information system auditor)

	(1) Bistveni ali pomembni subjekt za izvedbo revizije skladnosti, ki jo zahteva inšpektor po tem zakonu, izbere revizorja informacijskih sistemov. O svoji izbiri in začetku postopka revizije skladnosti s predpisi s področja informacijske varnosti obvesti inšpektorja v 30 dneh od podane zahteve inšpektorja.
	
	(1) Essential or important entities shall appoint an information system auditor to carry out a compliance audit required by the inspector under this Act. They shall notify the inspector of their choice and the beginning of the information security compliance audit within 30 days of the inspector’s request.

	(2) Ne glede na prejšnji odstavek lahko bistveni ali pomembni subjekt, ki ima med svojimi zaposlenimi osebo, ki ima status aktivnega preizkušenega revizorja informacijskih sistemov, za zadevno revizijo izbere tudi to svojo zaposleno osebo, če lahko zagotovi nepristranskost in neodvisnost revizorja.
	
	(2) Notwithstanding the preceding paragraph, an essential or important entity that employs a person with an active status of a qualified information system auditor may also appoint such a person for the audit in question if it can ensure the auditor’s impartiality and independence.

	(3) Če bistveni ali pomembni subjekt ne izbere revizorja informacijskih sistemov v skladu s prvim ali drugim odstavkom tega člena, revizorja informacijskih sistemov s sklepom določi inšpektor.
	
	(3) If an essential or important entity fails to appoint an information system auditor in accordance with paragraph one or two of this Article, the information system auditor shall be determined by the inspector by means of a decision.

	50. člen
	
	Article 50

	(kršitve, ki pomenijo kršitev varstva osebnih podatkov)
	
	(Infringements amounting to a personal data breach)

	(1) Inšpektor o obravnavi zadev iz prvega odstavka 45. člena tega zakona, katerih posledica je kršitev varstva osebnih podatkov, obvesti Informacijskega pooblaščenca. Informacijskega pooblaščenca obvesti tudi v primerih suma kršitve varstva osebnih podatkov. O obravnavi takšnih zadev, ki se nanašajo na operaterje po zakonu, ki ureja elektronske komunikacije, inšpektor obvesti tudi Agencijo za komunikacijska omrežja in storitve Republike Slovenije.
	
	(1) The inspector shall notify the Information Commissioner of the handling of the matters referred to in paragraph one of Article 45 of this Act resulting in a personal data breach. It shall also notify the Information Commissioner in the event of suspected personal data breaches. The handling of such matters pertaining to operators under the Act governing electronic communications, the inspector shall also notify the Agency for Communication Networks and Services of the Republic of Slovenia.

	(2) Kadar Informacijski pooblaščenec zaradi kršitve varstva osebnih podatkov iz prejšnjega odstavka naloži globo na podlagi zakona, ki ureja varstvo osebnih podatkov, inšpektor zaradi istega ravnanja ne naloži globe, lahko pa naloži ukrepe po tem zakonu.
	
	(2) When the Information Commissioner imposes a fine pursuant to the Act governing the protection of personal data due to the personal data breach from the preceding paragraph, the inspector shall not impose a fine for the same conduct, but it may impose measures under this Act.

	(3) Kadar ima nadzorni organ, ki je pristojen v skladu z Uredbo (EU) 2016/679 Evropskega parlamenta in Sveta z dne 27. aprila 2016 o varstvu posameznikov pri obdelavi osebnih podatkov in o prostem pretoku takih podatkov ter o razveljavitvi Direktive 95/46/ES (Splošna uredba o varstvu podatkov) ( UL L 119, 4. 5. 2016, str. 1), sedež v drugi državi članici Evropske unije kot inšpektor, inšpektor obvesti Informacijskega pooblaščenca o možni kršitvi varstva osebnih podatkov iz prvega odstavka tega člena.
	
	(3) Where the competent supervisory authority in accordance with Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) ( OJ L 119, 4.5.2016, p. 1.) has an establishment in another EU Member State than the inspector, the inspector shall inform the Information Commissioner of a potential personal data breach from paragraph one of this Article.

	51. člen
	
	Article 51

	(medsebojna pomoč in čezmejni nadzor)
	
	(Mutual assistance and cross-border supervision)

	(1) Kadar bistveni ali pomembni subjekt spada v pristojnost pristojnega nacionalnega organa v skladu z 31. členom tega zakona, vendar opravlja storitve:
	
	(1) When an essential or important entity falls under the jurisdiction of the national competent authority in accordance with Article 31 of this Act but provides services:

	· v več kot eni državi članici Evropske unije ali
	· 
	· In more than one EU Member State, or

	· v eni ali več državah članicah Evropske unije in so njegovi omrežni in informacijski sistemi v drugi državi članici Evropske unije ali v več kot eni državi članici Evropske unije,
	· 
	· In one or more EU Member States and its network and information systems are located in one or more other EU Member States,

	lahko inšpektor izvaja inšpekcijski nadzor nad temi subjekti v sodelovanju s pristojnimi organi nadzora zadevnih drugih držav članic Evropske unije. Inšpektor in pristojni organi nadzora drugih držav članic Evropske unije si med seboj pomagajo pri izvajanju takega nadzora.
	
	the inspector shall exercise supervision of such entities in cooperation with the competent supervisory authorities of other EU Member States. The inspector and the competent supervisory authorities of other EU Member States shall assist each other in exercising such supervision.

	(2) Za izvajanje medsebojne pomoči iz prejšnjega odstavka inšpektor prek enotne kontaktne točke:
	
	(2) For the purposes of mutual assistance from the preceding paragraph, the inspector, via the single point of contact:

	· obvešča pristojne organe nadzora v drugih državah članicah Evropske unije o svojih sprejetih nadzornih ukrepih in izrečenih ukrepih za odpravo nepravilnosti,
	· 
	· Shall inform the competent supervisory authorities in the other EU Member States on the adopted supervisory measures and imposed measures to remedy irregularities,

	· lahko od pristojnega organa nadzora v drugi državi članici Evropske unije zahteva izvedbo nadzornih ukrepov ali izrek ukrepov za odpravo nepravilnosti in
	· 
	· May request the competent supervisory authority in another EU Member State to take supervisory measures or impose measures to remedy irregularities, and

	· zahteva od pristojnega organa nadzora v drugi državi članici Evropske unije sorazmerno medsebojno pomoč ali mu na obrazloženo zahtevo zagotovi tako pomoč.
	· 
	· Request proportionate mutual assistance from the competent supervisory authority in the other EU Member State or provide such assistance upon its reasoned request.

	(3) Zahteva za medsebojno pomoč iz zadnje alineje prejšnjega odstavka lahko vključuje zahtevke za predložitev ustreznih informacij in za izvajanje nadzornih ukrepov, vključno z zahtevki za izvajanje inšpekcijskih pregledov na kraju samem, nadzora na daljavo ali ciljno usmerjene varnostne presoje.
	
	(3) The request for mutual assistance referred to in the last indent of the preceding paragraph may cover requests to provide appropriate information and to implement supervisory measures, including requests to carry out on-site inspections or off-site supervision or targeted security audits.

	(4) Inšpektor, ki mu je bila poslana zahteva pristojnega organa nadzora iz druge države članice Evropske unije za medsebojno pomoč, pri izvajanju inšpekcijskega nadzora iz prvega odstavka tega člena takšne zahteve ne sme zavrniti, razen če ugotovi, da:
	
	(4) In exercising the supervision from paragraph one of this Article, an inspector who received a request for mutual assistance from the competent supervisory authority of another EU Member State shall not refuse that request unless it is established that:

	· ni pristojen za zagotavljanje zahtevane medsebojne pomoči,
	· 
	· They do not have the competence to provide the requested mutual assistance,

	· zahtevana medsebojna pomoč ni skladna s pristojnostmi inšpektorja po tem zakonu in
	· 
	· The requested mutual assistance is not proportionate to the inspector’s competences under this Act, and

	· se zahteva nanaša na podatke ali dejavnosti, ki bi bile v primeru njihovega razkritja ali izvajanja v nasprotju z interesi nacionalne varnosti, javne varnosti ali obrambe.
	· 
	· The request concerns information or entails activities which, if disclosed or carried out, would be contrary to the interests of national security, public security or defence.

	(5) Pred zavrnitvijo zahteve iz prejšnjega odstavka se inšpektor posvetuje z drugimi pristojnimi organi nadzora držav članic Evropske unije, ki so tudi pristojne za obravnavo nadzora v konkretnem primeru. Če druga država članica Evropske unije, v katere pristojnost tudi spada obravnava zadevnega postopka nadzora, tako zahteva, se mora inšpektor pred zavrnitvijo zahteve za medsebojno pomoč predhodno posvetovati tudi z Evropsko komisijo in agencijo ENISA.
	
	(5) Before refusing a request from the preceding paragraph, the inspector shall consult the other EU competent supervisory authorities, which shall also be responsible for considering supervision in a particular case. If requested by another EU Member State that is also competent for the consideration of the supervisory procedure in question, the inspector shall also consult the European Commission and ENISA before refusing a request for mutual assistance.

	(6) V primerih iz prvega odstavka tega člena se na podlagi in v okviru skupnega dogovora inšpektorja z za takšen nadzor pristojnimi organi drugih držav članic Evropske unije lahko izvaja skupni inšpekcijski nadzor.
	
	(6) In cases from paragraph one of this Article, where appropriate and with common agreement between the inspector and the competent authorities of other EU Member States, joint supervision may be carried out.

	X. KAZENSKE DOLOČBE
	
	X. PENALTY PROVISIONS

	52. člen
	
	Article 52

	(prekrški bistvenih subjektov)
	
	(Minor offences by essential entities)

	(1) Z globo v višini od 0,5 odstotka do 2 odstotka skupnega letnega prometa pravne osebe, doseženega v preteklem poslovnem letu, vendar ne manj kot 10.000 eurov in ne več kot 10.000.000 eurov, odvisno od tega, kateri znesek je višji, se kaznuje pravna oseba, če:
	
	(1) A legal person shall be fined from 0.5% to 2% of its total annual turnover achieved in the previous financial year, but not less than EUR 10,000 and not more than EUR 10,000,000, whichever amount is the highest, for:

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega ali petega odstavka 21. člena tega zakona,
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four or five of Article 21 of this Act,

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega, petega, šestega, sedmega, osmega, devetega, enajstega ali trinajstega odstavka 22. člena tega zakona,
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four, five, six, seven, eight, nine, eleven or thirteen of Article 22 of this Act,

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega, petega, šestega, sedmega ali devetega odstavka 24. člena tega zakona,
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four, five, six, seven or nine of Article 24 of this Act,

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega, petega, šestega in sedmega odstavka 29. člena tega zakona ali
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four, five, six or seven of Article 29 of this Act, or

	· ne izpolni obveznosti iz prvega ali drugega odstavka 30. člena tega zakona.
	· 
	· Failing to comply with the obligations referred to in paragraph one or two of Article 30 of this Act.

	(2) Z globo od 5.000 eurov do 25.000 eurov se kaznuje samostojni podjetnik posameznik ali posameznik, ki samostojno opravlja dejavnost, če stori prekršek iz prejšnjega odstavka.
	
	(2) An individual sole trader or an individual who performs independent activities shall be fined from EUR 5,000 to EUR 25,000 for the minor offences referred to in the preceding paragraph.

	(3) Z globo od 1.000 eurov do 10.000 eurov se kaznuje odgovorna oseba pravne osebe ali odgovorna oseba samostojnega podjetnika posameznika, odgovorna oseba posameznika, ki samostojno opravlja dejavnost, ter odgovorna oseba v državnem organu, samoupravni lokalni skupnosti, če stori prekršek iz prvega odstavka tega člena.
	
	(3) The responsible person of a legal person, the responsible person of an individual sole trader, the responsible person of an individual who performs independent activities, and the responsible person of a state authority or a self-governing local community shall be fined from EUR 1,000 to EUR 10,000 for the minor offences referred to in paragraph one of this Article.

	(4) Z globo od 3.000 eurov do 15.000 eurov se kaznuje pravna oseba, če:
	
	(4) A legal person shall be fined from EUR 3,000 to EUR 15,000 for:

	593. ne izpolni obveznosti iz drugega ali petega odstavka 8. člena tega zakona,
	594. 
	1. Failing to comply with the obligations referred to in paragraph two or five of Article 8 of this Act,

	595. ne izpolni obveznosti iz drugega, tretjega, četrtega ali petega odstavka 20. člena tega zakona,
	596. 
	2. Failing to comply with the obligations referred to in paragraph two, three, four or five of Article 20 of this Act,

	597. ne izpolni obveznosti iz prvega ali drugega odstavka 25. člena tega zakona,
	598. 
	3. Failing to comply with the obligations referred to in paragraph one or two of Article 25 of this Act,

	599. ne izpolni obveznosti iz prvega odstavka 26. člena tega zakona,
	600. 
	4. Failing to comply with the obligations referred to in paragraph one of Article 26 of this Act,

	601. ne izpolni obveznosti iz šestnajstega odstavka 27. člena tega zakona,
	602. 
	5. Failing to comply with the obligations referred to in paragraph sixteen of Article 27 of this Act,

	603. ne izpolni obveznosti iz prvega odstavka 28. člena tega zakona,
	604. 
	6. Failing to comply with the obligations referred to in paragraph one of Article 28 of this Act,

	605. ne izpolni obveznosti iz prvega, drugega ali tretjega odstavka 32. člena tega zakona,
	606. 
	7. Failing to comply with the obligations referred to in paragraph one, two or three of Article 32 of this Act,

	607. ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega ali petega odstavka 33. člena tega zakona,
	608. 
	8. Failing to comply with the obligations referred to in paragraph one, two, three, four or five of Article 33 of this Act,

	609. ne izpolni obveznosti iz petega ali šestega odstavka 37. člena tega zakona,
	610. 
	9. Failing to comply with obligations referred to in paragraph five or six of Article 37 of this Act,

	611. ne izpolni obveznosti iz odločbe, izdane na podlagi sedmega ali devetega odstavka 37. člena tega zakona, ali
	612. 
	10. Failing to comply with the obligations referred to in a decision issued pursuant to paragraph seven or nine of Article 37 of this Act, or

	613. ne izpolni obveznosti iz prvega odstavka 49. člena tega zakona.
	614. 
	11. Failing to comply with the obligations referred to in paragraph one of Article 49 of this Act.

	(5) Z globo od 1.000 eurov do 10.000 eurov se kaznuje samostojni podjetnik posameznik ali posameznik, ki samostojno opravlja dejavnost, če ne izpolni obveznosti iz prejšnjega odstavka tega člena.
	
	(5) An individual sole trader or an individual who performs independent activities shall be fined from EUR 1,000 to EUR 10,000 for failing to comply with the obligations referred to in the preceding paragraph of this Article.

	(6) Z globo od 500 eurov do 3.000 eurov se kaznuje odgovorna oseba pravne osebe ali odgovorna oseba samostojnega podjetnika posameznika, odgovorna oseba posameznika, ki samostojno opravlja dejavnost, ter odgovorna oseba v državnem organu ali samoupravni lokalni skupnosti, če ne izpolni obveznosti iz četrtega odstavka tega člena.
	
	(6) The responsible person of a legal person, the responsible person of an individual sole trader, the responsible person of an individual who performs independent activities, and the responsible person of a state authority or a self-governing local community shall be fined from EUR 500 to EUR 3,000 for failing to comply with the obligations referred to in paragraph four of this Article.

	53. člen
	
	Article 53

	(prekrški pomembnih subjektov)
	
	(Minor offences by important entities)

	(1) Z globo v višini od 0,3 odstotka do 1,4 odstotka skupnega letnega prometa pravne osebe, doseženega v preteklem poslovnem letu, vendar ne manj kot 7.000 eurov in ne več kot 7.000.000 eurov, odvisno od tega, kateri znesek je višji, se kaznuje pravna oseba, če:
	
	(1) A legal person shall be fined from 0.3% to 1.4% of its total annual turnover achieved in the previous financial year, but not less than EUR 7,000 and not more than EUR 7,000,000, whichever amount is the highest, for:

	· ne izpolni obveznosti iz prvega, drugega, tretjega ali petega odstavka 21. člena tega zakona,
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three or five of Article 21 of this Act,

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega, petega, šestega, sedmega, osmega, devetega ali trinajstega odstavka 22. člena tega zakona,
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four, five, six, seven, eight, nine or thirteen of Article 22 of this Act,

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega, šestega, sedmega ali devetega odstavka 24. člena tega zakona,
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four, six, seven or nine of Article 24 of this Act,

	· ne izpolni obveznosti iz prvega, drugega, tretjega, četrtega, petega, šestega ali sedmega odstavka 29. člena tega zakona ali
	· 
	· Failing to comply with the obligations referred to in paragraph one, two, three, four, five, six or seven of Article 29 of this Act, or

	· ne izpolni obveznosti iz prvega ali drugega odstavka 30. člena tega zakona.
	· 
	· Failing to comply with the obligations referred to in paragraph one or two of Article 30 of this Act.

	(2) Z globo od 3.000 eurov do 20.000 eurov se kaznuje samostojni podjetnik posameznik ali posameznik, ki samostojno opravlja dejavnost in je pomembni subjekt po tem zakonu, če stori prekršek iz prejšnjega odstavka.
	
	(2) An individual sole trader or an individual who performs independent activities that is an important entity under this Act shall be fined from EUR 3,000 to EUR 20,000 for the minor offences referred to in the preceding paragraph.

	(3) Z globo od 1.000 eurov do 7.000 eurov se kaznuje odgovorna oseba pravne osebe ali odgovorna oseba samostojnega podjetnika posameznika, odgovorna oseba posameznika, ki samostojno opravlja dejavnost, ter odgovorna oseba v državnem organu, samoupravni lokalni skupnosti, ki je pomemben subjekt po tem zakonu, če stori prekršek iz prvega odstavka tega člena.
	
	(3) The responsible person of a legal person, the responsible person of an individual sole trader, the responsible person of an individual who performs independent activities, and the responsible person of a state authority or a self-governing local community that is an important entity under this Act shall be fined from EUR 1,000 to EUR 7,000 for the minor offences referred to in paragraph one of this Article.

	(4) Z globo od 1.000 eurov do 10.000 eurov, se kaznuje pravna oseba, če:
	
	(4) A legal person shall be fined from EUR 1,000 to EUR 10,000 for:

	615. ne izpolni obveznosti iz drugega ali petega odstavka 8. člena tega zakona,
	616. 
	1. Failing to comply with the obligations referred to in paragraph two or five of Article 8 of this Act,

	617. ne izpolni obveznosti iz drugega, tretjega, četrtega ali petega odstavka 20. člena tega zakona,
	618. 
	2. Failing to comply with the obligations referred to in paragraph two, three, four or five of Article 20 of this Act,

	619. ne izpolni obveznosti iz tretjega, četrtega ali petega odstavka 25. člena tega zakona,
	620. 
	3. Failing to comply with the obligations referred to in paragraph three, four or five of Article 25 of this Act,

	621. ne izpolni obveznosti iz prvega odstavka 26. člena tega zakona,
	622. 
	4. Failing to comply with the obligations referred to in paragraph one of Article 26 of this Act,

	623. ne izpolni obveznosti iz šestnajstega odstavka 27. člena tega zakona,
	624. 
	5. Failing to comply with the obligations referred to in paragraph sixteen of Article 27 of this Act,

	625. ne izpolni obveznosti iz prvega odstavka 28. člena tega zakona,
	626. 
	6. Failing to comply with the obligations referred to in paragraph one of Article 28 of this Act,

	627. ne izpolni obveznosti iz prvega, drugega ali tretjega odstavka 32. člena tega zakona,
	628. 
	7. Failing to comply with the obligations referred to in paragraph one, two or three of Article 32 of this Act,

	629. ne izpolni obveznosti iz petega ali šestega odstavka 37. člena tega zakona,
	630. 
	8. Failing to comply with obligations referred to in paragraph five or six of Article 37 of this Act,

	631. ne izpolni obveznosti iz odločbe, izdane na podlagi sedmega ali devetega odstavka 37. člena tega zakona,
	632. 
	9. Failing to comply with the obligations referred to in a decision issued pursuant to paragraph seven or nine of Article 37 of this Act,

	633. ne izpolni obveznosti iz prvega odstavka 49. člena tega zakona.
	634. 
	10. Failing to comply with the obligations referred to in paragraph one of Article 49 of this Act.

	(5) Z globo od 500 eurov do 7.000 eurov se kaznuje samostojni podjetnik posameznik ali posameznik, ki samostojno opravlja dejavnost, če ne izpolni obveznosti iz prejšnjega odstavka tega člena.
	
	(5) An individual sole trader or an individual who performs independent activities shall be fined from EUR 500 to EUR 7,000 for failing to comply with the obligations referred to in the preceding paragraph of this Article.

	(6) Z globo od 200 eurov do 2.000 eurov se kaznuje odgovorna oseba pravne osebe ali odgovorna oseba samostojnega podjetnika posameznika, odgovorna oseba posameznika, ki samostojno opravlja dejavnost, ter odgovorna oseba v državnem organu ali v samoupravni lokalni skupnosti, če ne izpolni obveznosti iz četrtega odstavka tega člena.
	
	(6) The responsible person of a legal person, the responsible person of an individual sole trader, the responsible person of an individual who performs independent activities, and the responsible person of a state authority or a self-governing local community shall be fined from EUR 200 to EUR 2,000 for failing to comply with the obligations referred to in paragraph four of this Article.

	54. člen
	
	Article 54

	(prekrški upravljavca centralnega državnega informacijsko-komunikacijskega sistema)
	
	(Minor offences by the administrator of the central state information and communication system)

	Z globo od 200 eurov do 2.000 eurov se za prekršek kaznuje odgovorna oseba upravljavca centralnega državnega informacijsko-komunikacijskega sistema, če:
	
	The responsible person of the administrator of the central state information and communication system shall be fined from EUR 200 to 2,000 EUR for:

	· pristojni skupini CSIRT iz prvega odstavka 13. člena tega zakona ne omogoči vpogleda v delovanje informacijske infrastrukture centralnega državnega informacijsko-komunikacijskega sistema (sedmi odstavek 15. člena),
	· 
	· Failing to enable the competent CSIRT from paragraph one of Article 13 of this Act insight into the functioning of the information infrastructure of the central state information and communication system (paragraph seven of Article 15),

	· v svojem informacijsko-komunikacijskem sistemu ne izvede odrejenih ukrepov pristojne skupine CSIRT iz prvega odstavka 13. člena tega zakona (osmi odstavek 15. člena).
	· 
	· Failing to implement in its information and communication system the measures imposed by the competent CSIRT from paragraph one of Article 13 of this Act (paragraph eight of Article 15).

	55. člen
	
	Article 55

	(prekrški za kršitev Uredbe 2019/881/EU)
	
	(Minor offences arising from infringements of Regulation 2019/881/EU)

	(1) Z globo od 5.000 do 50.000 eurov se kaznuje za prekršek proizvajalec ali ponudnik proizvodov, storitev ali postopkov IKT, ki je pravna oseba, če v nasprotju s 53. členom Uredbe 2019/881/EU po izvedenem postopku samoocenjevanja skladnosti izda izjavo EU o skladnosti, ki ustreza osnovni ravni zanesljivosti, čeprav proizvod, storitev ali postopek IKT ne izpolnjuje zahteve iz certifikacijske sheme.
	
	(1) A manufacturer or provider of ICT products, ICT services or ICT processes that is a legal person shall be fined from EUR 5,000 to EUR 50,000 if, in contravention of Article 53 of Regulation 2019/881/EU, after conducting a compliance self-assessment procedure, it issues an EU statement of conformity meeting the basic assurance level, even though the ICT product, ICT service or ICT process does not meet the requirements from the certification scheme.

	(2) Z globo od 1.000 eurov do 10.000 eurov se kaznuje samostojni podjetnik posameznik ali posameznik, ki samostojno opravlja dejavnost, ki je proizvajalec ali ponudnik proizvodov, storitev ali postopkov IKT iz 53. člena Uredbe 2019/881/EU, če stori prekršek iz prejšnjega odstavka.
	
	(2) An individual sole trader or an individual who performs independent activities that is a manufacturer or provider of ICT products, ICT services or ICT processes from Article 53 of Regulation 2019/881/EU shall be fined from EUR 1,000 to EUR 10,000 for the minor offence referred to in the preceding paragraph.

	(3) Z globo od 500 eurov do 5.000 eurov se kaznuje odgovorna oseba pravne osebe ali odgovorna oseba samostojnega podjetnika posameznika, odgovorna oseba posameznika, ki samostojno opravlja dejavnost, ter odgovorna oseba v državnem organu, samoupravni lokalni skupnosti, ki je proizvajalec ali ponudnik proizvodov IKT, storitev IKT ali postopkov IKT iz 53. člena Uredbe 2019/881/EU, če stori prekršek iz prvega odstavka tega člena.
	
	(3) The responsible person of a legal person, the responsible person of an individual sole trader, the responsible person of an individual who performs independent activities, and the responsible person of a state authority or a self-governing local community that is a manufacturer or provider of ICT products, ICT services or ICT processes from Article 53 of Regulation 2019/881/EU shall be fined from EUR 500 to EUR 5,000 for the minor offence referred to in paragraph one of this Article.

	(4) Z globo od 3.000 do 20.000 eurov se kaznuje za prekršek proizvajalec ali ponudnik, ki je pravna oseba, certificiranih proizvodov, storitev in postopkov IKT ali proizvodov, storitev in postopkov IKT, za katere je bila izdana izjava EU o skladnosti iz 55. člena Uredbe 2019/881/EU, če:
	
	(4) A legal person that is the manufacturer or provider of ICT products, ICT services and ICT processes, for which an EU statement of conformity from Article 55 of Regulation 2019/881/EU was issued, shall be fined from EUR 3,000 to EUR 20,000, for:

	· ne da na voljo dodatnih informacij o kibernetski varnosti iz prvega odstavka 55. člena Uredbe 2019/881/EU ali so te informacije nepopolne ali zavajajoče ali
	· 
	· Failing to provide supplementary cybersecurity information from paragraph one of Article 55 of Regulation 2019/881/EU or such information is incomplete or misleading, or

	· pred iztekom veljavnosti ustreznega evropskega certifikata kibernetske varnosti ali izjave EU o skladnosti v nasprotju z drugim odstavkom 55. člena Uredbe 2019/881/EU onemogoči dostop do dodatnih informacij o kibernetski varnosti ali informacij ne posodablja.
	· 
	· Before the expiry of the corresponding European cybersecurity certificate or EU statement of conformity, in contravention of paragraph two of Article 55 of Regulation 2019/881/EU, preventing access to supplementary cybersecurity information or failing to update such information.

	(5) Z globo od 500 eurov do 7.000 eurov se kaznuje samostojni podjetnik posameznik ali posameznik, ki samostojno opravlja dejavnost, ki je proizvajalec ali ponudnik certificiranih proizvodov, storitev in postopkov IKT ali proizvodov, storitev in postopkov IKT, za katere je bila izdana izjava EU o skladnosti iz 55. člena Uredbe 2019/881/EU, če stori prekršek iz prejšnjega odstavka.
	
	(5) An individual sole trader or an individual who performs independent activities that is the manufacturer or provider of ICT products, ICT services and ICT processes, for which an EU statement of conformity from Article 55 of Regulation 2019/881/EU was issued, shall be fined from EUR 500 to EUR 7,000, for the minor offence referred to in the preceding paragraph.

	(6) Z globo od 500 eurov do 2.000 eurov se kaznuje odgovorna oseba pravne osebe ali odgovorna oseba samostojnega podjetnika posameznika, odgovorna oseba posameznika, ki samostojno opravlja dejavnost, ter odgovorna oseba v državnem organu ali samoupravni lokalni skupnosti, ki je proizvajalec ali ponudnik certificiranih proizvodov, storitev in postopkov IKT ali proizvodov, storitev in postopkov IKT, za katere je bila izdana izjava EU o skladnosti iz 55. člena Uredbe 2019/881/EU, če stori prekršek iz četrtega odstavka tega člena.
	
	(6) The responsible person of a legal person, the responsible person of an individual sole trader, the responsible person of an individual who performs independent activities, and the responsible person of a state authority or a self-governing local community that is a manufacturer or provider of ICT products, ICT services or ICT processes, for which an EU statement of conformity from Article 55 of Regulation 2019/881/EU was issued, shall be fined from EUR 500 to EUR 2,000, for the minor offence referred to in paragraph four of this Article.

	56. člen
	
	Article 56

	(odmerjanje sankcij za prekrške)
	
	(Determining sanctions for minor offences)

	(1) Poleg splošnih pravil za odmero sankcije iz zakona, ki ureja prekrške, se pri odločanju o višini izrečene globe, če bistveni in pomembni subjekti kršijo 21., 22., 24., 29. ali 30. člen tega zakona, upošteva tudi letni promet ali letna bilančna vsota bistvenega ali pomembnega subjekta v predhodnem poslovnem letu.
	
	(1) In addition to the general rules for determining sanctions from the Act governing minor offences, the amount of the fine imposed if essential and important entities breach Article 21, 22, 24, 29 or 30 of this Act shall be determined by taking into consideration the essential or important entity’s annual turnover or annual balance sheet total in the previous financial year.

	(2) Pri odločanju o naložitvi in višini višine globe iz tega člena se upoštevajo okoliščine posameznega primera in elementi iz šestega odstavka 46. člena oziroma tretjega odstavka 47. člena tega zakona.
	
	(2) The decision on imposing and determining the amount of the fine from this Article shall take into consideration the circumstances of each individual case and the elements from paragraph six of Article 46 or paragraph three of Article 47 of this Act.

	57. člen
	
	Article 57

	(izrekanje globe v hitrem prekrškovnem postopku)
	
	(Imposition of a fine in expedited minor offence proceedings)

	Za prekrške iz tega zakona se sme v hitrem prekrškovnem postopku izreči globa tudi v znesku, ki je višji od najnižje predpisane globe, določene s tem zakonom.
	
	For offences referred to in this Act, a fine in an amount higher than the minimum amount laid down by this Act may also be imposed under expedited minor offence proceedings.

	58. člen
	
	Article 58

	(uporaba določb o prekrških)
	
	(Application of minor offence provisions)

	Višina in razponi glob, ki so določeni v 52. in 53. členu tega zakona, veljajo in se uporabljajo ne glede na določbe zakona, ki ureja prekrške.
	
	The amounts and ranges of fines determined by Articles 52 and 53 of this Act shall apply notwithstanding the provisions of the Act governing minor offences.

	XI. PREHODNE DOLOČBE
	
	XI. TRANSITIONAL PROVISIONS

	59. člen
	
	Article 59

	(skupine CSIRT)
	
	(CSIRTs)

	Do določitve skupin CSIRT iz prvega odstavka 13. člena tega zakona njihove naloge izvajata:
	
	Before the appointment of CSIRTs from paragraph one of Article 13 of this Act, their tasks shall be performed by:

	· SIGOV-CERT, ki deluje kot notranja organizacijska enota pri pristojnem nacionalnem organu in je pristojen za obravnavo incidentov subjektov javne uprave na državni in lokalni ravni ter ponudnikov storitev zaupanja, ki jih izvajajo subjekti državne uprave, ter
	· 
	· SIGOV-CERT, which functions as an internal organisational unit of the national competent authority and is responsible for handling the incidents of public administration entities at state and local levels and the providers of trust services performed by state administration entities, and

	· SI-CERT, ki deluje kot notranja organizacijska enota pri javnem infrastrukturnem zavodu Akademska in raziskovalna mreža Slovenije in je pristojen za obravnavo incidentov, ki jih priglasijo drugi zavezanci iz prvega odstavka 6. člena tega zakona, ki niso zajeti v prejšnji alineji, ter deluje kot koordinator iz prvega odstavka 17. člena tega zakona. Pristojen je tudi za obravnavo prostovoljno priglašenih incidentov subjektov, ki niso zavezanci po tem zakonu v skladu z drugim odstavkom 35. člena tega zakona.
	· 
	· SI-CERT, which functions as an internal organisational unit of the public infrastructure institute Academic and Research Network of Slovenia and is responsible for handling incidents notified by other liable entities from paragraph one of Article 6 of this Act no included under the preceding indent, and acts as the coordinator from paragraph one of Article 17 of this Act. It shall also be responsible for handling voluntarily notified incidents by entities that are not liable under this Act in accordance with paragraph two of Article 35 of this Act.

	60. člen
	
	Article 60

	(vzpostavitev samoregistracije in seznamov ter obveščanje)
	
	(Establishing self-registration and lists, and providing information)

	(1) Pristojni nacionalni organ vzpostavi mehanizem za samoregistracijo zavezancev iz 6. člena tega zakona po prvem odstavku 8. člena tega zakona v štirih mesecih od uveljavitve tega zakona.
	
	(1) The national competent authority shall establish a mechanism for the self-registration of liable entities from Article 6 of this Act under paragraph one of Article 8 of this Act within four months of the entry into force of this Act.

	(2) Zavezanci, ki ob uveljavitvi tega zakona izpolnjujejo merila iz 6. in 7. člena tega zakona, opravijo prvo registracijo po mehanizmu za samoregistracijo v šestih mesecih od uveljavitve tega zakona. Do vzpostavitve mehanizma za samoregistracijo se informacije pošljejo v digitalni obliki na elektronski naslov pristojnega nacionalnega organa.
	
	(2) Liable entities that meet the criteria from Articles 6 and 7 of this Act upon the entry into force of this Act shall carry out their first self-registration under the mechanism for self-registration within six months of the entry into force of this Act. Before the establishment of the mechanism for self-registration, information shall be sent in digital form to the email address of the national competent authority.

	(3) Organi iz sedmega odstavka 8. člena tega zakona prvič pošljejo poimenski seznam iz tega člena pristojnemu nacionalnemu organu v šestih mesecih od uveljavitve tega zakona.
	
	(3) The authorities from Article 8 of this Act shall first submit the list of names from this Article to the national competent authority within six months of the entry into force of this Act.

	(4) Pristojni nacionalni organ vzpostavi prvi seznam iz četrtega odstavka 8. člena tega zakona v enem mesecu po izteku roka iz prejšnjega odstavka.
	
	(4) The national competent authority shall establish the first list from paragraph four of Article 8 of this Act within one month after the expiration of the time limit from the preceding paragraph.

	(5) Vlada sprejme program usposabljanja odgovornih oseb iz šestega odstavka 20. člena tega zakona v šestih mesecih od uveljavitve tega zakona.
	
	(5) The Government shall adopt the training programme for responsible persons from paragraph six of Article 20 of this Act within six months of the entry into force of this Act.

	(6) Pristojni nacionalni organ vzpostavi namensko digitalno platformo iz desetega odstavka 30. člena tega zakona v enem letu od uveljavitve tega zakona. Do njene vzpostavitve zadevni subjekti priglasitve iz 29. in 35. člena tega zakona pošiljajo na elektronski naslov pristojne skupine CSIRT iz tega zakona. Do vzpostavitve te platforme tudi izmenjava informacij iz drugega odstavka 18. člena tega zakona poteka v digitalni obliki prek elektronskih naslovov pristojnega nacionalnega organa in sodelujočih organov.
	
	(6) The national competent authority shall establish the dedicated digital platform from paragraph ten of Article 30 of this Act within one year of the entry into force of this Act. Before its establishment, the relevant entities shall send the notifications from Articles 29 and 35 to the email address of the competent CSIRT from this Act. Before the establishment of this platform, the information-sharing from paragraph two of Article 18 of this Act shall also take place in digital form via the electronic addresses of the national competent authority and the participating authorities.

	(7) Subjekti iz prvega odstavka 32. člena tega zakona o informacijah iz navedene določbe prvič obvestijo pristojni nacionalni organ v šestih mesecih od uveljavitve tega zakona.
	
	(7) The entities from paragraph one of Article 32 of this Act shall notify the national competent authority of the information from the relevant provision for the first time within six months of the entry into force of this Act.

	(8) Registri TLD imen in subjekti, ki opravljajo storitve registracije domenskih imen, vzpostavijo politike in postopke iz tretjega in petega odstavka 33. člena tega zakona v šestih mesecih od uveljavitve tega zakona.
	
	(8) TLD name registries and entities providing domain name registration services shall establish the policies and procedures from paragraphs three and five of Article 33 of this Act within six months of the entry into force of this Act.

	(9) Organi iz prvega odstavka 39. člena tega zakona obvestijo pristojni nacionalni organ o varnostno-operativnih centrih organov državne uprave, ki izpolnjujejo zahteve iz drugega odstavka 39. člena tega zakona, v tridesetih dneh od uveljavitve tega zakona.
	
	(9) The authorities from paragraph one of Article 39 of this Act shall notify the national competent authority of the Security Operations Centres of state administration bodies that meet the requirements from paragraph two of Article 39 of this Act within 30 days of the entry into force of this Act.

	(10) Organi iz prvega odstavka 39. člena tega zakona obvestijo pristojni nacionalni organ o varnostno-operativnih centrih organov državne uprave, ki ne izpolnjujejo zahtev iz drugega odstavka 39. člena tega zakona, v tridesetih dneh od uveljavitve tega zakona in zagotovijo izpolnjevanje teh v enem letu od uveljavitve zakona.
	
	(10) The authorities from paragraph one of Article 39 of this Act shall notify the national competent authority of the Security Operations Centres of state administration bodies that do not meet the requirements from paragraph two of Article 39 of this Act within 30 days from the entry into force of this Act and shall ensure the fulfilment of such requirements within one year of the entry into force of this Act.

	61. člen
	
	Article 61

	(status izvajalcev bistvenih storitev in organov državne uprave)
	
	(Status of operators of essential services and state administration bodies)

	Subjekti, ki so bili na podlagi drugega ali tretjega odstavka 6. člena Zakona o informacijski varnosti (Uradni list RS, št. 30/18, 95/21, 130/22 – ZEKom-2, 18/23 – ZDU-1O in 49/23; v nadaljnjem besedilu: ZInfV) kot izvajalci bistvenih storitev določeni pred 16. januarjem 2023, in organi državne uprave, ki upravljajo informacijske sisteme in dele omrežja ali izvajajo informacijske storitve, nujne za nemoteno delovanje države ali za zagotavljanje nacionalne varnosti (v nadaljnjem besedilu: organi državne uprave), in so bili kot zavezani organi državne uprave na podlagi prvega odstavka 9. člena ZInfV določeni pred uveljavitvijo tega zakona, so še naprej zavezani kot bistveni subjekti po tem zakonu.
	
	Entities that, pursuant to paragraph two or three of Article 6 of the Information Security Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 30/18, 95/21, 130/22 – ZEKom-2, 18/23 – ZDU-1O and 49/23; hereinafter: ZInfV), were designated operators of essential services before 16 January 2023, and state administration bodies that manage information systems or parts of the network or provide information services required for the smooth functioning of the state or to safeguard national security (hereinafter: state administration bodies) and that, as liable state administration bodies pursuant to paragraph one of Article 9 of the ZInfV, were designated before the entry into force of this Act, shall continue to be liable as essential entities under this Act.

	62. člen
	
	Article 62

	(sprejetje ukrepov za obvladovanje tveganj)
	
	(Adoption of risk management measures)

	(1) Bistveni in pomembni subjekti sprejmejo ukrepe za obvladovanje tveganj za informacijsko in kibernetsko varnost iz 21. in 22. člena tega zakona v osemnajstih mesecih od uveljavitve tega zakona.
	
	(1) Essential and important entities shall adopt the information security and cybersecurity risk management measures from Articles 21 and 22 of this Act within 18 months of the entry into force of this Act.

	(2) Ne glede na prejšnji odstavek bistveni subjekti, ki so bili določeni kot izvajalci bistvenih storitev na podlagi 6. člena ZInfV in organi državne uprave, ki so bili določeni na podlagi 9. člena ZInfV, sprejmejo ukrepe za obvladovanje tveganj za informacijsko in kibernetsko varnost iz 21. in 22. člena tega zakona v enem letu od uveljavitve tega zakona. Do izteka tega roka se zanje uporabljajo varnostne zahteve, varnostna dokumentacija, varnostni ukrepi in pripadajoče določbe o nadzoru ter kazenske določbe iz ZInfV in predpisa iz druge ali tretje alineje drugega odstavka 69. člena tega zakona.
	
	(2) Notwithstanding the preceding paragraph, essential entities that were designated as operators of essential services pursuant to Article 6 of the ZInfV and state administration bodies that were designated pursuant to Article 9 of the ZInfV shall adopt the information security and cybersecurity risk management measures from Articles 21 and 22 of this Act within one year of the entry into force of this Act. Before the expiration of this time limit, they shall be subject to the security requirements, security documentation, security measures and the relevant provisions on supervision and penal provisions from the ZInfV and the regulation referred to in indent 2 or 3 of paragraph two of Article 69 of this Act.

	(3) Ne glede na prvi odstavek tega člena bistveni in pomembni subjekti, ki so operaterji po Zakonu o elektronskih komunikacijah (Uradni list RS, št. 130/22 in 18/23 – ZDU-1O), sprejmejo ukrepe za obvladovanje tveganj za informacijsko in kibernetsko varnost iz 21. in 22. člena tega zakona v enem letu od uveljavitve tega zakona. Do izteka tega roka se zanje uporabljajo varnostni ukrepi iz VII. poglavja Zakona o elektronskih komunikacijah (Uradni list RS, št. 130/22 in 18/23 – ZDU-1O) in splošni akt iz druge alineje tretjega odstavka 69. člena tega zakona.
	
	(3) Notwithstanding paragraph one of this Article, essential and important entities that are operators under the Electronic Communications Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 130/22 and 18/23 – ZDU-1O) shall adopt the information security and cybersecurity risk management measures from Articles 21 and 22 of this Act within one year of the entry into force of this Act. Before the expiration of this time limit, they shall be subject to the security measures from Chapter VII of the Electronic Communications Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 130/22 and 18/23 – ZDU-1O) and the general act from indent 2 of paragraph three of Article 69 of this Act.

	63. člen
	
	Article 63

	(uskladitev podatkovne zbirke o registraciji domenskih imen)
	
	(Harmonisation of the domain name registration database)

	Registri TLD imen in subjekti, ki opravljajo storitve registracije domenskih imen, uskladijo podatkovne zbirke o registraciji domenskih imen z drugim in četrtim odstavkom 33. člena tega zakona za registracije, ki so bile izvedene do uveljavitve tega zakona, v osemnajstih mesecih od uveljavitve tega zakona.
	
	TLD name registries and entities providing domain name registration services shall harmonise domain name registration databases with paragraphs two and four of Article 33 of this Act for registrations carried out before the entry into force of this Act within 18 months of the entry into force of this Act.

	64. člen
	
	Article 64

	(izdaja podzakonskih predpisov in strategije)
	
	(Issue of implementing regulations and strategy)

	(1) Vlada izda predpisa iz tretjega odstavka 4. člena in šestega odstavka 20. člena tega zakona v šestih mesecih od uveljavitve tega zakona.
	
	(1) The Government shall issue the regulation referred to in paragraph three of Article 4 and paragraph six of Article 20 of this Act within six months of the entry into force of this Act.

	(2) Vlada uskladi Odlok o ustanovitvi, nalogah in organizaciji Urada Vlade Republike Slovenije za informacijsko varnost (Uradni list RS, št. 114/21 in 69/23) s tem zakonom v treh mesecih od njegove uveljavitve.
	
	(2) The Government shall harmonise the Ordinance on the establishment, tasks and organisation of the Government Information Security Office (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 114/21 and 69/23) with this Act within three months of the entry into force of this Act.

	(3) Vlada sprejme strategijo iz 9. člena tega zakona v enem letu od uveljavitve tega zakona.
	
	(3) The Government shall adopt the strategy referred to in Article 9 of this Act within one year of the entry into force of this Act.

	(4) Vlada sprejme nacionalni načrt odzivanja iz tretjega odstavka 12. člena tega zakona v treh mesecih od uveljavitve tega zakona.
	
	(4) The Government shall adopt the national response plan referred to in paragraph three of Article 12 of this Act within three months of the entry into force of this Act.

	65. člen
	
	Article 65

	(spremembe in dopolnitve Zakona o elektronskih komunikacijah)
	
	(Amendments to the Electronic Communications Act)

	V Zakonu o elektronskih komunikacijah (Uradni list RS, št. 130/22 in 18/23 – ZDU-1O):
	
	In the Electronic Communications Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 130/22 and 18/23 – ZDU-1O):

	635. se v 115. členu besedilo člena nadomesti z besedilom:
	636. 
	1. The wording of Article 115 shall be replaced by the following:

	»(1) Operaterji morajo v skladu z zakonom, ki ureja informacijsko varnost, vzpostaviti in vzdrževati dokumentirana SUVI in SUNP ter pri tem sprejeti ustrezne, učinkovite in sorazmerne tehnične, operativne in organizacijske ukrepe za zagotavljanje celovitosti, avtentičnosti, zaupnosti in razpoložljivosti omrežnih in informacijskih sistemov oziroma za obvladovanje tveganj za varnost omrežnih in informacijskih sistemov, ki jih uporabljajo za svoje delovanje ali opravljanje storitev ter ukrepe za preprečevanje ali zmanjšanje vpliva incidentov na prejemnike svojih storitev in druge storitve.
	
	"(1) Pursuant to the Act governing information security, operators must establish and maintain documented information security management systems and business continuity management systems, and take appropriate, effective and proportionate technical, operational and organisational measures to ensure the integrity, authenticity, confidentiality and availability of network and information systems or to manage the risks posed to the security of network and information systems that they use for their operations or for the provision of their services, and measures to prevent or minimise the impact of incidents on recipients of their services and on other services.

	(2) Operater mora SUVI in SUNP določiti kot poslovno skrivnost.
	
	(2) The operator must designate the information security management systems and the business continuity management systems as a business secret.

	(3) V delu, v katerem se SUNP iz prvega odstavka nanaša na zagotavljanje komunikacije v sili, mora biti ta pregledan vsaj enkrat letno. Za njegovo sprejetje in morebitne spremembe ali posodobitve je potrebna predhodna odobritev pristojnih organov, odgovornih za delovanje centrov za sprejem komunikacije v sili.
	
	(3) Where the business continuity management system referred to in paragraph one relates to the provision of emergency communication, it shall be reviewed at least once every year. Its adoption and any amendments or updates are subject to the prior approval of the competent authorities responsible for the operation of public safety answering points.

	(4) Če iz dokumentov ali tehničnih priporočila agencije ENISA ter smernic Evropske komisije izhaja, da so zaradi zagotovitve višje ravni kibernetske varnosti ob upoštevanju varnostnih tveganj potrebni tudi sektorsko specifični ukrepi za operaterje, agencija izda splošni akt, s katerim predpiše posebne tehnične usmeritve ter tehnične in organizacijske ukrepe. Pri sprejetju splošnega akta agencija sodeluje z organom, pristojnim za informacijsko varnost.«;
	
	(4) If ENISA documents or technical recommendations and European Commission guidelines indicate that sector-specific measures are required to ensure a higher level of cybersecurity, taking into account the security risks, the Agency shall issue a general act prescribing special technical guidelines and technical and organisational measures. In adopting the general act, the Agency shall cooperate with the authority responsible for information security.";

	637. se v 116. členu v četrtem odstavku v prvem stavku besedilo »iz tretjega odstavka prejšnjega člena« nadomesti z besedilom »v skladu s prejšnjim členom«;
	638. 
	2. The wording of the first sentence of paragraph four of Article 116, "from paragraph three of the preceding Article", shall be replaced by "in accordance with the preceding Article";

	639. se 118., 119., 120., 121. in 122. člen črtajo;
	640. 
	3. Articles 118, 119, 120, 121 and 122 shall be deleted;

	641. se v 123. členu v prvem odstavku za prvim stavkom doda besedilo, ki se glasi: »Revizija varnosti po tem zakonu ne vključuje primerov iz prvega odstavka 115. člena tega zakona, ki potekajo v skladu z zakonom, ki ureja informacijsko varnost. Agencija lahko pri zahtevi za revizijo in pregledu rezultatov revizije, ki jih zahteva, zaprosi za pomoč pristojni nacionalni organ iz zakona, ki ureja informacijsko varnost.«;
	642. 
	4. The following wording shall be added after the first sentence of paragraph one of Article 123: "A security audit under this Act shall not include cases from paragraph one of Article 115 of this Act carried out in accordance with the Act governing information security. In the request for an audit and review of the requested audit results, the Agency may request the assistance of the national competent authority from the Act governing information security.";

	643. se v 124. členu v četrtem odstavku besedilo »se uporablja določba petega odstavka 115. člena tega zakona« nadomesti z besedilom »mora biti ta pregledan vsaj enkrat letno. Za njegovo sprejetje in spremembe ali posodobitve je potrebna predhodna odobritev pristojnih organov, odgovornih za delovanje centrov za sprejem komunikacije v sili.«;
	644. 
	5. The wording of paragraph four of Article 124, "the provision of paragraph five of Article 115 of this Act shall apply", shall be replaced by "it shall be reviewed at least once per year. Its adoption and amendments or updates are subject to the prior approval of the competent authorities responsible for the operation of public safety answering points.";

	645. se v 128. členu besedilo »določb 120. in 121.« nadomesti z besedilom »prvega odstavka 115.«, poleg tega se na koncu doda nov stavek, ki se glasi: »Agencija nadzira tudi izvajanje odločbe iz prvega odstavka 117. člena tega zakona«;
	646. 
	6. The wording of Article 128, "the provisions of Articles 120 and 121" shall be replaced by "paragraph one of Article 115", and the following new sentence shall be added at the end: "The Agency shall also supervise the implementation of the decision from paragraph one of Article 117 of this Act";

	647. se v 287. členu v prvem odstavku v prvem stavku črta besedilo »ali organa, pristojnega za informacijsko varnost na podlagi 128. člena tega zakona«, besedilo tretjega stavka pa se nadomesti z besedilom »Agencija izvaja tudi nadzor nad izvajanjem odločbe vlade iz prvega odstavka 117. člena tega zakona.«;
	648. 
	7. The wording of the first sentence of paragraph one of Article 287, "or authority responsible for information security pursuant to Article 128 of this Act", shall be deleted, and the wording of the third sentence shall be replaced by "The Agency shall also exercise supervision over the implementation of the Government’s decision from paragraph one of Article 117 of this Act.";

	649. se v 289. členu črta tretji odstavek;
	650. 
	8. Paragraph three of Article 289 shall be deleted;

	651. se v 298. členu v prvem odstavku:
	652. 
	9. In paragraph one of Article 298:

	doda nova 1. točka, ki se glasi:
	
	A new point 1 shall be added that reads as follows:

	»1. ne izvede odločbe vlade iz prvega odstavka 117. člena tega zakona,«;
	
	"1. Fails to implement the Government’s decision from paragraph one of Article 117 of this Act,";

	dosedanje 1. do 10. točka postanejo 2. do 11. točka;
	
	The current points 1 to 10 shall be renumbered 2 to 11;

	653. se v 299. členu v prvem odstavku:
	654. 
	10. In paragraph one of Article 299:

	22., 23. in 24. točka spremenijo tako, da se glasijo:
	
	points 22, 23 and 24 shall be amended to read as follows:

	»22. ne določi SUVI ali SUNP kot poslovno skrivnost v skladu z drugim odstavkom 115. člena tega zakona,
	
	"22. Fails to designate the information security management system or the business continuity management system as a business secret in accordance with paragraph two of Article 115 of this Act,

	23. ne sprejme, pregleduje ali posodobi SUNP v delu, ki se nanaša na komunikacije v sili, s predhodno odobritvijo pristojnih organov, ki so odgovorni za delovanje centrov za sprejem komunikacije v sili, v skladu s tretjim odstavkom 115. člena tega zakona,
	
	23. Fails to adopt, review or update the business continuity management system in the part relating to emergency communications with the prior approval of the competent authorities responsible for the operation of public safety answering points in accordance with paragraph three of Article 115 of this Act,

	24. ne upošteva splošnega akta agencije iz četrtega odstavka 115. člena tega zakona,«;
	
	24. Fails to consider the Agency’s general act from paragraph four of Article 115 of this Act,";

	26., 27., 28. in 29. točka črtajo;
	
	Points 26, 27, 28 and 29 shall be deleted;

	dosedanje 30. do 119. točka postanejo 26. do 115. točka.
	
	The current points 30 to 119 shall be renumbered 26 to 115.

	66. člen
	
	Article 66

	(dopolnitev Zakona o dostopu do informacij javnega značaja)
	
	(Amendments to the Public Information Access Act)

	V Zakonu o dostopu do informacij javnega značaja (Uradni list RS, št. 51/06 – uradno prečiščeno besedilo, 117/06 – ZDavP-2, 23/14, 50/14, 19/15 – odl. US, 102/15, 7/18 in 141/22) se v 6. členu v prvem odstavku na koncu 11. točke pika nadomesti s podpičjem in doda nova 12. točka, ki se glasi:
	
	In the Public Information Access Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 51/06 – official consolidated version, 117/06 – ZDavP-2, 23/14, 50/14, 19/15 – Dec. of the CC, 102/15, 7/18 and 141/22), the full stop at the end of point 11 of paragraph one of Article 6 shall be replaced by a semi-colon and a new point 12 shall be added, which reads as follows:

	»12. podatek, ki je opredeljen kot varovani podatek pristojnega nacionalnega organa v skladu z zakonom, ki ureja informacijsko varnost.«.
	
	"12. Information defined as protected information of the national competent authority in accordance with the Act governing information security.".

	67. člen
	
	Article 67

	(sprememba Zakona o varstvu osebnih podatkov)
	
	(Amendments to the Personal Data Protection Act)

	V Zakonu o varstvu osebnih podatkov (Uradni list RS, št. 163/22) se v 23. členu v prvem odstavku besedilo »o varnostnih zahtevah« nadomesti z besedilom »o ukrepih za obvladovanje tveganj«, besedilo »izvajalce bistvenih storitev« pa se nadomesti z besedilom »bistvene subjekte«.
	
	In the Personal Data Protection Act (Official Gazette of the Republic of Slovenia [Uradni list RS], No 163/22), the wording of paragraph one of Article 23, "on security requirements", shall be replaced by "on risk management measures", and the wording "operators of essential services" shall be replaced by "essential entities".

	68. člen
	
	Article 68

	(dokončanje postopkov, začetih pred uveljavitvijo tega zakona)
	
	(Completion of procedures initiated prior to the entry into force of this Act)

	Upravni in inšpekcijski postopki, ki do uveljavitve tega zakona še niso bili pravnomočno končani, se končajo v skladu z dosedanjimi predpisi.
	
	Administrative and inspection procedures which have not concluded with a final decision by the date of entry into force of this Act shall be completed in accordance with the current regulations.

	XII. KONČNI DOLOČBI
	
	XII. FINAL PROVISIONS

	69. člen
	
	Article 69

	(prenehanje veljavnosti in podaljšanje uporabe)
	
	(End of validity and the extension of application)

	(1) Z dnem uveljavitve tega zakona preneha veljati Zakon o informacijski varnosti (Uradni list RS, št. 30/18, 95/21, 130/22 – ZEKom-2, 18/23 – ZDU-1O in 49/23).
	
	(1) On the day this Act enters into force, the Information Security Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 30/18, 95/21, 130/22 – ZEKom-2, 18/23 – ZDU-1O and 49/23) shall cease to be in force.

	(2) Z dnem uveljavitve tega zakona prenehajo veljati:
	
	(2) On the day this Act enters into force, the following regulations shall cease to be in force:

	· Uredba o določitvi bistvenih storitev in podrobnejši metodologiji za določitev izvajalcev bistvenih storitev (Uradni list RS, št. 39/19),
	· 
	· Decree determining essential services and the detailed methodology for determining essential service operators (Official Gazette of the Republic of Slovenia [Uradni list RS], No 39/19),

	· Uredba o varnostni dokumentaciji in varnostnih ukrepih izvajalcev bistvenih storitev (Uradni list RS, št. 8/23),
	· 
	· Decree on security documentation and measures prepared by operators of essential services (Official Gazette of the Republic of Slovenia [Uradni list RS], No 8/23),

	· Uredba o varnostni dokumentaciji in varnostnih ukrepih organov državne uprave (Uradni list RS, št. 98/23),
	· 
	· Decree on security documentation and measures prepared by state administration bodies (Official Gazette of the Republic of Slovenia [Uradni list RS], No 98/23),

	· Uredba o varnostni dokumentaciji in minimalnih varnostnih ukrepih povezanih subjektov (Uradni list RS, št. 118/23).
	· 
	· Decree on security documentation and minimum security measures prepared by connected entities (Official Gazette of the Republic of Slovenia [Uradni list RS], No 118/23).

	(3) Z dnem uveljavitve tega zakona prenehata veljati:
	
	(3) On the day this Act enters into force, the following shall cease to be in force:

	· Splošni akt o obveščanju in vrednotenju varnostnih incidentov ter o najavi omejitev ali prekinitev (Uradni list RS, št. 74/23), ki se še naprej uporablja v delu, ki se nanaša na najavo omejitev ali prekinitev, in
	· 
	· General act on notifying and assessing security incidents and announcing restrictions or interruptions (Official Gazette of the Republic of Slovenia [Uradni list RS], No 74/23) that continues to be used in the part pertaining to announcing restrictions or interruptions, and

	· Splošni akt o varnosti omrežij, storitev in podatkov (Uradni list, št. 106/23).
	· 
	· General act on the security of networks, services and data (Official Gazette of the Republic of Slovenia [Uradni list RS], No 106/23).

	70. člen
	
	Article 70

	(začetek veljavnosti)
	
	(Entry into force)

	Ta zakon začne veljati petnajsti dan po objavi v Uradnem listu Republike Slovenije.
	
	This Act shall enter into force on the fifteenth day following its publication in the Official Gazette of the Republic of Slovenia.

	Št. 011-02/25-7/21
	
	No 011-02/25-7/21
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Urška Klakočar Zupančič 
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[bookmark: bookmark1]OTHER CRITICAL SECTORS

		Sector

		Sub-Sector

		Entity type



		1. Postal

and courier services

		

		postal service providers as defined in point 8 of Article 2 of the Postal Services Act (Official Gazette of the Republic of Slovenia [Uradni list RS],

Nos 51/09, 77/10, 40/14 – ZIN-B and 81/15; hereinafter: ZPSto-2),

including parcel delivery service providers within the meaning of point 3 of Article 2 of Regulation (EU) 2018/644[footnoteRef:2] [2: 	Regulation (EU) 2018/644 of the European Parliament and of the Council of 18 April 2018 on cross-border parcel delivery services (OJ L 112, 02.05.2018, p. 19).
Regulation (EC) No 1907/2006 of the European Parliament and of the Council of 18 December 2006 concerning the Registration, Evaluation, Authorisation and Restriction of Chemicals (REACH), establishing a European Chemicals Agency, amending Directive 1999/45/EC and repealing Council Regulation (EEC) No 793/93 and Commission Regulation (EC) No 1488/94 as well as Council Directive 76/769/EEC and Commission Directives 91/155/EEC, 93/67/EEC, 93/105/EC and 2000/21/EC (OJ L 396, 30.12.2006, p. 1).
Regulation (EC) No 178/2002 of the European Parliament and of the Council of 28 January 2002 laying down the general principles and requirements of food law, establishing the European Food Safety Authority and laying down procedures in matters of food safety (OJ L 31, 01.02.2002, p. 1).
Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation (EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC (OJ L 117, 05.05.2017, p. 1).
Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 on in vitro diagnostic medical devices and repealing Directive 98/79/EC and Commission Decision 2010/227/EU (OJ L 117, 05.05.2017, p. 176).] 




		2. Waste management

		

		undertakings carrying out waste management operations

as defined in point 7.12 of Article 3 of the Environmental Protection Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 44/22, 18/23 – ZDU-1O, 78/23 – ZUNPEOVE, 23/24 and 21/25 – ZOPVOOV; hereinafter: ZVO-2)



		3. manufacture, production and distribution of chemicals

		

		undertakings manufacturing substances and distributing substances

or mixtures as defined in points 9 and 14 of Article 3 of Regulation (EC)

No 1907/200612, and undertakings manufacturing articles from substances and mixtures as defined in point 3 of Article 3 of that Regulation



		4.  Production, processing and distribution of food

		

		food businesses as defined in point 2 of Article 3

of Regulation (EC) No 178/200213, engaged in wholesale trade as well as in the industrial production and processing of food



		5. Production

		(a)

manufacturing

of medical

devices

and in vitro

diagnostic

medical

devices

		entities manufacturing medical devices as defined in point 1 of Article 2 of Regulation (EU) 2017/74514, and entities manufacturing in vitro diagnostic medical devices

as defined in point 2 of Article 2 of Regulation (EU) 2017/74615, excluding entities manufacturing

medical devices referred to in indent five of point 5 of Annex 1

of this Act



		

		(b)

manufacture

of computer,

electronic and

optical

		undertakings engaged in any economic activity

in Section C, Division 26 of NACE Rev. 2








		

		products

		



		

		(c)

manufacture

of electrical

equipment

		undertakings engaged in any economic activity in Section C, Division 27 of NACE Rev. 2



		

		(č)

manufacture of machinery and equipment n.e.c.

		undertakings engaged in any economic activity in Section C, Division 28 of NACE Rev. 2



		

		(d)

manufacture of motor vehicles, trailers	and

semi-trailers

		undertakings engaged in any economic activity in Section C, Division 29 of NACE Rev. 2



		

		(e)

manufacture of other transport equipment

		undertakings engaged in any economic activity in Section C, Division 30 of NACE Rev. 2



		6. Digital service providers

		

		– providers of online marketplaces



		

		

		– providers of online search engines



		

		

		– providers of social networking services platforms



		7. Research

		

		research organisations



		8.  Public Administration

		local

self-government

		urban municipalities
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[bookmark: bookmark1]OTHER PUBLIC ADMINISTRATION ENTITIES AT STATE LEVEL

		

		Entity



		Public agencies

		Agency of the Republic of Slovenia for Public Legal Records and Related Services

Energy Agency

Agency for Public Oversight of Auditing

Agency for Communication Networks and Services of the Republic of Slovenia

Securities Market Agency

Insurance Supervision Agency

Slovenian Public Agency for Investments, Entrepreneurship and Internationalization

Public Agency of the Republic of Slovenia for Traffic Safety

Slovenian Competition Protection Agency

Public Agency of the Republic of Slovenia for Medicinal Products and Medical Devices

Civil Aviation Agency of the Republic of Slovenia

Slovenian Book Agency

Slovenian Research and Innovation Agency

Public Agency of the Republic of Slovenia for Railway Transport



		Public funds

		Eco Fund, Slovenian Environmental Public Fund

Public Fund of the Republic of Slovenia for Entrepreneurship

Public Fund of the Republic of Slovenia for Regional Development and Development of Rural Areas

Public Scholarship, Development, Disability and Maintenance Fund of the Republic of Slovenia 

Farmland and Forest Fund of the Republic of Slovenia

Succession Fund of the Republic of Slovenia

Housing Fund of the Republic of Slovenia



		Public institutes

		Slovenian Institute for Adult Education

National Examination Centre

Institute for the Protection of Cultural Heritage of Slovenia

National and University Library

Radiotelevizija Slovenija, Public Institute

Slovenian Accreditation

Slovenian Institute for Standardization

National Education Institute

Institute of the Republic of Slovenia for Nature Conservation

Employment Service of Slovenia

Slovenian Forest Service

Pension and Disability Insurance Institute of Slovenia

Health Insurance Institute of Slovenia



		Other bodies governed by public law and independent state authorities



		National Review Commission for Reviewing Public Procurement Procedures

National Electoral Commission

Information Commissioner

Commission for the Prevention of Corruption

Slovenian Quality Assurance Agency for Higher Education








ANNEX 1

HIGHLY CRITICAL SECTORS

		Sector

		Sub-Sector

		Entity type



		1. Energy

		(a) electricity

		– electricity undertakings as defined in point 16 of Article 4 of the Electricity Supply Act (Official Gazette of the Republic of Slovenia [Uradni list RS], No 172/21; hereinafter: ZOEE), carrying out supply activities as defined in point 13

of Article 4 of the ZOEE



		

		

		– distribution system operator as defined in point 12 of Article 4

of the ZOEE



		

		

		– system operators as defined in point 76 of Article 4 of the ZOEE; the transmission system operator carries out the tasks of a transmission system operator as defined by Regulation (EU) 2019/9431



		

		

		– manufacturers as defined in point 62 of Article 4 of

the ZOEE



		

		

		– nominated electricity market operator as defined in point 8 of Article 2 of Regulation (EU) 2019/943



		

		

		– market participants as defined in point 25 of Article 2

of Regulation (EU) 2019/943, which provide aggregation, demand response or energy storage services, as defined in points 4, 67 and 73 of Article 4 of the ZOEE



		

		

		– recharging point operators responsible for the management and operation of the recharging point, providing the recharging service to end users, also on behalf of a mobility service provider



		

		(b) district heating and cooling

		– operators of district heating or district cooling as defined in point 2 of Article 4 of the Energy Efficiency Act (Official Gazette of the Republic of Slovenia [Uradni list RS], No 158/20)

; hereinafter: ZURE)



		

		(c) oil

		– oil pipeline operators



		

		

		– operators of crude oil production, refining and processing facilities, and operators of crude oil and petroleum products storage and transport facilities



		

		

		– central authorities for maintaining security stocks as defined in point 16 of Article 3 of the State Commodity Reserves Act (Official Gazette of the Republic of Slovenia [Uradni list RS], No 23/24; hereinafter: ZBR-1)



		

		(č) gas

		– suppliers as defined in point 10 of Article 3 of the Gas Supply Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 204/21 and 121/22; hereinafter: ZOP)



		

		

		– distribution system operators as defined in point 34 of Article 3 of the ZOP





1 Regulation (EU) 2019/943 of the European Parliament and of the Council of 5 June 2019 on the internal market for electricity (OJ L 158, 14.06.2019, p. 54).




		

		

		– transmission system operators as defined in point 35 od Article 3 of the ZOP



		

		

		– storage system operators as defined in point 38 of Article 3 of the ZOP



		

		

		– LNG system operators as defined in point 37 of Article 3 of the ZOP



		

		

		– natural gas undertakings as defined point 40 of Article 3 of the ZOP



		

		

		– operators of natural gas refining and

treatment facilities



		

		(d) hydrogen

		– operators of hydrogen production, storage and transmission



		2. Transport

		(a) air

		– air carriers as defined in point 4 of Article 3 of 

Regulation (EC) No 300/20082 used for commercial purposes



		

		

		– airports as defined in point 25 of Article 5 of the Aviation Act (Official Gazette of the Republic of Slovenia [Uradni list RS], No 85/24; hereinafter: ZLet-1)



		

		

		– air traffic controllers providing air traffic control services (ATC) as defined in point 1 of Article 2

 of Regulation (EC) No 549/20043



		

		(b) rail

		– public railway infrastructure operators as defined in point 27 of Article 2 of the Railway Transport Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 99/15 – official consolidated version, 30/18, 82/21, 54/22 – ZUJPP and 18/23 - ZDU-1O; hereinafter: ZZelP)



		

		

		– railway undertakings as defined in point

18 of Article 2 of the ZZelP, including operators of

railway service facilities as defined in point 28 of

Article2 of the ZZelP



		

		(c) water

		– undertakings operating passenger and cargo ships for transport on inland waterways, at sea and in coastal waters, as defined for the maritime transport sector in Annex I to Regulation (EC) No 725/20044, excluding the individual vessels operated

by such undertakings



		

		

		– port authority as defined in Article 32 of the Maritime Code (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 62/16 – official consolidated version, 41/17, 21/18 – ZNOrg, 31/18 - ZPVZRZECEP, 18/21, 21/21 – amended and 76/23; hereinafter: PZ) and entities operating and managing equipment in maritime ports



		

		

		– vessel traffic service operators (VTS) as defined in point 17 of Act 3 of the Decree on maritime traffic control





2 Regulation (EC) No 300/2008 of the European Parliament and of the Council of 11 March 2008 on common rules in the field of civil aviation security and repealing Regulation (EC) No 2320/2002 (OJ L 97, 09.04.2008, p. 72).

3 Regulation (EC) No 549/2004 of the European Parliament and of the Council of 10 March 2004 laying down the framework for the creation of the single European sky (the framework Regulation) (OJ L 96, 31.03.2004, p. 1).

4 Regulation (EC) No 725/2004 of the European Parliament and of the Council of 31 March 2004 on enhancing ship and port facility security (OJ L 129, 29.04.2004, p. 6).




		

		

		(Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 94/10, 26/12 and 84/15)



		

		(č) road

		– road authorities as defined in point 12 of Article 2 of

Commission Delegated Regulation (EU) 2015/962[footnoteRef:1], responsible for traffic management, excluding public entities for which traffic management or the management of [1: 	Commission Delegated Regulation (EU) 2015/962 of 18 December 2014 supplementing Directive 2010/40/EU of the European Parliament and of the Council with regard to the provision of EU-wide real-time traffic information (OJ L 157, 23.06.2015, p. 21).] 


the intelligent transport systems is only a non-essential part of their general

activity.



		

		

		– operators of intelligent transport systems as defined in point 24 of Article 2 of the Road Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 132/22, 140/22 – ZSDH-1A, 29/23 and 78/23 – ZUNPEOVE;

hereinafter: ZCes-2)



		3. Banking

		

		– credit institutions as defined in point 1 of Article 4 of Regulation (EU) No 575/2013[footnoteRef:2] [2: 	Regulation (EU) No 575/2013 of the European Parliament and of the Council of 26 June 2013 on prudential requirements for credit institutions and amending Regulation (EU) No 648/2012 (OJ L 176, 27.06.2013, p. 1).] 




		4.  Financial market infrastructure

		

		– operators of trading venues as defined in Article 26 of the Market in Financial Instruments Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 77/18, 17/19 – amended, 66/19, 123/21 and 45/24; hereinafter: ZTFI-1)



		

		

		– central counterparties as defined in point 1 of Article 2 of Regulation (EU) No 648/2012[footnoteRef:3] [3: 	Regulation (EU) No 648/2012 of the European Parliament and of the Council of 4 July 2012 on OTC derivatives, central counterparties and trade repositories (OJ L 201, 27.07.2012, p. 1).] 




		5. Health 

		

		· healthcare providers as defined in Article 3 of the Health Services Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 23/05 – official consolidated version, 15/08 - ZPacP, 23/08, 58/08 – ZZdrS-E, 77/08 – ZDZdr, 40/12 – ZUJF, 14/13, 88/16 – ZdZPZD, 64/17, 1/19 – Constitutional Court decision, 73/19, 82/20, 152/20 – ZZUOOP, 203/20 – ZIUPOPDVE, 112/21

· ZNUPZ, 196/21 – ZDOsk, 100/22 – ZNUZSZS, 132/22

· Constitutional Court decision, 141/22 – ZNUNBZ, 14/23 – Constitutional Court decision and 84/23 – ZDOsk-1, 102/24 – ZZKZ and 32/25; hereinafter: ZZDej)



		

		

		– European Union reference laboratories as defined in Article 15 of Regulation (EU) 2022/2371[footnoteRef:4] [4: 	Regulation (EU) 2022/2371 of the European Parliament and of the Council of 23 November 2022 on serious cross-border threats to health and repealing Decision No 1082/2013/EU (OJ L 314, 06.12.2022, p. 26).] 




		

		

		– entities carrying out research and development activities of medicinal products as defined in Article 5 of the Medicinal Products Act (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 17/14, 66/19, 102/24 – ZZKZ, 24/25 and 27/25 – amended; hereinafter: ZZdr-2)



		

		

		– entities manufacturing basic pharmaceutical products and preparations under Section C, Division 21 of Regulation (EC) No 1893/2006

(hereinafter: NACE Rev. 2)[footnoteRef:5] [5: 	Regulation (EC) No 1893/2006 of the European Parliament and of the Council of 20 December 2006 establishing the statistical classification of economic activities NACE Revision 2 and amending Council Regulation (EEC) No 3037/90 and some other EC Regulations on specific statistical domains (OJ L 393, 30.12.2006, p. 1).] 









		

		

		– entities manufacturing medical devices considered critical in the event of a public health emergency (list of critical medical devices in the event of a public health emergency) within the meaning of Article 22 of Regulation (EU)

2022/12310



		

		

		– entities holding a wholesale distribution authorisation for medicinal products as defined in Article 107 of the ZZdr-2



		6. Drinking water

		

		– drinking water suppliers and distributors, as defined in point 13 of Article 2 of the Drinking Water Decree (Official Gazette of the Republic of Slovenia [Uradni list RS], No 61/23), excluding distributors for which the distribution of water intended for human consumption is only a non-essential part of their general activity of distributing other goods and products



		7. Waste water

		

		– undertakings engaged in the collection, discharge or treatment of urban waste water as defined in point 19 of Article 4 of the Decree on the discharge and treatment of urban wastewater (Official Gazette of the Republic of Slovenia [Uradni list RS], Nos 98/15, 76/17, 81/19, 194/21, 44/22 – ZvO-2 and 21/25 – ZOPVOOV), excluding undertakings for which the collection, discharge or treatment of urban waste water is a non-essential part of their general activity.



		8.	Digital

infrastructure

		

		– providers of network interconnection points



		

		

		– DNS service providers, excluding operators of root name servers



		

		

		– TLD name registries



		

		

		– cloud computing service providers



		

		

		– data centre service providers



		

		

		– content delivery network providers



		

		

		– trust service providers



		

		

		– providers of public electronic communications networks



		

		

		– providers of publicly available electronic communications services



		9.	ICT service

management (business to business)

		

		– managed service providers



		

		

		– managed security service providers



		10. Public Administration

		

		– public administration entities at state level as defined in point 66 of Article 5 of this Act



		11. Space

		

		– operators of ground-based infrastructure owned, managed and operated by member states of the European Union or by private parties which support the provision of space-based services, excluding providers of public electronic communication networks





10 Regulation (EU) 2022/123 of the European Parliament and of the Council of 25 January 2022 on a reinforced role for the European Medicines Agency in crisis preparedness and management for medicinal products and medical devices (OJ L 20, 31.01.2022, p. 1).





ANNEX 1   HIGHLY CRITICAL SECTORS  


Sector  Sub - Sector  Entity type  


1. Energy  (a) electricity  –   electricity undertakings as defined in point 16 of Article 4 of  the Electricity Supply Act (Official Gazette of the Republic of  Slovenia [ Uradni list RS ], No 172/21; hereinafter: ZOEE),  carrying out supply activities as defined in point 13   of Article 4 of the ZOEE  


–   distribution system operator as defined in point 12 of Article  4   of the ZOEE  


–   system operators as defined in point 76 of Article 4 of the  ZOEE; the transmission system operator carries out the tasks  of a transmission system operator as defined by Regulation  (EU) 2019/943 1  


–   manufacturers as defined in point 62 of Article 4 of   the ZOEE  


–   nominated electricity market operator as defined in point 8 of  Article 2 of Regulation (EU) 2019/943  


–   market participants as defined in point 25 of Article 2   of Regulation (EU) 2019/943, which provide aggregation,  demand response or energy storage services, as defined in  points 4, 67 and 73 of Article 4 of the ZOEE  


–   recharging point operators responsible for the management  and operation of the recharging point, providing the recharging  service to end users, also on behalf of a mobility service  provider  


(b) district  heating and  cooling  –   operators of district heating or district cooling as defined in  point 2 of Article 4 of the Energy Efficiency Act (Official Gazette  of the Republic of Slovenia [ Uradni list RS ], No 158/20)   ; hereinafter: ZURE)  


(c) oil  –   oil pipeline operators  


–   operators of crude oil production, refining and processing  facilities, and operators of crude oil and petroleum products  storage and transport facilities  


–   central authorities for maintaining security stocks as defined  in point 16 of Article 3 of the State Commodity Reserves Act  (Official Gazette of the Republic of Slovenia [ Uradni list RS ],  No 23/24; hereinafter: ZBR - 1)  


(č) gas  –   suppliers as defined in point 10 of Article 3 of the Gas Supply  Act (Official Gazette of the Republic of Slovenia [ Uradni list  RS ], Nos 204/21 and 121/22; hereinafter: ZOP)  


–   distribution system operators as defined in point 34 of Article  3 of the ZOP  


1   Regulation (EU) 2019/943 of the European Parliament and of the Council of 5 June 2019 on the internal market for electricity  (OJ L 158, 14.06.2019, p. 54).      



